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From remote commands to stocked shelves
Remote access can disrupt equipment, destroy the value of inventory and leave staff searching for a way to reopen. Seven chapters follow that journey through shops and industrial sites, explaining the mechanisms, identifying the documents and keeping unresolved questions visible.

The first three chapters examine the refrigeration incidents, the functions that control equipment and the authority given to contractors. Chapter four follows the evidence and the limits of attribution. Chapter five separates economic loss, cash and insurance. The final two chapters bring European regulation into the installed fleet, then examine the resources and capacity required for recovery.

Each investigation can also be read on its own with its bibliography. The contents, internal links, list of 33 infographics and glossary support navigation. External documents require a connection. Fictional examples remain labelled beside the calculations; their amounts and durations make the reasoning reproducible.
Evidence, models and the limits of this edition
This edition, dated 4 November 2026, brings together the seven investigations as published on 3 and 4 November. Their documentary research is closed at 3 November 2026; the individual publication dates are retained. The introduction and conclusion are original syntheses based on those chapters. Publication as a book preserves the access limitations and uncertainties recorded in the articles.

Agency alerts, manufacturers’ manuals, European and French legislation, judicial records and company publications serve different purposes. Statements by victims and suppliers remain attributed. Product capabilities provide documented examples, rather than reconstructions of a victim’s installation. Precedents from other countries and sectors remain separate from the 2026 refrigeration incidents.

Findings of responsibility and intelligence assessments retain the status given by their originating documents. This synthesis attributes the refrigeration incidents to no named actor. The regulatory chapter preserves its documentary position on 3 November, including France’s NIS2 transposition and the non-binding status of preparatory documents. European application dates are kept distinct from conditions at individual installations.

The timestamp, loss and recovery-capacity calculations are explicitly fictional teaching examples. Amounts, durations and priorities are assumptions, separate from victim data or market prices. The final chapter’s threshold includes no estimate of attack frequency. The book establishes neither a Europe-wide loss total nor a causal return on preparedness.

Each chapter retains its bibliography: 99 reference notices per volume, with numbering restarting in each chapter. Some notices cite the same document; the count does not represent independent sources. Synthesis references identify the evidence supporting the new opening and closing sections. The glossary explains sixteen useful terms and provides documentary links.

All 33 infographics retain their data, assumptions, captions and text alternatives. Cross-references among the seven chapters and the glossary are adapted for offline reading. A list of figures supports navigation; third-party documents and additional l0g material require a network connection. Cover and opening artwork are conceptual illustrations, separate from documentary photographs.

This investigation uses public records. It includes no original interviews, private contracts or site audits. No third-party industrial systems were queried or tested. The book explains mechanisms and questions for documentary examination; industrial interventions, personal safety and food-safety decisions remain with qualified, authorised professionals. Source digests describe editorial provenance rather than certification of facts.
Introduction
The power to change a temperature
A command sent across a network can end with goods in a waste container. On the way, it passes through a controller, a piece of equipment, the surrounding air and time. Refrigeration makes that journey tangible: food retains its value only while its physical conditions are maintained. When those conditions change, a green status light still leaves people with decisions about safety, replacement stock and the return of normal trade.

In autumn 2026, France’s government incident-response centre, CERT-FR, confirmed compromises affecting several Danfoss, Copeland and Dixell refrigeration-controller families. Its alert, issued on 12 October and revised on 16 October, also asks operators to check insurance conditions before interrupting certain data feeds to their refrigeration contractor. That detail brings the contract onto the factory floor. A connection can carry maintenance access, alarms and information used to document storage conditions.

The owner then needs to establish who can act, which equipment they can reach and how long their authority lasts. Documentation from Danfoss, Siemens, HMS and IXON separates the functions involved: reading a measurement, writing a setting, transferring a configuration and administering access. These are descriptions of different products. Bringing them together helps identify decisions and dependencies; it does not establish the architecture at any affected shop.

The investigation also works backwards, from damage towards an actor. A temperature reading, a login record and a public claim provide different kinds of evidence. The public cases examined here show why identifying an operator, defining a group and establishing state involvement each require their own support. The American and Danish precedents remain separate from the European refrigeration incidents, whose connection to a named perpetrator remains unresolved in the reviewed record.

Spoiled goods then enter the accounts and the cash forecast. Purchase cost, abandoned sales, avoided expenses and replacement inventory describe different movements. Chapter five uses a wholly fictional example to make those differences visible. French insurance law helps explain deadlines, coverage questions and recovery rights; the victims’ individual policies and payments remain outside the evidence. The distinction matters to a business that needs to buy fresh stock before it knows how much money will arrive.

European rules seek to organise part of this responsibility over time. The Cyber Resilience Act addresses covered digital products and their manufacturers; NIS2 addresses risk management at organisations within its scope. An available security update still needs to reach the right machine, work with the installation and pass the checks required for operation. Application dates and support periods therefore become practical information for purchasing and maintenance.

Norsk Hydro’s experience in aluminium brings the focus to recovery work. After its 2019 attack, the company described operations maintained with more manual procedures alongside sharply different conditions across business units. That account does not quantify the losses those workarounds prevented. It directs attention to people, configurations and resources that can actually be mobilised. The final chapter develops the question through six fictional sites, where the capacity of recovery teams also determines how long each site waits.

These seven investigations follow decisions through to the service people receive. The diagrams retain their mechanisms, sources and limitations. Bibliographies lead back to the documents, while the glossary provides help when a technical term becomes useful. The subject belongs to people who make, maintain, sell and finance as much as to those who secure networks. An everyday machine can become a very practical source of power. Understanding that power makes the commitments around it open to scrutiny.
Chapter 1
The day supermarket freezers became a target
Published 3 November 2026
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Remote commands were changed, food was pulled from shelves, and another set of incidents followed three weeks later. The attacks on commercial refrigeration exposed a very tangible form of power: control over the conditions that keep goods fit for sale. Technical documentation and testimony from France’s cybersecurity agency help reconstruct the mechanism and correct the early explanations.

In Gradignan, near Bordeaux, an Intermarché operator put the food lost after the night of 11–12 October 2026 at €21,000, valued at purchase cost. He told Le Monde that a judicial officer had documented the loss. This was one shop’s assessment, reported by its operator. 1

Before the incident, the goods were inventory awaiting sale. Once their storage conditions had been compromised, their value depended on a food-safety decision and, potentially, disposal. A change made through a computer interface had reached into the assets of a business.

Refrigeration makes that transition unusually visible. An indicator can turn green again, a remote connection can be closed and a technician can complete a repair, while the fate of the affected food remains unresolved. Restoring a machine and rebuilding saleable inventory are separate jobs. This opening instalment follows the established events and the physical mechanism linking them.

Three weeks, and an explanation that changed

On 12 October, CERT-FR, the government incident-response centre within France’s national cybersecurity agency, ANSSI, issued an alert. An update on 13 October expanded the equipment covered; another on 16 October revised the recommendations. The alert names Danfoss AK-SM and AK-SC families, alongside Copeland XWEB and Dixell XWEB. It records compromises of remote refrigeration controllers. 2

Le Monde also reported incidents involving Dixell equipment on the night of 12–13 October. That second night should be distinguished from the initial French incidents. 10

A controller is a specialised computer that monitors or operates equipment. A refrigeration installation can have several layers: a device controlling an individual cabinet, a supervisor collecting information across the shop, and an interface through which a maintenance contractor works. Their precise capabilities depend on the installation. The alert identifies product families; establishing the route taken at each site requires investigation. 2 5

A significant clarification arrived on 21 October. Testifying before the French Senate, ANSSI director-general Vincent Strubel said the agency’s analysis pointed to equipment directly exposed to the internet, inadequately protected administration and weak passwords. At that stage, he rejected previously published vulnerabilities from the preceding two years as the explanation for the compromises under examination. 3

His intervention changes the order of the questions. Documented software flaws certainly exist. Finding one on a machine is useful information; establishing that an attacker used it requires further evidence. Investigators need to determine how access was obtained, which permissions were available and what commands followed. The testimony records the agency’s assessment on 21 October. It leaves room for differences between individual sites and for later incidents to involve other methods.

On 2 November, refrigeration incidents were reported across several European countries. Reuters obtained confirmations in Belgium, Luxembourg, Sweden and Ireland. It said the perpetrators and any connection to the French incidents remained undetermined. 4

There are twenty-one days between 12 October and 2 November. That is an interval between reporting dates, not a measured period of attacker activity. The public chronology establishes a recurrence of a type of damage. Describing it as one operation would require links between access records, infrastructure, commands and their origins. A convenient news label such as “wave” can suggest more coherence than the evidence supports.
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FIG. 01 One timeline, different kinds of evidence [02] [03] [04] [10] Method and scope
Reports and document revisions carry different dates. The 21 days from 12 October to 2 November are calendar days. Visual spacing is editorial, not a time scale. The 21 October testimony concerns the compromises examined at that point; a connection to the November incidents remains unproven.


A freezer also has a way to generate heat

To understand the empty shelves, follow the heat. Refrigeration removes energy from an enclosed volume and the goods it contains. Frost can accumulate on the evaporator, the heat exchanger that absorbs that energy. The ice obstructs heat transfer and has to be removed. Defrosting is therefore part of the normal operation of many installations. 6

Depending on the design, defrosting can use electric heaters or hot gas. Temperature and time limits ordinarily govern when it ends. A function essential to preservation thus introduces heat into part of the equipment at particular moments. Controlling that function is crucial. 6

At shop level, a supervisor can coordinate multiple controllers, collect temperatures and handle alarms. Danfoss describes these capabilities in its product documentation. We use those documents to explain one possible architecture and its legitimate functions. They do not reveal how any particular victim’s installation was built. 5

The risk emerges when an intruder obtains control permissions. A legitimate function can then be used outside its intended operating conditions. The controller executes an instruction; the consequences continue through a heat exchanger, the surrounding air and eventually the goods. That sequence explains how access to a narrowly defined technical interface can produce direct material losses.

The illustration below uses an electric-defrost example. Other installations use different methods, and local protections vary. It identifies the boundaries that an investigation should examine: who authorises the command, which device acts on it, which sensor observes the result and how an alert reaches someone able to respond. It does not reconstruct the attackers’ settings.
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FIG. 02 From permission to physical effect [02] [05] [06] Method and scope
An explanatory architecture based on manufacturer capabilities and CERT-FR’s alert. The drawing follows an electric-defrost example and separates authorisation, supervision, local control, thermal effects and measurement feedback. Each victim’s protections, connections and settings are unknown. The measurement arrow makes no claim about sensor or log-storage independence.


Remote maintenance has a clear operational purpose: detecting a fault, interpreting an alarm and preparing a repair before a technician travels to the site. The economic question concerns how much authority that connection carries. Reading a temperature, changing the target temperature and altering a configuration have different consequences. A contract describing “remote monitoring” may bundle those functions together. An investigation needs to separate them.

The tempting shortcut of a known vulnerability

In August 2025, Danfoss published a security advisory for vulnerabilities in the AK-SM 800A, remedied in version 4.3.1. The advisory describes flaws that require prior authentication. It establishes a product risk, rather than evidence that these flaws were used in October. 8

The distinction matters when reading technical alerts. A CVE identifier names a catalogued vulnerability. Connecting it to a particular incident still requires checking the model, software version, configuration and available records. Similar product names can also be misleading: the manufacturer’s documentation distinguishes the AK-SM 800 from the AK-SM 800A generation. 5 8

A separate Danfoss page describes security options on the AK-SM 800A. Software branch 4.0.x and later defaults to strict mode after installation, while retaining a compatibility option. The company warns that an upgrade may affect communications with third-party software and recommends having personnel on site where the configuration is uncertain. 9

This is where a recommendation to update becomes an operational project. The refrigeration contractor needs visibility over the equipment, the shop needs continued monitoring of its food, and the IT team needs to control access. A security change can affect all three relationships. That calls for preparation and testing. It also produces a specific documentary question: who was responsible for verifying the complete service after the change, and what evidence of that verification exists?

Supplier documentation explains product capabilities and precautions. It says much less about how individual installations were configured, maintained or covered by contracts. Responsibility for an incident depends on those local facts. Assigning all the blame to a manufacturer, contractor or shop at the outset would settle the issue before examining the records that matter.

A dramatic temperature needs a precise definition

Reports of these attacks include very high temperatures. Before repeating a number, establish what it describes: a target entered into a controller, an air-temperature measurement, or the temperature of the food itself. The first is an instruction. The second is an observation at a particular sensor location. The third concerns the goods whose safety is at issue. 6 12 13

European food law makes the distinction useful for managing the cold chain. For products within the quick-frozen category, Directive 89/108/EEC sets a reference of −18°C or below throughout the product, subject to specified tolerances. Regulation 37/2005 separately addresses air-temperature monitoring in transport and storage, with derogations including those for retail display cabinets. The rules themselves distinguish food temperature from the temperature around it. 12 13

The evidence should be read accordingly. Sensor location, calibration, exposure time and the history of a batch all matter. A screenshot stripped of that context illuminates one part of an incident while leaving much to reconstruct. Chilled products also have requirements that vary by category: the quick-frozen reference has a defined scope.

[image: The setpoint is an instruction; a sensor observes air; product temperature concerns the food itself. The European minus 18 degrees Celsius reference applies to quick-frozen food with its specified tolerances.][image: The setpoint is an instruction; a sensor observes air; product temperature concerns the food itself. The European minus 18 degrees Celsius reference applies to quick-frozen food with its specified tolerances.]Open the complete composition
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FIG. 03 Setpoint, air and food: three objects of evidence [06] [11] [12] [13] Method and scope
The diagram separates three objects of evidence, without depicting readings from an attack. The −18°C reference concerns quick-frozen foods under Directive 89/108/EEC, subject to its specified tolerances. Regulation 37/2005 addresses air monitoring in defined settings, with derogations. No storage time or decision to release goods for sale is calculated.


The distinction also prevents a misleading assumption about recovery. Bringing the air back to its normal operating temperature does not erase what happened earlier. A decision to release food for sale concerns its history and the relevant safety requirements. The EU’s food-hygiene regulation places primary responsibility for food safety on the operator and requires procedures for controlling hazards. 11

For accurate reporting, a properly contextualised reading is more useful than an isolated maximum. For customer protection, shop staff need to make decisions about batches even when the information is incomplete. They may withdraw goods as a precaution. Such a withdrawal, by itself, is not a count of items whose spoilage has been individually demonstrated.

The hourly report may smooth away the event

The documentary research exposes another issue: how temperature histories are presented. The June 2026 revision of the Danfoss AK-SM 800A manual describes a food-safety reporting function that samples at fifteen-minute intervals and displays an hourly value based on the average of four samples. It distinguishes this function from other service logs. 7

This describes a feature in that manual. Whether the affected shops had it, or had enabled it, is unknown. Its value to this investigation is methodological: an hourly average and the maximum within that hour answer different questions. Several sets of four readings can have the same average. The summary therefore loses some of the information in the underlying observations.

That arithmetic has a practical consequence for evidence gathering. “Send the temperature records” is an incomplete request. Does the file contain original readings, averages, maxima or a reformatted display? Which periods have missing data? Were the clocks synchronised? A well-presented table may still be an incomplete account of what happened.

[image: Four symbolic readings separated by fifteen-minute intervals are aggregated by arithmetic mean in an hourly report. No victim readings or installation are represented.][image: Four symbolic readings separated by fifteen-minute intervals are aggregated by arithmetic mean in an hourly report. No victim readings or installation are represented.]Open the complete composition
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FIG. 04 Four readings can become one hourly average [07] Method and scope
Danfoss manual BC337629891709en-001101, dated June 2026, describes this feature in section 5.10, printed page 52. T1 to T4 are symbols, not invented temperatures. Their arithmetic mean is their sum divided by four. The intervals separate successive samples; no exact position within the hour is attributed to the software. A mean alone cannot recover the maximum or time above a threshold. Use of this feature at victim sites is unknown.


There is a second question: does the equipment issuing commands also retain and transmit the measurements? Supervisory documentation shows that several of these functions can be combined. Investigators should therefore consider the independence of the available evidence. This is a reason to compare records from different sources; it establishes no falsification of logs in the incidents discussed here. 5 7

A robust chronology brings together configuration changes, alarms, readings and human interventions. Each timestamp describes a different event: a command arriving, a sensor detecting a change, a message being sent, or a person acting. Treating them as interchangeable can turn a transmission delay into an apparent failure to respond, or conceal a period in which nobody had the information needed to intervene.

Bringing refrigeration back, then refilling the shelves

Ireland provides a useful comparison. On 2 November, Musgrave said that thirteen SuperValu stores had been affected and that chilled and frozen products had been withdrawn as a precaution. The company credited its monitoring systems with detecting the incident, according to its statements to the Irish Farmers Journal. 14

A second report dated the same day said Musgrave considered the incident resolved and stores operating normally, while replenishment of the affected ranges was still under way. These remain company statements reported by the newspaper. The pages reviewed do not establish the precise timing of each operational milestone. 15

The sequence separates two jobs: making the equipment usable again and restoring product availability. The latter depends on logistics and stock decisions. A declared end to an IT incident can coexist with shelves still being refilled. Measuring economic damage therefore requires a definition of recovery: control of the machine, availability of goods, restored sales or payment of the costs incurred.

The Gradignan estimate was expressed at purchase cost. Other estimates might use retail value, disposal charges, lost margin or the cost of damaged equipment. Combining these measures could count the same consequence twice. A credible aggregate would require supporting records by category, a common period and a distinction between losses, additional expenditure and insurance recoveries.

This instalment therefore keeps local amounts within their stated scope. The documents reviewed provide no consolidated European economic-loss total. The lack of a reliable aggregate leaves the reality of the incidents intact and avoids attaching artificial precision to it.

The gap between professions

Commercial refrigeration sits between building services, maintenance, IT and food hygiene. ANSSI describes industrial systems as operational technology (OT), systems that act directly on physical processes. It also notes that security measures used in office IT may require adaptation in these environments. 16

A simple organisational question follows: who has a complete view from access permission to the decision about a batch of food? The shop understands its products. The refrigeration contractor understands the controls. The IT team understands the connections it manages. The investigation needs to establish where that knowledge meets, especially when equipment has been installed or maintained under a contract separate from the rest of the IT estate.

CERT-FR’s alert calls for removing direct internet exposure and restoring protected access. It also asks operators to check the insurance terms before interrupting reporting to the refrigeration contractor. That detail is a reminder to preserve effective temperature monitoring while securing the connection. 2

The missing evidence can now be named: before-and-after configurations, original logs, batch inventories, intervention reports and maintenance contracts. These records would help establish responsibilities and explain why losses differed between sites. A common retail brand identifies a commercial network. It says much less about how uniform the technical installations are.

Attribution requires another level of evidence. Destructive acts can serve several motives. Naming a group or a state demands sufficiently strong technical and contextual indicators beyond the damage and its timing. The record available on 3 November supports an account of a loss mechanism and an organisational vulnerability. It leaves the perpetrators and the connections between episodes unresolved. 4

The freezers made a familiar dependency visible. Food inventory retains its value only while physical conditions are continuously maintained. Remote control provides influence over those conditions. Protecting access, retaining usable measurements and arranging an on-site response are consequently parts of the same task: keeping control of the goods until they are sold.

Method and limitations

Documentary investigation, evidence cutoff 3 November 2026. No third-party systems were accessed or tested, and no interviews were conducted for this article. Testimony and company statements are attributed to the outlets that obtained them. The illustrations explain mechanisms; no victim’s temperature trace was obtained. Command settings, air readings and product temperatures are treated separately. The next instalment will examine the allocation of control between supervisors, local controllers and remote maintenance.

Further reading


	
Part 4: industrial sabotage and attribution, on records, evidentiary status and identifying responsible actors.



	
Part 3: remote maintenance and contractor access, on network reach, providers and the revocation of permissions.



	
Part 2: who actually controls the machines?, on permissions, configuration copies and operation after a connection fails.





Our earlier Danfoss analysis examined responsibility and costs after the October incidents. Remote access to wind and solar installations illuminates another boundary between software and physical processes. The economics of recovery after a cyberattack follows the spending and operational conditions needed to restore service.


	
Part 5: stock loss, insurance and cash.



	
Part 6: European rules, support and installed equipment.



	
Part 7: funding usable recovery capacity.
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Passages and scope
Article 2 on regular air monitoring; Article 3 on retail cabinets and certain reserves smaller than 10 m³. Continuous recording must not be described as a universal requirement for every retail cabinet. The indexed official text of Articles 1–5 was read. Direct requests returned HTTP 202 with an anti-bot page; no legal PDF was downloaded.

	[14] · Irish Farmers Journal / Niamh Murphy · 2 November 2026; exact publication time not relied upon · Accessed 3 November 2026Refrigeration cyber attack hits SuperValu as frozen food removed from saleMusgrave reports 13 affected SuperValu stores, precautionary withdrawal of chilled and frozen products, detection through its monitoring systems and immediate action.
Passages and scope
Article body reporting the Musgrave spokesperson’s statement. A company statement reported by the newspaper, without raw monitoring data or independent audit. The CMS shows 00:00 and does not provide a usable announcement time. The original article was opened through the link in the follow-up report and the relevant complete paragraphs read.

	[15] · Irish Farmers Journal / Niamh Murphy · 2 November 2026; exact publication time not relied upon · Accessed 3 November 2026Cyber attack on SuperValu fridges now resolvedMusgrave says the incident has been resolved and stores are operating normally while replenishment of the affected ranges continues.
Passages and scope
Headline, subheading and Musgrave statement in the article body. Resolution is the company’s statement, without a public independent technical audit. The CMS shows 00:00; no hourly resolution duration is inferred. The original article and its complete relevant passages were read through the web tool.

	[16] · ANSSI / MesServicesCyber · Page published 19 December 2025 · Accessed 3 November 2026Cybersecurity for industrial systems: detailed measures, guide presentationANSSI’s presentation describes OT systems controlling and monitoring processes with direct physical effects, and the need to adapt some IT security measures to industrial constraints.
Passages and scope
HTML presentation paragraphs on OT/IT; additionally, version 2 PDF §§1.1–1.2, printed pages 5–6. 19 December 2025 is the page publication date. The linked version 2 PDF is dated 27 November 2025; only its introduction and scope were read additionally, without importing unreviewed technical prescriptions. The HTML presentation and the specified sections of its linked official PDF were read.


Chapter 2
Who actually controls the machines?
Published 3 November 2026
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A screen displays a temperature. A controller acts on a target. A technician can change the settings. Between those actions, authority passes through several hands. Industrial manuals reveal where decisions take effect, which configuration becomes authoritative and what may keep working when a connection fails.

Page 55 of Danfoss’s June 2026 manual describes a choice with consequences beyond commissioning. The AK-SM 800A supervisor can retrieve settings from field controllers. It can also send the settings held in its own database back to them. Configuration can travel in either direction. 1

For the operator, the question is which version should prevail. When equipment is replaced, adopting the settings already in the field and applying a previously prepared configuration lead from different starting points. An older backup, a recent adjustment and a commissioning record may describe different states. Someone must establish which one is appropriate before copying it across.

That movement of settings offers a useful way into the refrigeration incidents reported in October 2026. France’s CERT-FR called for the entire configuration to be checked, including defrost schedules. Its alert addresses exposed management interfaces across several equipment families. The alert leaves the detailed architecture of each affected shop unspecified. 2

This investigation therefore follows the documented functions rather than inventing a reconstruction of a victim’s network. Manufacturer manuals, read alongside security-agency guidance, show how a request becomes a decision. Danfoss and Siemens provide separate examples in the account that follows. Their inclusion makes no claim that the products were installed together at any affected site.

Decisions take shape close to the process

A sensor measures a physical condition. A controller combines the measurement with settings and operating logic to determine an action. An actuator turns the instruction into a physical effect, such as moving a valve or varying a drive. That effect changes the condition being measured, closing the feedback loop. NIST describes this relationship as a basic building block of operational technology. 3

Operational technology, usually shortened to OT, covers digital systems that monitor or control physical processes, meaning material operations such as producing refrigeration. A programmable logic controller, or PLC, can run logic tailored by a system integrator. A specialised controller, including a refrigeration regulator, organises its functions around a more specific application. Their interfaces, programmability and safeguards differ. Treating them all as the shop’s “computers” would obscure the differences that determine what happens when something fails. 3

The Siemens S7-1200 manual supplies a concrete example of local execution. In RUN mode, the CPU executes the user program and handles inputs and outputs. STOP mode retains some functions, including communications, while user-program execution stops. A device that still answers over the network may therefore have entered a different operating state. 4

Above local control there is often a human-machine interface: the display through which someone observes the process or intervenes. Supervisory systems provide a broader view, bringing together states, alarms and control functions. SCADA stands for supervisory control and data acquisition. These roles may be distributed across several devices or combined in one product. 3

The distinction matters when interpreting an outage. In a design with all necessary control functions local, losing a display can remove visibility while the loop continues. Where an essential function depends on the supervisor, the outcome changes. A useful architecture diagram therefore needs to show what the connections do, not simply which boxes are connected.

[image: Generic functional architecture. An authorised operator accesses supervision. Requests reach the local controller; measurements and states return. The loop connects sensor, controller, actuator and process; the physical state returns to the sensor. No victim architecture.][image: Generic functional architecture. An authorised operator accesses supervision. Requests reach the local controller; measurements and states return. The loop connects sensor, controller, actuator and process; the physical state returns to the sensor. No victim architecture.]Open the complete composition
Open the complete composition
FIG. 01 Supervision exchanges requests and states with a local loop. One device may combine several functions. [03] [04] [05] Method and scope
Generic functional architecture based on NIST, informed by a Siemens example of local execution. Amber: requests and actions. Turquoise: returning measurements and states. Rose: the physical state returning to the sensor. Functions may be combined or distributed. Victim topologies and dependencies remain unknown. Lines represent functional relationships, without prescribing wiring or protocols.


Observation and intervention carry different authority

Remote access covers different kinds of work. French security agency ANSSI distinguishes remote diagnosis, which observes and analyses without changing parameters, from remote maintenance, which can change settings or programs. It treats remote operation as a separate activity. These definitions provide a practical basis for asking what a connection is for. 5

A service sold as “monitoring” consequently deserves a functional description. Can its operator only read a status? Can they acknowledge an alarm, change a schedule or alter the target supplied to the process? Each additional capability creates another trust relationship. An action may be appropriate during a planned intervention and unsuitable at another moment. The operator’s identity, the permission granted and the condition of the process all matter.

Siemens documents a particularly useful distinction. Web or OPC UA permissions may allow changes to data independently of the CPU access level. The manufacturer also recommends checking ranges and valid values in program logic. OPC UA is an industrial data-exchange service; its permissions are another access path to examine. 6

A broader analytical lesson follows. An access review should trace each service through to the operations it permits. Reading a value, writing a replacement and loading new logic are different powers. A named account says little about their boundaries until the permissions enforced at the receiving end are understood.

Encryption protects a different part of the chain. Modbus Security, for example, specifies TLS, a protective layer for network communications, and certificates to protect and authenticate exchanges. A secure variant exists; whether a particular connection supports and uses it requires evidence from that installation. 7

Consider a request that arrives exactly as it was sent but contains an unsuitable value. Protecting the channel preserves the request. Authorisation determines whether the sender is allowed to make it. The process logic must then decide under which conditions it should be accepted. These checks address successive questions, including in systems that have no Internet connection at all.

Two copies need an agreed source of truth

Danfoss’s documented transfer functions make this distribution of authority tangible. Settings are held both in the supervisor and in field devices, with a means of copying in either direction. Once settings have been retrieved, a setpoint change made through the supervisor is transmitted immediately to the controller, without a fresh explicit transfer. Those copies can therefore evolve during operation. 1

Now consider a hypothetical maintenance history. A team adjusts a configuration after commissioning while a copy kept elsewhere remains unchanged. Later, a replacement or restoration requires a reference version. Sending the older copy back may undo the adjustment. Adopting the field state without reviewing it may instead preserve an unwanted change. This is a scenario implied by the existence of independently changeable copies, not an account of any refrigeration attack.

A useful recovery plan therefore asks more than whether a backup exists. The copy needs an origin, a date, a defined scope and a known relationship to the equipment for which it is intended. Validation should make the changes since the previous approved state understandable. International OT security principles explicitly identify the difficulty of trusting backups after an environment has been compromised. 8

In this reasoning, an approved configuration resembles an accepted operating document. Approval concerns the settings and their suitability for the process. File integrity answers the narrower question of whether the copy has remained unchanged. A perfectly preserved file may describe a state that has become inappropriate. Keeping the history of decisions helps bridge that gap; a sequence of dated files alone may leave it unexplained.

There is a contractual dimension too. The owner needs to know who holds a usable configuration, who can explain its differences from earlier versions and who is authorised to bring it back into service. Owning the equipment can coexist with dependence on a third party for knowledge of its current operation. Delivery and maintenance documents are the place to establish that dependence before attempting to price it.

[image: Two alternative operations in the Danfoss AK-SM 800A manual, June 2026, revision BC337629891709en-001101, section 5.13, page 55. Upload copies field-controller settings into the supervisor database. Download copies the database to controllers. Divergent copies are a conditional scenario.][image: Two alternative operations in the Danfoss AK-SM 800A manual, June 2026, revision BC337629891709en-001101, section 5.13, page 55. Upload copies field-controller settings into the supervisor database. Download copies the database to controllers. Divergent copies are a conditional scenario.]Open the complete composition
Open the complete composition
FIG. 02 Upload and Download copy settings in opposite directions. Divergent copies require validating the reference. [01] [08] Method and scope
Terminology from the Danfoss AK-SM 800A manual, SW 5.1.x, revision BC337629891709en-001101, June 2026, section 5.13, printed page 55. Upload: field controllers to the supervisor database. Download: database to controllers. The manual also states that a setpoint changed through the supervisor is sent immediately to the field. A and B are alternative explicit operations. Divergent copies are an analytical scenario; no victim configuration or recovery is reconstructed. Backup validation follows the cited ASD / ACSC guidance.


Disconnection needs a defined boundary

“Disconnect it” leaves an essential question unanswered: which connection, carrying which functions? The UK’s National Cyber Security Centre recommends an isolation plan built around dependencies, continuity and the scope for autonomous operation. Depending on the architecture, isolation can target particular services or routes rather than an entire site. 9

Losing an external connection is one case. In the autonomous example drawn here, the controller retains power, sensors, actuators and all the logic needed for local regulation. The loop can continue while services using the failed connection become unavailable. That result follows from the stated assumptions. Any additional dependency, such as a required exchange with another device, changes the assessment.

Losing the supervisor is a second case. Displays or central alarm handling may become unavailable. Further consequences depend on the functions that the supervisor actually performs. The useful distinction is between observing the process and supplying services that the process needs to run. One console can do both, which is why appearances are unreliable.

A PLC entering STOP mode is a third case, documented by the S7-1200 V20 manual. Depending on configuration, the outputs covered by the manual can retain their last value or take a substitute value. Some distributed I/O modules provide other responses. Behaviour on power-up is another distinct case. 10

The word STOP is therefore an insufficient description of the plant’s physical condition. An output value has to be interpreted alongside the wiring, the actuator and the process safeguards. Holding a command and substituting another both have specific consequences. Selecting an appropriate fallback state requires system engineering and validation under controlled conditions. 3

CERT-FR’s refrigeration alert adds a practical constraint: before interrupting data sent to the refrigeration contractor, operators should check contractual insurance terms. 2 An operational question sits alongside it: who will still receive an alarm, and who can respond? A single connection may support several services with different continuity needs. Identifying them makes it possible to plan selective isolation and an appropriate human fallback.

[image: Three explanatory cases with power maintained. A: external link lost. B: supervision lost. A and B assume an autonomous local loop. C: S7-1200 V20 RUN-to-STOP transition; outputs hold a value or use a substitute according to configuration, with module-specific variants. No universal safe state.][image: Three explanatory cases with power maintained. A: external link lost. B: supervision lost. A and B assume an autonomous local loop. C: S7-1200 V20 RUN-to-STOP transition; outputs hold a value or use a substitute according to configuration, with module-specific variants. No universal safe state.]Open the complete composition
Open the complete composition
FIG. 03 Losing a link, losing supervision and stopping a program affect different functions. [03] [04] [09] [10] Method and scope
All three explanatory cases assume maintained power. A and B also assume an autonomous local loop: sensors, actuators, logic and essential local links remain available. Other dependencies may change the outcome. C illustrates an S7-1200 V20 RUN-to-STOP transition: the described outputs may hold their value or take a substitute according to configuration, with module-specific variations. Power-up is a separate case. No universal safe state, continuity duration or production-system test is inferred.


Physical protection has its own purpose

NIST describes safety instrumented systems, or SIS, as combinations of sensors, logic and final elements intended to bring a process to a safe state. Their relationship with normal process control varies by design. They are used in industrial settings where potential consequences require specific protective functions. Whether any particular food-retail installation has such a system must be established separately. 3

The meaning of “safe” deserves attention. A protective function may address injury, equipment integrity or a particular hazard. Its action can interrupt a service on which another asset depends. As a reasoned example, stopping refrigeration equipment to protect the machine can leave the preservation of its contents unresolved. Engineering decisions have to be related to operational consequences, with no assumption that every objective will coincide.

The diagram below places process-value checks separately from authentication and permissions. A distinct protective function can provide an additional barrier. Its effectiveness depends on its design and its actual dependencies. Two separate boxes on a drawing may share power, a sensor or an administrative path. Examining shared dependencies, the architecture and applicable verification establishes how independent the protective functions really are. 3 8

For the owner, the question becomes specific: which function should continue imposing a limit if the ordinary control path fails? Answering it requires process knowledge. General cybersecurity guidance can organise access and accountability. Determining acceptable values and fallback states belongs to the engineering of the system itself.

[image: Identity and session, permissions, values checked in logic, then process action. A distinct protection function exists only if the design provides it. Logs connect access, changes and measurements; coverage and integrity remain to be established.][image: Identity and session, permissions, values checked in logic, then process action. A distinct protection function exists only if the design provides it. Logs connect access, changes and measurements; coverage and integrity remain to be established.]Open the complete composition
Open the complete composition
FIG. 04 Identity, permissions and value validation govern different stages. Separate protection depends on the design. [03] [05] [06] [11] Method and scope
Identity and session, permissions and value validation are functional checks, without prescribing a device count. The process-protection branch exists only if the design provides it. Establishing effective separation requires examining shared dependencies. No victim is assumed to have a safety instrumented system. Logs connect access, changes and measurements; their coverage and integrity remain to be established.


A decision leaves more than one kind of trace

A measurement history describes part of the observed behaviour. Explaining a change requires connecting that record with configuration activity and access events. NCSC guidance calls for logs that can be used effectively, paying particular attention to maintenance periods and the return to normal monitoring afterwards. 11

An investigation can separate the questions. An authentication log records the use of an account. A change record identifies the object affected and, where sufficiently detailed, the previous and new values. A process measurement captures an observed effect. Bringing them together allows an explanation to be tested. Each retains its limits: account use does not by itself identify a person, and events occurring close together still need a plausible mechanism linking them.

The quality of that comparison also depends on timestamps, logging coverage and retention. Those properties must be understood before claiming to reconstruct a sequence. Where one technical chain both controls and records, confidence in the history depends on how far a compromise could have reached. An independent observation can offer corroboration, provided its measurement, timing and coverage are known. These are investigative criteria, not claims about evidence actually available from the affected shops.

Even an acknowledged alarm needs careful interpretation. Acknowledgement may indicate that someone has registered a signal in an interface; its exact meaning depends on the product and the organisation. Establishing that the physical problem was resolved requires evidence about that problem. The documentary chain must ultimately reach the service that was restored.

Buying equipment and retaining the ability to operate it

Procurement guidance treats autonomy as a product characteristic. Secure by Demand, an international publication released in January 2025, highlights configuration management, usable logs and the owner’s ability to maintain and change systems. 12 The economic value of those capabilities can be examined without inventing a return on cybersecurity investment.

Consider a change of maintenance provider. A documented, usable configuration gives the incoming contractor an explainable starting point. If knowledge of the installation remains with the outgoing supplier, that knowledge must be obtained, transferred or reconstructed. The costs and delays depend on the contract and the system. No amount can be inferred here; the analysis identifies additional work that a dependency may create.

Isolation planning has a similar economic dimension. NCSC guidance suggests that contracts should address the transition from remote support to onsite assistance when a connection is unavailable. 9 Continuity then depends on an organisation: someone competent who can attend, accessible documentation and a way to establish the condition of the process. A promise of permanent remote maintenance should be read alongside its failure scenario.

At acceptance or contract review, the evidence to request becomes tangible: permissions mapped to functions, an approved reference configuration, indispensable dependencies and expected behaviour when services are lost. Validation belongs to authorised teams using an appropriate environment and agreed procedure. Random disconnections during production would put the process being protected at risk.

Practical authority passes through the authorised person, the software accepting the request, the configuration treated as authoritative and the function imposing the final limit. Practical control becomes possible when the owner can connect those layers, explain their dependencies and demonstrate what remains available in degraded operation. Manuals begin that work. Evidence from the installation must complete it.

Scope of the investigation

This analysis uses public documents checked on 3 November 2026. No industrial network was queried, no victim logs were obtained and no interviews are presented as having taken place. The figures are explanatory reconstructions with explicit assumptions; none represents a particular victim. Functions from two manufacturers are used as separate examples. Prices, the prevalence of configurations and continuity durations are outside the available evidence.

The NIST reference used here is the final revision 3, published in September 2023. Revision 4 was a public draft at the time of the investigation; its status is specified in the references. 13 Agency recommendations retain their original scope and are not presented as universal legal requirements. References identify the versions reviewed and any access limitations.
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Sources

Documents checked on 3 November 2026. The references identify the versions reviewed and the scope of the examples.

	[1] · Danfoss · June 2026, printed document date · Checked on 3 November 2026AK-SM 800A user guide, SW 5.1.x, BC337629891709en-001101Settings can be copied from field controllers into the supervisor database or sent in the other direction. After upload, subsequent setpoint changes through the supervisor are transmitted immediately to the field device.
Passages and scope
Section 5.13, Device Upload / Download, printed page 55; software version on the cover. Documented product functions. Their use and the configuration states at affected stores remain unknown. Official PDF downloaded; cover and page 55 extracted, with page 55 rendered and inspected. The supplied April link redirects to this June revision.

	[2] · CERT-FR / ANSSI · 12 October 2026; latest revision 16 October 2026 · Checked on 3 November 2026CERTFR-2026-ALE-012: incidents targeting refrigeration controllersCompromises across several controller families, exposed-interface risks, configuration checks and contractual insurance terms to review before interrupting reporting to the refrigeration contractor.
Passages and scope
Summary and Solutions; configuration checks in the uncompromised-equipment section; revision history for 12, 13 and 16 October. An aggregated alert. Detailed victim architectures, effective permissions and site-specific logs require further evidence. The complete official alert and revision history were read online.

	[3] · NIST · September 2023, final publication · Checked on 3 November 2026SP 800-82 Revision 3: Guide to Operational Technology SecurityOperational technology definitions, control loops, human-machine interfaces and safety systems. Functions and dependencies determine process behaviour.
Passages and scope
Chapter 2, printed pages 8–11; section 2.3.7, pages 25–26; Chapter 5 on separation of safety functions. Architectural examples require system-specific adaptation. Victim safeguards and dependencies remain to be documented. Official PDF downloaded and relevant passages extracted; reference pages checked. Final status confirmed on the NIST publication page.

	[4] · Siemens · November 2024, V20 documentation · Checked on 3 November 2026S7-1200 Programmable controller · V20 · Execution of the user programFor the S7-1200 V20, STOP retains appropriate communications and self-diagnostics while user-program execution and automatic process-image updates stop. RUN executes the program and handles inputs and outputs.
Passages and scope
Execution of the user program, Operating modes section. A product- and version-specific example. Available communications establish neither active regulation nor a physically safe state. No S7-1200 installation is inferred at a victim site. Official page and V20 metadata reviewed; complete relevant passages read. The received body is in English despite the es-ES path code.

	[5] · ANSSI, France’s national cybersecurity agency · 27 November 2025, version 2.0 · Checked on 3 November 2026Cybersecurity for industrial systems: detailed measures, ANSSI-PA-108 v2.0Remote diagnosis, maintenance and operation are distinguished; access and logging recommendations vary with system class.
Passages and scope
Section 4.2.5.1, printed pages 73–74; recommendations R129–R133 and definitions of the three remote activities. Recommendations require adaptation to system constraints and classification. The affected stores’ system classes remain unknown. Official PDF downloaded; printed pages 73 and 74 extracted, rendered and inspected.

	[6] · Siemens · November 2024, V20 documentation · Checked on 3 November 2026S7-1200 Programmable controller · V20 · User Management & Access Control (UMAC)The UMAC notice says Web or OPC UA users may have permission to change PLC data and execute functions regardless of the CPU access level. Siemens recommends checking variable validity and ranges in program logic.
Passages and scope
User Management & Access Control, Unauthorized access to a CPU warning. The notice describes service-specific permissions; it is not evidence of an authentication bypass. No victim access, operational setting or behaviour is established. Official page and V20 metadata reviewed; complete relevant passages read. The received body is in English despite the es-ES path code.

	[7] · Modbus Organization · 29 October 2018 · Checked on 3 November 2026Modbus Security: New Protocol to Improve Control System SecurityModbus Security combines TLS, certificate-based authentication and message-integrity protection.
Passages and scope
Protocol announcement, paragraphs on TLS and X.509v3 certificates. The specification describes a technical capability; support and activation on a particular connection require local evidence. The protocol organisation’s original announcement was read online.

	[8] · ASD / ACSC and international partners · 2 October 2024 · Checked on 3 November 2026Principles of Operational Technology Cyber SecurityPhysical safety, essential dependencies and the need to reassess trust in backups after a compromise.
Passages and scope
Principles 1 and 2, particularly backup-validation questions and dependencies required for operation. A general decision-making framework. Victim backups and actual recovery capabilities are outside the available evidence. The official HTML edition was read. The associated direct PDF download timed out.

	[9] · UK National Cyber Security Centre · 14 January 2026, Published field · Checked on 3 November 2026Secure OT connectivity, Principle 8: establish an isolation planPlan isolation around dependencies, continuity and autonomous functions; address third-party obligations, including a switch from remote support to on-site attendance.
Passages and scope
Opening guidance and contractual note; site, service-specific and hardware-protected-communication isolation strategies. The Reviewed field says 18 March 2024, before Published; this inconsistency establishes no revision chronology. Strategies depend on system architecture. The complete official page and metadata were read online.

	[10] · Siemens · November 2024, V20 documentation · Checked on 3 November 2026S7-1200 Programmable controller · V20 · Configuring the outputs on a RUN-to-STOP transitionFor the documented CPU, SB and SM outputs, a RUN-to-STOP transition can retain the present value or apply a substitute, according to configuration. Power-up has separate behaviour, and some distributed modules offer additional responses.
Passages and scope
Configuring the outputs on a RUN-to-STOP transition, complete section. Limited to the S7-1200 V20 and the outputs described. It implies no universally safe state, continued regulation, production test or recommended setting. Official page, V20 metadata and complete section read online.

	[11] · UK National Cyber Security Centre · 14 January 2026, Published field · Checked on 3 November 2026Secure OT connectivity, Principle 7: log and monitor all connectivityDesign useful logging, verify maintenance legitimacy and re-enable alerts outside planned maintenance windows.
Passages and scope
Opening guidance, Unauthorised activity and Data flow monitoring. The Reviewed field says 18 March 2024. The article uses the displayed guidance; victim logs and alerting arrangements remain unknown. The complete official page and metadata were read online.

	[12] · CISA and international partners; ASD / ACSC HTML edition · Guide dated 13 January 2025; HTML page published 14 January 2025 · Checked on 3 November 2026Secure by Demand: priority considerations for selecting OT productsProcurement criteria covering configuration management, baseline logging and owner autonomy over maintenance and changes.
Passages and scope
Summary; Configuration management, Logging in the baseline product and Ownership sections. Selection criteria to assess with manufacturers. Applying them to a product, contract or installation requires specific evidence. Official HTML text read; the guide date was cross-checked in the indexed CISA PDF excerpt. Direct PDFs encountered access limits.

	[13] · NIST · 21 September 2026; comments due 30 November 2026 · Checked on 3 November 2026SP 800-82 Revision 4: initial public draft of the OT security guideRevision 4 remains open for public comment on 3 November 2026. The final Revision 3 is the technical reference used in this analysis.
Passages and scope
Draft heading: Date Published and Comments Due; 21 September 2026 planning note on the Revision 3 page. Only publication-status metadata is used; the draft is not treated as a final publication. The official Revision 4 and Revision 3 pages were read directly online.


Chapter 3
Remote maintenance: how far does a contractor’s access reach?
Published 3 November 2026
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A remote repair can open a route to several devices. Vendor documentation and security guidance show how a service assignment becomes a set of permissions and dependencies, and what an operator needs to retain control.

In a support note dated 20 March 2026, HMS Networks describes the network reach of its remote-maintenance solution. A user connecting to a FlexEdge gateway through Talk2m can, by default, reach the selected subnet, a segment of the network, and the devices accessible behind that interface. Narrower access requires explicit filtering rules. The vendor is describing how its product works, along with the controls available to constrain it. Reaching a device across a network remains distinct from having permission to inspect or change its operation. 1

A company may therefore commission support for one machine while technically granting a route to neighbouring equipment. The assignment and the available network access can have different boundaries. This observation does not connect FlexEdge or Talk2m to the attacks on commercial refrigeration. It provides a documented starting point for a broader question: how much authority travels with a maintenance contract?

France’s refrigeration alert, published on 12 October and updated on 16 October 2026, makes that question tangible. CERT-FR, the French government’s incident-response centre, calls for the removal of direct internet exposure and the restoration of protected access. It also tells operators to check insurance terms before interrupting data reporting to their refrigeration contractor. A connection carries a technical service, commitments and dependencies that need to be understood. 2

Following the instalments on refrigeration incidents and control authority inside machines, this article follows the companies and permissions that cross a site’s boundary. It is a documentary investigation based on public architectures, product documentation and official guidance. Individual contracts and victims’ configurations remain outside the evidence available to us.

Buying time to restore a service

The US National Institute of Standards and Technology (NIST) published its final cybersecurity architecture guide for the water and wastewater sector on 24 June 2026. Its discussion of remote access starts with operational needs: geographically dispersed sites, out-of-hours support, diagnostics and vendor assistance for equipment that can be difficult to reach. It also examines cloud services that take on part of the access infrastructure. The guide is sector-specific; the functions it describes are useful for this investigation. 3

The economic case is easiest to understand through an ordinary maintenance scenario. A specialist who can inspect operating conditions before travelling may arrive with a likely diagnosis, relevant information and, potentially, the right replacement part. A fault that can be resolved remotely removes the journey altogether. Where physical work remains necessary, remote diagnosis can prepare it. The outcome depends on the equipment, the fault and the people available.

A meaningful performance measure would be the time from notification to restoration of a usable function, compared with an equivalent intervention without remote access. Establishing a saving would require comparable service records, separating the wait for a technician, travel, diagnosis and repair. The documents reviewed here do not provide that comparison. We can explain the mechanism without attaching an unsupported savings percentage to it.

Outsourcing may also bring expertise that an operator would struggle to maintain in-house. France’s national cybersecurity agency, ANSSI, explicitly acknowledges this in its December 2010 outsourcing guide: using a provider can be desirable where internal skills are missing. That is a substantive counterargument to treating every third-party connection as a design failure. 4

The trade-off is to acquire repair capacity while retaining enough control over how it is used. A small team benefits from having a specialist available. It also benefits from knowing which equipment that specialist can reach, who authorises the work and how control is recovered when the relationship changes.

[image: A service assignment may target one machine while default network reach includes other reachable devices in the subnet. Explicit filtering narrows the route.][image: A service assignment may target one machine while default network reach includes other reachable devices in the subnet. Explicit filtering narrows the route.]Open the complete composition
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FIG. 01 A service assignment may target one machine while default network reach includes other reachable devices in the subnet. Explicit filtering narrows the route. [01] [03] Method and scope
Conceptual diagram informed by HMS’s FlexEdge/Talk2m documentation of 20 March 2026. The three icons represent categories, not observed device counts. The second configuration illustrates deliberately restricted scope. Network reachability remains distinct from application permissions. No victim architecture or vulnerability exploitation is depicted.


The site can initiate the connection

The most intuitive picture of remote access puts an open internet-facing door in front of a machine. Other architectures arrange the meeting elsewhere. A support note updated by HMS on 2 January 2023 describes outbound connections for Ewon Flexy and Talk2m: the gateway connects to the remote service through a VPN tunnel, a protected communication channel. 5

The direction of establishment deserves attention. “Outbound” identifies which side starts the connection. Once a session is authorised, information may travel in both directions, subject to the service and its controls. An engineer can therefore communicate with equipment behind the gateway even though no direct inbound access to that equipment has been published on the internet. Control moves to the intermediary, its accounts and the rules governing the route.

International guidance on operational technology, or OT, published in January 2026, including by the UK’s National Cyber Security Centre (NCSC), recommends brokered connections through a gateway in a separate security-controlled zone. It couples that approach with protection of the intermediary and limits on when access is available. Reducing direct exposure therefore brings identity management, updates and permissions into sharper focus. 6

The access infrastructure can also be operated locally. NIST depicts a remote-access server in an intermediate zone, commonly called a DMZ, where the external connection terminates; a separate connection then reaches into the industrial network. The zone provides a place to apply controls before production resources become accessible. The architecture describes functions whose implementation depends on the installation. 3

An operator’s investigation needs to follow the actual route. Who administers the gateway? Who can enrol another engineer? Which network becomes reachable? A subscription invoice or product name answers only part of the question. The complete answer combines the contract, the configuration and the permissions actually assigned.
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FIG. 02 Two endpoints connect to an intermediary. Once authorised, the service carries exchanges in both directions, subject to its permissions. [03] [05] [06] Method and scope
Functional view of brokered access. HMS documents outbound establishment; NIST and NCSC describe intermediary controls. Routes are neither a product configuration nor a claim that VPN implementations are equivalent. Establishment and use are separate functions; arrows do not encode duration or throughput.


Several companies, different kinds of authority

Consider a hypothetical arrangement. The manufacturer understands the machine. An integrator assembled it with other equipment. A maintenance company provides on-call support. A platform handles connections, while the operator understands production conditions and the constraints on site. These functions may sit within one organisation or be shared among several.

Authority can become fragmented in that arrangement: one person knows how to repair the equipment, another can create an account, and a third holds the documents needed for recovery. A useful review brings those capabilities back to the decision to authorise work. It starts with the customer receiving the service and follows every organisation that may act on the customer’s behalf.

ANSSI’s March 2016 guidance for industrial integration and maintenance providers calls for identified personnel, specified roles and an intervention protocol agreed with the customer. For remote maintenance, it also envisages a dedicated workstation at the customer’s request. The framework offers a basis for contractual discussions; the customer can incorporate its requirements into a specification. 7

The relationship takes on another dimension when a provider serves several customers. In their joint advisory of 11 May 2022, US and partner security agencies explain why managed IT service providers attract attackers: the provider’s trusted relationships can become routes into customer environments. The analysis concerns IT service providers. It illuminates a dependency mechanism rather than establishing how often industrial maintenance companies are compromised. 8

From that mechanism, a shared-risk scenario can be constructed. Several sites may depend on one administrative account or one access service. A failure in that dependency could affect them at the same time. The reach of the event depends on separation, permissions and recovery options. A provider’s customer count, on its own, cannot establish either incident probability or financial losses.

The NCSC recommends centralising and standardising access paths instead of accumulating a separate entry point for every vendor, so that controls and monitoring can be applied consistently. 9 In our analysis, that simplification brings an additional requirement: document the availability of the common access path and how it can be replaced. Centralisation supports governance; continuity requires its own examination.
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FIG. 03 The operator commissions work; a contractor and specialist intervene; the platform enforces permissions; evidence needs to return to the customer. [07] [08] [09] Method and scope
Hypothetical organisation for examining the contractual chain. A manufacturer may also maintain or integrate equipment; the platform may be managed by the customer or a supplier. Roles are separated to reveal decisions and evidence that need to be reconciled. This is not a verified contract or incident.


Customer approval needs technical effect

A contract describes permission to perform work. Its technical implementation should identify a person, a task, a scope and an authorised period. ANSSI’s November 2025 industrial-security guide recommends on-demand connections for a defined duration, with logging and separation of the equipment being accessed. The duration mentioned in the guide is an example, to be adapted to operational constraints. 10

That raises a practical question: who approves access when an alarm occurs outside normal working hours? A process that depends on an unreachable person may delay the repair. A workable arrangement needs delegated authority, on-call cover and an emergency process, while preserving a record of the decision. This is an organisational proposal to be tested against the service’s actual conditions.

Commercial products show how that allocation of authority can be implemented. IXON advertises temporary access and customer approval features, along with an option that gives the customer control over certain permissions. These are vendor-described capabilities. Their activation, scope and commercial conditions need checking for the particular installation. 11

Another example puts a decision back on site. HMS describes connection control through a digital input on Ewon Cosy. Its June 2024 support note explains that the corresponding Flexy implementation uses a script, and distinguishes disabling the VPN from disabling the external connection. 12

The implication is straightforward. A physical switch may instruct software to change a connection state. Its presence should prompt questions about the exact function it controls, the routes it covers and what happens when something fails. Those properties must be established before assigning it independent safety significance or relying on it as the sole means of recovering control. Nothing in this article provides a disconnection procedure for live equipment.

The contractor’s last connection

Completing a maintenance job and ending an access right are separate events that need to be reconciled. One belongs to the work record. The other may concern an account, an already-open session, a certificate or a software integration. Closing the job records that the service has been completed. Demonstrating technical closure requires evidence appropriate to each access mechanism.

IXON’s API documentation provides a specific example. It distinguishes user tokens from service-account tokens, which it describes as having no automatic expiry. The latter carry an integration’s identity and permissions. They grant access to an API, an interface used by software; their scope depends on the functions and permissions available. 13 The dedicated service-account page adds that the account remains active if its creator leaves the company or is deleted. It also sets a material limit: connection requests protected by Access Requests are automatically declined for service accounts; those accounts are also unable to approve such requests. These properties describe a separate lifecycle with its own permission boundaries. 18

Ewon’s Ecatcher help describes disabling a user as preventing that user from logging into the account. That is a useful stated property. The treatment of an existing session needs separate verification against the behaviour and version actually deployed. 14

Now consider a change of maintenance provider. The operator needs to distinguish human accounts used for interventions from software credentials supporting monitoring or another service. Some will be removed; others may need transfer or replacement to preserve a required function. Decisions should follow the credential’s actual purpose, its owner and a documented revocation process.

The same reasoning applies when an engineer leaves a contractor. A named account ties permissions to a declared identity; a shared secret used by several people requires examining all of its users. Traceability therefore depends on the provider’s organisation as well as the technology. The operator can ask for documentary evidence of how departures and changes of assignment are managed, keeping credentials and secrets outside that exchange.
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FIG. 04 Administrative closure, session termination and the fate of human or software identities are distinct states that need separate evidence. [10] [13] [14] [16] [18] Method and scope
Logical sequence without a time scale. Session termination is a state to confirm. IXON service-account API tokens are documented without automatic expiry and may outlive deletion of their creator. Their scope follows API permissions; connections protected by Access Requests from a service account are automatically rejected. These tokens are not equated with universal VPN access or industrial-control authority. Retained access needs a purpose and an owner.


The operator needs access to the evidence

An intervention may leave records in several places: a support system, an access platform, a gateway, engineering software and the modified device. Reconstructing a decision requires connecting those records. A successful authentication identifies an access event; a work report explains an intention; configuration history helps establish a change. This is an investigative method to adapt to the records actually available.

The NCSC stresses monitoring connections and coordinating maintenance periods with security monitoring. Planned work may change the behaviour that is expected. Detection rules need to return to their normal operation when the maintenance window ends. 15

In its March 2024 guidance, France’s data-protection authority, CNIL, recommends recording maintenance work, addressing access in the contract and providing for its closure. Its remit here is personal-data security. We draw on the documentary approach for discussions with a provider, without presenting the guidance as a universal industrial-sector rule. 16

The practical question is whether the operator holds enough evidence to understand an intervention, including after a disagreement with the supplier. Retention periods, export formats, access to records and responsibility for reviewing them can be agreed in advance. Their value depends on their availability and on the specific actions they can illuminate.

Planning for support when the link is cut

Recovering control over access can change the service being delivered. Sending an alarm to a contractor, obtaining human assistance and allowing writes to equipment are different functions. Their actual separation has to be established through architecture and dependencies. A commercial diagram cannot guarantee that they will survive independently when a connection is interrupted.

The NCSC devotes an entire principle to isolation planning. It calls for consideration of business impacts and third-party arrangements, including the possibility of moving from remote support to attendance on site. It also describes targeted isolation that preserves other services where the architecture supports it. 17

That connects directly with CERT-FR’s warning about data reporting to refrigeration contractors. The advice specifically concerns contractual insurance terms. Applicable cover and operational decisions depend on the contract and the installation. 2

Comparing two maintenance arrangements should therefore examine two situations: ordinary service and a loss of trust in remote access. The second reveals travel requirements, availability of an authorised person, access to documentation and the ability to keep useful monitoring in operation. Such a comparison would put a cost on switching providers while retaining the required functions.
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FIG. 05 A targeted-isolation scenario separates contractor access, independently designed telemetry and local control. Continuity depends on actual dependencies. [02] [03] [17] Method and scope
Conditional scenario informed by NCSC isolation strategies. The data branch assumes designed and verified independence, potentially hardware-enforced controls; local control assumes all its dependencies remain available. On-site support depends on contracts and skills. No disconnection step or behaviour of a particular installation is prescribed.


Public sources establish available capabilities, boundaries that need constraining and recommended controls. They leave an important field question unanswered: how many operators can connect a commercial mandate to an exact set of permissions, then demonstrate that those permissions have been withdrawn? Answering would require contracts, configurations and anonymised records obtained with the parties’ agreement.

The next useful piece of evidence would be a complete maintenance file, from authorisation to verified technical closure. It would show whether the company that owns the machine also retains the means to organise repairs, follow their effects and change the people providing them. That is the level at which remote maintenance becomes a service the operator can genuinely control.

Scope of the investigation

This documentary investigation was checked on 3 November 2026. Commercial capabilities are attributed to their vendors and architectures are explanatory models. Victim configurations, individual contracts and maintenance histories remain unknown. Research used public documents; no industrial network or production service was queried.
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Documents checked on 3 November 2026. The references identify the versions reviewed and the scope of the examples.
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Passages and scope
Architecture Overview; Security Consideration: Network Access and Routing Behavior; Important Behavior; Best Practice: Network Segmentation. Limited to FlexEdge with Talk2m as described by the vendor. Network reachability and application authorization are distinct. No victim deployment, actual configuration or laboratory validation is established. Official page accessed directly on 3 November 2026; relevant passages read.
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Document history; affected systems; solutions. An aggregate alert. Victim-specific architectures, contracts and logs remain unknown; no link to the vendors discussed here is established. Official page accessed directly on 3 November 2026; relevant passages read.
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Passages and scope
Sections 3.1–3.3, printed pages 7–10; sections 4.1–4.2, pages 11–13. Water-sector reference examples. Economic benefits discussed here are scenarios, without measured savings or monetary estimates. Official PDF downloaded and read; printed page 11 rendered and inspected. Publication date corroborated by the NCCoE record.

	[4] · ANSSI · 3 December 2010 · Checked on 3 November 2026Outsourcing and information-system security: a guide to managing risksThe value of external expertise where internal capabilities are insufficient; managing outsourcing risks.
Passages and scope
Official guide presentation. Historical, general guidance. The linked PDF is not used as evidence here; its scope extends beyond industrial maintenance. Official page accessed directly on 3 November 2026; relevant passages read.

	[5] · HMS Networks · Updated 2 January 2023 · Checked on 3 November 2026Which port(s) should I open in my firewall to allow connection to Talk2M?The HMS note, applicable to Ewon Flexy, describes Talk2m connections initiated outbound, without an inbound connection from the Talk2m server to the gateway.
Passages and scope
Updated field, Applicable products and Answer. Connection initiation alone does not define the exchanges authorized after establishment. No port, address, setting or actual-installation behaviour is reproduced. Official page accessed directly on 3 November 2026; relevant passages read.

	[6] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 2: limit the exposure of your connectivityOn-demand connectivity, outbound initiation and brokering in a controlled zone; protecting and maintaining the intermediary.
Passages and scope
Reduce time of exposure; Remove inbound port exposure. Connection initiation does not define application permissions. The earlier “Reviewed 18 March 2024” field is website metadata, not evidence of a later revision. Official page accessed directly on 3 November 2026; relevant passages read.

	[7] · ANSSI · 10 March 2016; version 1.0 · Checked on 3 November 2026Cybersecurity requirements for industrial-system integration and maintenance providersA basis for procurement specifications; a dedicated workstation at the customer’s request, identified personnel and an approved intervention protocol.
Passages and scope
Section II.1, page 5; sections IV.3.5 and IV.4.1, page 14. A framework for services and contractual clauses. Its existence establishes neither a universal legal duty nor installation compliance. Official PDF downloaded and read; page 14 rendered and inspected.

	[8] · NSA and partner agencies · 11 May 2022 · Checked on 3 November 2026NSA, Partners Issue Guidance to Secure Managed Service Providers, Their CustomersAbuse of trust relationships between managed service providers and customers; contractual allocation of responsibilities.
Passages and scope
Joint-advisory announcement; guidance for providers and customers. The subject is managed IT service providers. Its relevance to industrial risk is an explicit analogy, without incident-frequency or loss estimates. Official page accessed directly on 3 November 2026; relevant passages read.

	[9] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 3: centralise and standardise network connectionsConsistent access paths, shared controls, monitoring and contracts that accommodate architecture changes.
Passages and scope
Principle 3: centralise and standardise network connections. Dependence on a common access path and its replacement are continuity considerations; availability is not guaranteed by centralisation. Official page accessed directly on 3 November 2026; relevant passages read.

	[10] · ANSSI · 27 November 2025; version 2.0 · Checked on 3 November 2026Industrial-system cybersecurity: detailed measuresOn-demand, time-bounded, authenticated and logged remote-maintenance connections with segmentation.
Passages and scope
Section 4.2.5.1, printed pages 73–74; measure R.129.Cl.1. The suggested duration is an example. The guide distinguishes system classes; no victim classification or configuration is presumed. Official PDF read and relevant pages inspected on 3 November 2026; identical copy verified by hash.

	[11] · IXON · Undated page, accessed 3 November 2026 · Checked on 3 November 2026Secure remote access to the cloud for industrial machinesIXON advertises customer approval of access requests, temporary access and the Oversight add-on. The latter separates gateway technical management from customer authority over specified approvals.
Passages and scope
Features: Access request and approval, Temporary access, IXON Oversight for your customer. Interested commercial material. Activation, licensing, contractual terms and actual scope remain to be checked; no NIS2 compliance, safety independence or audited effectiveness is inferred. Official page accessed directly on 3 November 2026; relevant passages read.

	[12] · HMS Networks · Updated 24 June 2024 · Checked on 3 November 2026Enable/Disable Ewon Flexy WAN or VPN connection using a key switchThe note distinguishes Cosy’s digital-input option from the described Flexy implementation using a BASIC script. It separates VPN control from control of the WAN/internet connection.
Passages and scope
Introduction and Applicable products; headings of the two WAN and VPN implementation variants. A distinction between vendor functions, without evidence of an independent safety circuit or guaranteed failure response. The script and its parameters are neither reproduced nor executed. Official page accessed directly on 3 November 2026; relevant passages read.

	[13] · IXON · Undated page, accessed 3 November 2026 · Checked on 3 November 2026IXON API AuthenticationAPI tokens identify the actor, permissions and accessible data. The documentation distinguishes expiring user tokens from service-account tokens without automatic expiry, tied to their application identifier.
Passages and scope
How to get an access token; Note on Service Account access tokens. Limited to the API and the identity’s permissions. Token permanence grants neither universal machine-control authority nor general VPN access. No API call or example credential is reproduced. Official page accessed directly on 3 November 2026; relevant passages read.

	[14] · Ewon / HMS Networks · Undated help page, accessed 3 November 2026 · Checked on 3 November 2026Ecatcher Help: UsersEcatcher help says a disabled user can no longer log into the account. It mentions a confirmation when the application remains open following a current or earlier connection.
Passages and scope
User Properties: Status; Disable. The text reviewed does not specify the precise handling of a pre-existing session. It establishes neither continued session access after disabling nor revocation of every other token, certificate or integration. Official page accessed directly on 3 November 2026; relevant passages read.

	[15] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 7: ensure all connectivity is logged and monitoredUseful logs, verification of legitimate maintenance and coordination of maintenance windows with security monitoring.
Passages and scope
Principle 7; Unauthorised activity; Data flow monitoring. Log availability and evidential value depend on the actual features and operating arrangements. Official page accessed directly on 3 November 2026; relevant passages read.

	[16] · CNIL · 14 March 2024 · Checked on 3 November 2026Security: governing maintenance and the end of life of hardware and softwareRecording maintenance, contractual safeguards and time-limited remote access followed by closure.
Passages and scope
Basic precautions; example maintenance clause. Personal-data security guidance. Its sample contractual clause is not a universal industrial-sector requirement. Official page accessed directly on 3 November 2026; relevant passages read.

	[17] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 8: establish an isolation planIsolation planning tied to continuity, critical dependencies, contracts and on-site support; targeted isolation where architecture permits.
Passages and scope
Principle 8; Application/service-specific isolation. The plan depends on system design and operating constraints. This analysis provides no disconnection procedure for a live system. Official page accessed directly on 3 November 2026; relevant passages read.

	[18] · IXON · Undated page, accessed 3 November 2026 · Checked on 3 November 2026Service Accounts access tokensAn API service account can survive its creator’s departure or deletion, and its token has no automatic expiry. Roles are configurable. It cannot approve or reject Access Requests; requests for connections protected by that feature are automatically denied.
Passages and scope
Required modules; Advantages of Service Accounts; Limitations of Service Accounts. An API Integrations module feature according to the vendor; access and permissions need checking for the integration. The page describes an Administrator role at creation that can be restricted. No bypass of human approvals or universal industrial-control power is inferred. Official page accessed directly on 3 November 2026; relevant passages read.
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A disrupted machine leaves records; a claimed attack generates a story. Connecting the two means establishing the physical effect, identifying the action behind it and deciding how far the evidence reaches. European refrigeration incidents and American and Danish cases also reveal differences between official descriptions of the same groups.

In an article published on 3 November 2026, Estonian public broadcaster ERR reports a statement from the Information System Authority, RIA: the motives behind the attack on Selver’s refrigeration equipment remain unknown. The statement concerns the incident on Monday, 2 November. Investigators can identify an intrusion while the intention behind it remains unresolved. 1

France’s CERT-FR alert, first published on 12 October and updated on 16 October, confirms compromises affecting several families of refrigeration controllers. Its purpose is to identify a threat and support protective action. Attacker identification remains open in the version reviewed. 2

This fourth instalment begins with the distance between visible damage and knowledge of its origin. Earlier parts followed a command to the machine and examined access entrusted to maintenance contractors. The task now runs in reverse: start with abnormal operation, identify the action behind it and establish responsibility, potentially including a sponsor. Each connection requires different evidence.

Sabotage makes those distinctions especially important. Goods can lose their value without being stolen. A service can be disrupted without a publicly disclosed ransom demand. These are possible mechanisms of destruction, not findings about the motives in a particular case. In the material reviewed as of 3 November, we found no public evidence connecting the autumn refrigeration incidents to a named perpetrator.

Start with the machine

Before looking for an attacker’s signature, establish what changed. An interface displays a setpoint, the value a system is asked to maintain. Equipment executes commands. Sensors measure particular conditions. Reconstructing actual operation means connecting these records while preserving the distinction between a requested value, a logged value and an independent physical observation.

The guide to operational technology security from the US National Institute of Standards and Technology (NIST) reflects that requirement. Operational technology means systems that monitor or control a physical process. Incident analysis needs knowledge of that process and must distinguish cyber from non-cyber causes. An authorised user’s mistake, an equipment failure and a hostile intervention may require different lines of investigation. This article uses the final third revision, published in September 2023. 4

For this investigation, the distinction leads to three questions. What command or change was recorded? What effect reached the physical process? What consequence did that effect have for operations? In commercial refrigeration, a changed setting, a temperature excursion and a decision to withdraw goods occupy different points in that chain. Connecting those stages at an individual site requires its incident records, which remain outside this documentary collection.

[image: Three kinds of evidence document a digital action, a physical effect and an operational consequence. Their connections must be established in each case.][image: Three kinds of evidence document a digital action, a physical effect and an operational consequence. Their connections must be established in each case.]Open the complete composition
Open the complete composition
FIG. 01 Three kinds of evidence document a digital action, a physical effect and an operational consequence. Their connections must be established in each case. [04] [05] Method and scope
An l0g analytical diagram informed by NIST and NCSC reconstruction guidance. The stages are evidence categories, without observed volumes, temperatures, durations or victim architecture. Product disposition requires its own record. A logged setpoint alone does not measure damage.


The account given to the French Senate on 21 October 2026 by ANSSI, France’s national cybersecurity agency, shows why reconstructing the sequence matters. In the passage reviewed, director-general Vincent Strubel distinguishes previously published vulnerabilities from the explanation then supported in the cases examined: directly exposed equipment and weak passwords. That assessment describes the agency’s evidence and scope at the time. Extending it to the November incidents would require additional findings. 3

The distinction changes the evidence investigators need. Where inadequate access protection explains an intrusion, the mere existence of a known software flaw contributes little to identifying the route actually used. A useful investigation establishes the path taken rather than selecting the most striking vulnerability from the product’s history.

A few minutes can reverse the story

The relevant records seldom sit in one place. A contractor may hold the connection log, a controller may record a setting change and a separate system may retain a measurement. The UK’s National Cyber Security Centre recommends bringing together the sources needed for incident response and highlights timestamping. NIST likewise treats time synchronisation as important for event correlation. 5 4

Consider an entirely synthetic example. An access log shows 02:03, a setting change shows 02:01 and an independent measurement shows 02:04. Reading the entries literally places the change before the connection. But the first system’s clock is five minutes fast, an offset assumed to have been independently established. The other two systems are assumed to be synchronised to UTC in this example. Subtracting the known offset places the connection at 01:58 UTC. The apparent sequence reverses.
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FIG. 02 A known five-minute clock lead places a session at 01:58 UTC, before the 02:01 change. The example is entirely synthetic. [04] [05] Method and scope
Three synthetic systems on the same unspecified day. Displayed times are distinguished from the UTC reference. Session: 02:03 displayed, with a known +5-minute lead, gives 01:58 UTC. Change: 02:01; measurement: 02:04, both assumed synchronised with the reference. Offsets are assumed independently established, without adjustment to support a hypothesis. Positions encode order and no elapsed duration. Originals are retained. Causation and identity require separate evidence.


The correction leaves crucial questions unanswered. Did that session perform the change? Was the action authorised? Who was using the account? The calculation restores a coherent chronology; establishing causation still requires a connection between the events. Original timestamps and the basis for normalising them need to remain available so another analyst can check the reasoning.

Maintenance context matters too. NCSC guidance on industrial connectivity calls for coordination between maintenance work and monitoring. Unusual activity may relate to an approved intervention. The case record should then reconcile the agreed assignment with what actually happened. 6

Similarly, the absence of a log entry is informative only in relation to what the system could record and retain. Treating silence as proof that an event never happened first requires an understanding of that coverage. This is an analytical consequence of the NCSC’s approach to correlating evidence. 5

Intentional harm can have different origins

An American case shows how close an attacker’s history can lie to ordinary operations. In May 2024, the US Department of Justice announced the sentencing of Rambler Gallo, a former employee of the contractor operating Discovery Bay’s water and wastewater treatment facility. After leaving his job, he used retained remote access to uninstall monitoring software. He had pleaded guilty. The release first describes a wastewater contract, then a facility treating both water and wastewater. It reports interrupted monitoring software and a threat to system safety. 7

This is a firm documentary reference point: the judicial status goes beyond an attacker’s claim or an initial charge. It also shows that harm to infrastructure may originate in a previous working relationship. Assigning a specific psychological motive, such as revenge, would require evidence beyond the material used here.

A different pattern appears in the joint advisory published by American agencies and international partners on 9 December 2025. It describes pro-Russia groups reaching exposed industrial systems, seeking publicity and sometimes understanding little about the underlying process. It identifies exaggerated or false claims alongside incidents with real physical effects. 8

Motive, capability and damage can therefore move independently. In an opportunistic scenario, an available access route explains the target choice. In a political-pressure scenario, the sector or timing may carry more weight. A previous relationship with the site may direct attention towards access retained after departure. These are hypotheses to test against evidence and context. None is assigned here to the 2026 refrigeration attacks.

Interests can also overlap. An operator pursuing public recognition may receive money. An intermediary may serve different customers. The investigation must specify what each finding concerns: who obtained access, who acted, who selected the target and who funded the operation. Answering one question does not automatically settle the others.

A claim comes from an interested party

A remote-control video has immediate persuasive power. It shows a screen and seems to bring the viewer close to the action. Its evidentiary value nevertheless depends on what can be authenticated. Location, date, provenance and the connection to actual plant operation each need examination. Proof of limited access may leave the scale of the claimed damage uncertain.

The December 2025 joint advisory makes that caution concrete by describing both consequential incidents and misleading publicity. A hostile post can be retained as a claim by its publisher and then compared with independent observations. Presenting it directly as a record of physical damage removes that intermediate test. 8

Publicity and operational harm consequently require separate assessments. The reach of a claim describes its circulation. Service availability, staff observations and recovery records help establish operational impact. We have no measurement that would convert the former into an estimate of the latter in the incidents examined here.

Three official documents draw different group boundaries

The historical record contains a discrepancy worth examining closely. On 9 December 2025, the US Department of Justice introduced Cyber Army of Russia Reborn, CARR, with Z-Pentest as another name for the group. The announced charges describe CARR as founded, funded and directed by Russian military intelligence (GRU). The release also attributes a November 2024 attack on a Los Angeles meat-processing facility to CARR, alleging spoiled meat and an ammonia leak. These remain allegations in our account. 9

The joint technical advisory published that same day gives a more differentiated history. It describes Z-Pentest forming in September 2024 through figures from CARR and NoName who were dissatisfied with the support received. The passage describes the new activity as separate from GRU involvement. 8

Nine days later, Danish military intelligence attributed a 2024 attack on a domestic water utility to Russia. Its assessment named Z-Pentest and links to the Russian state. The public note states the conclusion without disclosing the underlying evidence needed for a reader to reproduce the attribution. 10
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FIG. 03 Z-Pentest is described differently in three official December 2025 publications. Each conclusion retains its own status and scope. [09] [08] [10] Method and scope
Textual comparison of the DOJ announcement of 9 December 2025, the same-day AA25-343A advisory (p.5) and the DDIS note of 18 December. Panels paraphrase the descriptions without resolving organisational relationships. Dates are publication dates, not attack dates. DDIS assesses Russia as responsible for the 2024 Danish attack, naming Z-Pentest and its state links. The public note states the conclusion; the underlying evidence is absent. No attribution of the 2026 refrigeration incidents is shown.


The documents have different functions and do not cover precisely the same question. An alias in a charging announcement, a split in a technical intelligence history and an assessed state connection in a national case describe different relationships. Their wording raises an unresolved scope question in the material gathered here. It warrants clarification from the institutions rather than an invented, unified organisational chart.

Two limits follow. The American case shows that food-supply damage can feature in allegations of sabotage. The similarity of the sector offers a comparison to investigate; any connection to Europe in 2026 still requires evidence. We also did not independently confirm the later judicial outcome of the charges announced in December 2025. They retain the status of the original announcement here. Previously announced trial dates are not treated as a current procedural calendar.

Linking an operation to a state is another evidentiary step

The framework from CERT-EU, the EU institutions’ cybersecurity service, revised in April 2026, provides a useful distinction. Technical attribution connects observations and activities. Political attribution belongs to a different level of responsibility. The framework also states that a geographic link to a country does not by itself imply that its state directed the operation. 11

Analysts can identify a coherent activity cluster without knowing the operators’ legal identities. Identifying an individual may still leave their instructions unexplained. Financial support and an order concerning a particular operation are different propositions again. The language used to report findings needs to preserve those distinctions even when a geopolitical interpretation seems persuasive.
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FIG. 04 An incident, an activity cluster, an individual and a sponsor pose different questions. Connecting them requires corroboration. [11] [12] [13] Method and scope
An l0g explanatory graph informed by CERT-EU and CRS. Each relationship is a proposition requiring support, not an attained confidence level. Dashes and diamonds indicate connections to examine; size and distance encode neither strength nor probability. Evidence types are illustrative and case-dependent.


The Congressional Research Service describes attribution as a process of corroborating technical data with other intelligence while considering competing explanations. That approach guards against circular reasoning: selecting only material consistent with an initial hypothesis and then treating the collection as though the alternatives had all been tested. 12

The independence of the evidence also matters. Ten articles repeating one press release create ten publications, but only one documentary origin for the claim in question. A judicial account, a technical record and an operational observation may offer different perspectives. They still need to be checked for circular sourcing. Each finding should therefore retain its documentary origin and evidentiary status.

FIRST, an international forum of incident-response teams, further distinguishes confidence in an analysis from the likelihood assigned to a hypothesis. Careful reporting should explain the quality, consistency and gaps in the underlying material. The corpus supports a reasoned account of uncertainty here. Assigning a percentage would require an additional method and supporting data. 13

Recovery can move ahead while identity remains unresolved

For an operator, the distinction has an immediate practical consequence. The security diagnosis, restoration of the installation and disposition of affected goods have their own requirements. In our economic reconstruction, equipment behaving as expected, stock deemed usable and normal business operations are separate states that need separate documentation. The available sources support neither a standard recovery duration nor an estimate of an individual victim’s bill.

NIST warns that industrial containment measures can affect the physical process. NCSC guidance calls for isolation planning that takes account of dependencies and continuity. Evidence preservation therefore needs coordination with operational and safety responsibilities, without delaying urgent action necessary to protect people. 4 14
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FIG. 05 Operational recovery, evidence preservation and attribution progress under their own criteria. Coordination supports sound decisions. [04] [05] [14] Method and scope
Conceptual reconstruction with no measured schedule or durations. The branches describe needs to coordinate under competent supervision. Arrows are neither a technical procedure nor disconnection instructions. Product decisions depend on the relevant operational and safety record.


That coordination has economic value even when the sponsor remains unknown. It helps explain why a function was stopped, which checks govern its return and what remains uncertain. It also makes additional work visible: local checks, reconciliation of records, configuration validation and restoration of service. Quantifying that work requires scoped maintenance and recovery records.

Public communication can progress with the same precision. An organisation may report a disruption, later confirm malicious action and identify an actor only when the evidence supports doing so. An explicit revision adds information. The continuity of the original story deserves no priority over a new, reliable piece of evidence.

This investigation ends at a clear boundary. Compromises of refrigeration controllers are documented; a public connection to a named perpetrator remains unestablished in the reviewed material. The precedents show different routes to industrial harm and different standards of evidence concerning responsibility. Moving between them requires an individual technical reconstruction, corroborated identification and, for a sponsor, a documented connection to the conduct of the operation. The machine may be repaired before that final question is settled. The investigation should keep it open.

Scope of the investigation

This documentary investigation was checked on 3 November 2026. The refrigeration incidents remain separate from the American and Danish precedents. Officially reported facts, judicial allegations and intelligence assessments retain their respective statuses. Individual victim logs remain outside the collection. The timestamp example is entirely synthetic, on one unspecified day, illustrating an offset correction and its limits.
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Sources

Documents checked on 3 November 2026. The references identify the versions reviewed and the scope of the examples.

	[1] · ERR, interview with Mai Kraft (RIA) · 3 November 2026 · Checked on 3 November 2026RIA: motives for the Selver fridge attack remain unknownERR reports RIA’s cybersecurity-centre head on the still-unknown motives following the 2 November incident.
Passages and scope
Interview: motives; Selver background. An authority’s statement reported by the public broadcaster. Uncertainty about motive is distinct from identifying an attacker; no victim forensic case file was obtained. Original HTML downloaded over HTTPS and read; publication metadata confirms the date.

	[2] · ANSSI / CERT-FR · 12 October 2026; revised 16 October 2026 · Checked on 3 November 2026Incident targeting remote refrigeration controllersCompromises affecting several refrigeration-controller families; the scope of a protective technical alert.
Passages and scope
Summary; affected systems; document history. The alert names no attacker and does not individually reconstruct every incident. Relevant passages read on the original official page.

	[3] · French Senate / ANSSI director-general · Hearing on 21 October 2026 · Checked on 3 November 2026Vincent Strubel’s hearing before the Foreign Affairs, Defence and Armed Forces CommitteeStrubel distinguishes previously published vulnerabilities from exposure and password weaknesses then identified in the cases examined.
Passages and scope
Vincent Strubel’s response concerning refrigeration equipment. A dated assessment within the agency’s scope at the hearing. Extending it to November incidents would require additional evidence. Official HTML transcript downloaded and read; hearing date confirmed.

	[4] · NIST · 28 September 2023; final revision 3 · Checked on 3 November 2026SP 800-82 Revision 3: Guide to Operational Technology SecurityTime synchronisation for event correlation; cyber and non-cyber incident analysis; operational effects of containment.
Passages and scope
Section 6.2.12, printed page 125; sections 6.4.3–6.4.4, page 136. Diagrams and timestamps are explanatory constructions. The identified revision 4 is an initial draft, distinct from the final version used. Official PDF read; printed pages 125 and 136 rendered and inspected. Status checked on CSRC.

	[5] · NCSC, United Kingdom · Displayed review: 19 September 2019; version 1.0 · Checked on 3 November 2026Incident management: technical response capabilitiesLog sources, time synchronisation, retention and testing the availability of investigative evidence.
Passages and scope
Evidence and log availability; Log management and evidence capture; Log testing; Analysis. General guidance. Log coverage and availability require verification for the installation concerned. Relevant passages read on the original official page.

	[6] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 7: log and monitor connectivityCoordinating maintenance with monitoring and verifying that performed actions are legitimate.
Passages and scope
Principle 7; Unauthorised activity. Planned work provides context; an approved ticket alone does not establish that every action conformed to it. Relevant passages read on the original official page.

	[7] · US Department of Justice, Northern District of California · 13 May 2024 · Checked on 3 November 2026Discovery Bay: former contractor employee sentenced after a computer attackAnnouncement of a former operating-contractor employee’s guilty plea and sentence; retained remote access was used after departure and monitoring software was taken offline.
Passages and scope
Sentence summary; wastewater operating-contractor description; plea-agreement account and action after departure. Official release, without review of the complete judicial file. The retained material describes a safety threat, not established contamination or injury. No psychological motive is inferred. Complete official HTML read on 3 November 2026.

	[8] · FBI, CISA, NSA and international partners, including Australia’s ACSC · 9 December 2025 · Checked on 3 November 2026AA25-343A: pro-Russia groups’ opportunistic attacks on critical infrastructureAssessment of group histories, publicity seeking, misleading claims and actual operational harm.
Passages and scope
Pages 5–6: CARR and Z-Pentest’s September 2024 formation; page 7: capabilities and claims; pages 8–9: scope and impact. The coauthors’ assessment applies to this advisory’s scope. Its account of Z-Pentest forming separately from GRU involvement establishes neither universal group independence nor responsibility for the 2026 refrigeration incidents. Official PDF version accessed on the ACSC coauthor’s site; relevant passages on pages 5–9 read as text. Local download and rendered-page inspection were not confirmed.

	[9] · US Department of Justice, Office of Public Affairs · 9 December 2025; displayed update 22 July 2026 · Checked on 3 November 2026DOJ announces charges concerning two hacking groups it describes as Russian-backedCharging account concerning CARR, naming Z-Pentest as an alias, alleged GRU direction and a November 2024 Los Angeles meat-plant attack.
Passages and scope
Procedural introduction; Cyber Army of Russia Reborn section; closing presumption-of-innocence notice. Charging allegations are distinct from a judgment. Bounded official follow-up through 3 November 2026 confirmed no later outcome of these charges; initially announced trial dates are not a current schedule. No connection to Europe’s 2026 refrigeration incidents is inferred. Complete official HTML read on 3 November 2026; follow-up searched DOJ, FBI and CDCA domains, including a July 2026 court calendar that records no verdict.

	[10] · Danish Defence Intelligence Service, DDIS / FE · 18 December 2025, printed on the note · Checked on 3 November 2026DDIS assesses Russian responsibility for destructive and disruptive cyberattacks against DenmarkAssessment attributing a 2024 Danish water-utility attack to Z-Pentest and assessing links between the group and the Russian state.
Passages and scope
One-page English note; opening assessment and Z-Pentest paragraph. Public Danish intelligence assessment; the note does not disclose underlying evidence enabling independent reproduction. The Danish case remains distinct from the 2026 refrigeration incidents. Original PDF downloaded over HTTPS and read; the rendered single page was inspected.

	[11] · CERT-EU · 13 February 2026; revised 8 April 2026 · Checked on 3 November 2026Cyber Threat Intelligence FrameworkTechnical and political attribution, geographic links, confidence and uncertainty.
Passages and scope
Chapters 10 and 11; revision history, version 2. A reported geographic association does not establish state direction of an operation. No attribution score is calculated here. Relevant passages read on the original official page.

	[12] · Congressional Research Service · 8 January 2025; version 8 · Checked on 3 November 2026R46974: Cybersecurity: Selected Cyberattacks, 2012–2024Corroboration of technical data and other intelligence; competing hypotheses and the status of attribution sources.
Passages and scope
Attribution section. A methodological and historical synthesis; November 2026 incidents fall outside its scope. Official HTML text read through the web tool; a direct HTTPS request returned 403.

	[13] · FIRST, CTI Special Interest Group · No displayed publication date · Checked on 3 November 2026Communicating Uncertainties in CTI ReportingDistinguishing analytical confidence based on evidence quality from expressions of likelihood.
Passages and scope
FIRST WEP Standard; FIRST LCA Standard; Consider How To Communicate The Uncertainty. The language categories are not converted into a numerical probability derived from this corpus. Relevant passages read on the original official page.

	[14] · NCSC and partner agencies · 14 January 2026; version 1.0 · Checked on 3 November 2026Secure connectivity for OT, principle 8: establish an isolation planPlanning isolation alongside dependencies, continuity and operational fallback.
Passages and scope
Principle 8; business effects and third-party arrangements. A framework for competent site-specific validation. No instructions to disconnect a live installation are provided here. Relevant passages read on the original official page.


Chapter 5
Refrigeration sabotage: who pays for spoiled stock?
Published 3 November 2026
[image: Conceptual artwork for chapter 5 : Refrigeration sabotage: who pays for spoiled stock?]Conceptual illustration created with AI assistance; it does not document an actual event.The war on ordinary machines · Part 5 of 7

Cooling resumes, food remains unsaleable and suppliers still expect payment. Policy documents and a worked example reveal how the loss, the cash needed to recover and potential legal claims fit together, with different sums attached to each.

Among the technical recommendations for compromised refrigeration controllers, one sentence turns to insurance. France’s CERT-FR asks operators to check their policy conditions before interrupting the flow of data to their refrigeration contractor. The alert was issued on 12 October 2026 and updated on 16 October. A decision about securing equipment therefore also involves a contract. 1

That detail opens the fifth instalment of this investigation. Earlier articles followed machine controls, contractors’ access and the evidence needed to establish sabotage. This one follows the money: inventory written off, trading that never takes place, spending required to reopen, and the amount eventually recoverable from an insurer or a responsible party. Several figures can accurately describe the same incident while answering different questions.

The research draws on EU rules, French law and insurance documents. Victims’ signed policies, coverage decisions and payments remain outside the collection. Historical wordings and commercial examples retain their dates and geographical scope, allowing their mechanisms to be compared.

Stock can lose its value while the investigation continues

Restoring the cold chain and releasing food for sale require different decisions. EU Regulation 178/2002 bars unsafe food from the market, including food that is injurious to health or unfit for consumption. It also addresses traceability and, in the relevant circumstances, withdrawal, notification of authorities and recall. Restarting equipment therefore leaves a separate question about the affected batches. 2

Our proposed approach to documenting the loss starts with the batch rather than an announced sum. Which goods were held in which cabinet or cold room? What observations establish their condition? What decision was made, on what basis and for what quantity? These questions connect technical evidence with commercial records. They set no food-safety threshold: the product decision requires appropriately qualified people and procedures.

It helps to preserve the distinction between an observation and the action taken because of it. An alarm provides information to investigate. A food assessment may lead to sales being blocked. The inventory record translates that decision into product references and quantities. Purchase invoices supply another fact: what the business paid. Together, these records allow a specific loss to be discussed through a verifiable history rather than a headline amount detached from its goods.
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FIG. 01 The record connects product disposition, quantity and value. Food-safety decisions belong to authorised professionals. [02] [03] [15] Method and scope
An l0g documentary framework informed by Regulation 178/2002, articles 14, 18 and 19; IAS 2 solely as an IFRS reference; and French Civil Code article 1353. No food-safety threshold or universal settlement rule. No victim data.


Operational decisions and financial validation may happen at different times. Investigation or loss adjustment can continue after goods have been withdrawn. A useful documentary question is how authorised staff coordinated food-safety decisions with evidence requirements. Urgent protection and food-safety decisions retain priority; evidence for loss adjustment should be assembled through the authorised professional process.

This is where the CERT-FR warning acquires economic significance. A connection may support monitoring that also matters to contractual commitments. The inference to test at each installation is specific: when access is secured, which monitoring continues, who performs it and how is it recorded? The alert itself establishes neither an applicable policy clause nor the consequences of an interruption for a particular victim. 1

Lost stock drains the cash needed to reopen

A coherent calculation starts with a valuation basis. Under IFRS, IAS 2 measures inventory at the lower of cost and net realisable value, with inventory losses recognised as expenses when they occur. That is an accounting reference point. The framework used by a particular French retailer and the valuation basis in its insurance policy must be established separately. 3

A shelf price already includes more than the goods purchased. It must also support the business and leave a margin. Adding the full retail value of spoiled goods to all the sales lost during an interruption can therefore count the same value twice. Comparing two business paths over an identical period makes the overlap easier to see.

The following example is entirely fictional. All figures exclude VAT. We isolate one department and one interruption period, without assigning it a real-world duration. Before the incident, the retailer has already paid €20,000 for its opening stock. Without an interruption, it would collect €40,000 in sales during the period. Variable costs would total €30,000, comprising the opening stock and €10,000 in other sales-related expenses. The resulting €10,000 contribution would go towards unchanged fixed costs and then profit.

In the attack scenario, all opening stock is lost with no salvage value. Sales disappear for the period. The other €10,000 of variable expenses are avoided. Additional recovery expenses, assumed to be fully consumed, amount to €5,000. Before fixed costs common to both paths, the result falls from +€10,000 to −€25,000. The economic loss is €35,000: €20,000 of destroyed inventory, €10,000 of lost contribution and €5,000 of extra expenses. Calculation A

This illustrates the reasoning behind business-interruption loss. France Assureurs describes traditional cover in terms of gross profit supporting continuing fixed costs and lost profit, with certain additional expenses. The insured scope, deductibles and indemnity period depend on the wording. Our simplified contribution explains the economics; an insurance policy may define its insured gross profit differently. 4
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FIG. 02 Fictional case: €35,000 economic loss and €55,000 relative cash deterioration, reconciled by €20,000 of extra closing inventory. [03] [04] Method and scope
Original l0g model, entirely fictional, in EUR excluding VAT, over an unspecified period. Opening stock of €20,000 was paid before the period. Normal case: €40,000 collected sales and €30,000 variable costs, comprising that stock and €10,000 other costs; zero closing stock. Incident: no sales, opening stock destroyed, €5,000 extra expenses paid and consumed, and €20,000 replacement stock paid and still unsold. Identical fixed costs omitted. Assumptions exclude insurance, receivables, payables, salvage, VAT and finance charges. The €55,000 gap compares period cash flows; €25,000 isolates two recovery outflows. Peak borrowing and total funding needs remain unknown. Extra closing stock of €20,000 reconciles the cash gap with the €35,000 economic loss.


Replenishment creates another opportunity for double counting. In our example, the retailer buys €20,000 of replacement goods at the end of the period. Cash leaves the business, but inventory of the same value arrives and remains unsold at the calculation’s closing date. Treating that purchase as another destruction would artificially raise the loss to €55,000. The replacement asset needs to remain in the picture.

The €25,000 of recovery disbursements, comprising replacement stock and extra expenses, answers a narrower question. It measures two selected cash outflows. Once missing receipts are included, the cash deterioration relative to the normal path is €55,000: without the incident, €40,000 comes in and €10,000 goes out during the period; after the incident, €25,000 goes out and nothing comes in. The extra €20,000 of closing inventory reconciles this cash difference with the €35,000 economic loss. Calculation A

This distinction matters before insurance enters the discussion. A retailer may have to finance more than its accounting loss because it must also rebuild an asset. Its actual bank funding requirement would depend on available cash, other flows, supplier payment terms and any advance payments. None is observed here. The example measures neither a peak overdraft nor any victim’s financing need.

Where physical damage fits in the insurance wording

For spoiled goods, the coverage question sits at the intersection of two definitions: which property is insured and which causes of damage are covered. Stock protection needs to be read alongside insured events, exclusions and endorsements. A cyber policy, meanwhile, may fund the IT response while drawing a different boundary around physical damage.

Hiscox’s 2019 CyberClear CC1219 general conditions provide a historical example. General exclusion 7 addresses physical damage and consequential financial loss; the policy schedule can take precedence. The document illustrates a contractual structure, rather than current availability or any attacked retailer’s cover. 5

The other side of that boundary appears in a 13 November 2019 Lloyd’s Market Association bulletin presenting model property cyber clauses, including an exclusion. The LMA explicitly describes them as illustrative and open to amendment. Holding both property and cyber insurance consequently leaves a practical question about how their wordings interact. 6

Some products expressly advertise resulting physical-damage cover. On its UK page, FM Affiliated describes proVision as covering physical property damage caused by a cyberattack, subject to exclusions, and the associated interruption. That commercial description is a useful counterexample, not evidence that any French victim’s groceries are insured. The signed contract remains the document to establish. 7
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FIG. 03 A loss must be tested against the definitions, exclusions and endorsements in the policy actually purchased. [05] [06] [07] Method and scope
Analytical diagram, not a coverage estimate. Three documents with distinct statuses: historical 2019 Hiscox general conditions, illustrative LMA models and FM’s UK commercial description. No victim policy is available. Connections indicate questions to verify, not established entitlements.


One way to read the documents is to carry a specific scenario through them: identified goods became unsaleable following an established event; which insuring clause responds, which valuation applies and which condition limits payment? The answer should point to a clause, a definition and any endorsement changing them. This exercise distinguishes a broad sales proposition from an applicable contractual commitment.

Alleged negligence requires similar care. Under French Insurance Code article L113-1, loss caused by an insured’s fault is addressed subject to formal and limited exclusions, while also excluding the insured’s intentional or dolosive fault. A shortcut from “weak password” to automatic refusal goes beyond that provision. Facts, declarations and wording require their own examination. 8

The present research has neither the affected retailers’ insurers’ decisions nor their reasons. A public exclusion provides grounds for a focused question. It does not establish that a claim has already been refused.

Complaints and insurance: the information that starts the deadlines

Financial evidence is assembled within a legal timetable. In the professional circumstances covered by French Insurance Code article L12-10-1, insurance payment for losses caused by the specified cyber offences is conditional on a complaint filed within 72 hours of the victim learning of the attack. Establishing that starting point requires its own chronology. 9

Notice to the insurer follows a different provision. Article L113-2 requires notification upon awareness of the loss, within the contractual deadline. As a general rule, the stipulated period must allow at least five working days, with statutory exceptions including theft and livestock mortality. That minimum constrains the wording; it is not a reason to wait five days before notifying. 10
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FIG. 04 Under French law, the complaint and insurance notice have separate conditions. Payment timing is also contractual. [09] [10] [11] Method and scope
French law reviewed on 3 November 2026. Article L12-10-1 applies within its professional and offence scope. L113-2: notice as soon as the claim event is known, no later than the contractual deadline; a general minimum of five working days for the stipulated period, subject to statutory exceptions including theft and livestock mortality. L113-5: agreed benefit and timing. Arrows are schematic; starting points are not assumed simultaneous. No actual dates or common time scale.


A careful reconstruction therefore dates the information actually received, the notifications made and the evidence available at those times. An abnormal temperature, knowledge of a compromise and identification of damage may be different observations. In an actual claim, their legal significance is for the professionals handling it to assess. No awareness date is assigned to a victim here.

Payment has a timetable of its own. Article L113-5 links performance and timing to the benefit and deadline agreed in the contract. Identifying potential cover, discussing a sum, accepting an amount and receiving a transfer are distinct claim stages. The provision supplies no uniform payment delay for refrigeration incidents. 11

For cash management, that distinction suggests a useful record: separate amounts requested, amounts confirmed and money actually received, with dates attached. An expected recovery can inform financing decisions, but its degree of confirmation belongs beside the number. A single figure labelled “insurance” removes exactly the information needed to judge whether the next bills can be paid.

An insurer that pays may pursue another responsible party

Coverage and liability can draw on some of the same evidence while asking different questions. French contractual-liability law addresses non-performance or delay, with its force-majeure exception. The obligation actually undertaken therefore has to be identified before assigning a failure to the party expected to perform it. 12

In the documentary record proposed here, manufacturer documents, maintenance agreements and operational decisions help establish who was supposed to do what. The connection to the damage must then be demonstrated. Contractual duties follow the obligations undertaken and the operational decisions made. Establishing a company’s liability requires assessment of the individual case.

After paying, the insurer may become a claimant in its own right. Article L121-12 provides for subrogation: the insurer takes over the insured’s rights against the third party responsible for the damage, up to the amount paid. The transfer enables recovery proceedings. Their outcome, duration and the third party’s ability to pay remain separate questions. 13
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FIG. 05 An insurance payment transfers part of the burden. The insurer may then exercise acquired rights against the responsible third party. [12] [13] [14] Method and scope
French-law relationship diagram, notably based on L121-12. Solid arrow: payment if coverage is due. Dashed arrows: conditional legal recovery, depending on established liability and collection. No amounts, durations, success rates or actual third party. Any uninsured loss requires separate assessment, without duplicate compensation.


Recovery proceedings redistribute the financial burden of damage that has already been recognised. For property insurance, article L121-1 states the indemnity principle and permits a retained share for the insured. Amounts claimed, indemnified and later recovered should remain traceable to the same underlying loss, without turning successive payments into additional destruction. 14

The documentary stakes therefore extend beyond the first reimbursement. Civil Code article 1353 connects a claim for performance to proof of the obligation, and an alleged discharge to proof of payment or another extinguishing event. The allocation of proof in a specific dispute requires legal analysis. For economic research, the principle already points towards maintaining the connection between a monetary demand and its supporting records. 15

A useful loss figure comes with a defined scope

Further reporting on actual losses should ask what each published amount measures and how far the claim has progressed. Is it the value of withdrawn batches? Lost contribution over a defined period? Recovery expenses? An amount submitted to an insurer, accepted under the policy or already received? Those distinctions would make company disclosures comparable without adding incompatible measures.

The documents reveal a practical difficulty: securing equipment, deciding what happens to food and funding recovery rely on partly overlapping evidence and contracts. Their consistency can be prepared before an incident and tested after it. The clearest evidence of financial recovery will be a reconciliation between replacement goods, resumed trading, bills paid and insurance proceeds actually received.

Calculation A · Fictional example and reconciliation
All figures are euros excluding VAT. Opening inventory, already paid: 20,000. No credit terms, salvage, insurance proceeds, tax or financing costs. Fixed costs are identical and omitted from both paths. Normal path: sales receipts 40,000; opening stock consumed 20,000; other variable cash costs 10,000; contribution 10,000; closing stock zero; period cash flow +30,000. Incident path: opening stock destroyed 20,000; zero sales; other variable costs avoided; extra expenses consumed and paid 5,000; replacement inventory purchased and paid at period-end 20,000, remaining unsold. Result before fixed costs −25,000; closing inventory 20,000; cash flow −25,000. Economic loss: 10,000 − (−25,000) = 35,000. Cash deterioration relative to the normal path: 30,000 − (−25,000) = 55,000. Reconciliation: 55,000 − 20,000 extra closing assets = 35,000. Selected recovery disbursements: 20,000 + 5,000 = 25,000; not the total funding requirement.

Research scope

Documentary research checked on 3 November 2026. The numerical example is wholly fictional; calculation A states its assumptions and reconciliation. Victims’ signed policies, coverage decisions and payments remain outside the collection. The historical Hiscox 2019 wording and FM’s UK description retain their contexts. Applying the French rules cited requires assessment of the individual case.
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Sources

Documents checked on 3 November 2026. The notices identify versions, relevant passages and the scope of each example.

	[1] · ANSSI / CERT-FR · 12 October 2026; last version 16 October 2026 · Checked on 3 November 2026Security incident targeting remote refrigeration controllersAdvice to check contractual insurance terms before interrupting reporting to the refrigeration contractor.
Passages and scope
Solutions for both equipment states; revision history. The alert identifies a contractual precaution and supplies no policy or coverage decision. Official page read directly; HTML copy received with HTTP 200 on 3 November 2026.

	[2] · European Union / EUR-Lex · 28 January 2002; consolidation 1 January 2026 · Checked on 3 November 2026Regulation (EC) No 178/2002, consolidated version of 1 January 2026Food safety, traceability, withdrawal, notification and recall in the circumstances specified.
Passages and scope
Articles 14, 18 and 19. Each article has its own conditions; the text supplies no universal temperature threshold. Official consolidated French and English content read through the web index on 3 November 2026; direct retrieval met a JavaScript challenge.

	[3] · IFRS Foundation · Undated page · Checked on 3 November 2026IAS 2 Inventories, official overviewLower-of-cost-and-net-realisable-value measurement and recognition of inventory losses as expenses.
Passages and scope
About: measurement, cost and expense-recognition paragraphs. An IFRS overview that establishes neither a particular retailer’s accounting framework nor its insured valuation. Official page read directly; HTML copy received with HTTP 200 on 3 November 2026.

	[4] · France Assureurs · 27 May 2024 · Checked on 3 November 2026Business-interruption insurance for companiesTraditional business-interruption cover, insured gross profit, extra expenses, deductibles and indemnity period.
Passages and scope
Coverage, indemnity-period and deductible sections. An industry federation’s explanation; the actual policy determines triggers and definitions, including for cyber cover. Official page read directly; HTML copy received with HTTP 200 on 3 November 2026.

	[5] · Hiscox · 2019, historical wording · Checked on 3 November 2026CyberClear by Hiscox, general conditions CC1219Historical physical-damage and consequential-loss exclusion, and precedence of the policy schedule.
Passages and scope
Printed pages 3, 4 and 17; general exclusion 7. Historical wording, distinct from a current offer or any victim’s policy; internal reference CC1219 differs from the filename. Official PDF downloaded with HTTP 200 on 3 November 2026; pages 3, 4 and 17 extracted, rendered and inspected.

	[6] · Lloyd’s Market Association · 13 November 2019 · Checked on 3 November 2026Property and Marine Cyber Clauses, LMA19-031-PDModel cyber exclusions and endorsements for property and marine policies.
Passages and scope
Bulletin LMA19-031-PD, clauses LMA5400–5403 and usage notice. Illustrative models open to amendment; adoption by any insurer or particular policy requires separate evidence. Official page read directly; HTML copy received with HTTP 200 on 3 November 2026.

	[7] · FM Affiliated · Undated page, UK market · Checked on 3 November 2026proVision policy, CyberAdvertised cover for resulting physical damage and associated business interruption, subject to exclusions.
Passages and scope
Resulting damage. A UK commercial description; the signed policy determines the property, events, conditions and limits actually covered. Official page read directly; HTML copy received with HTTP 200 on 3 November 2026.

	[8] · Légifrance, French Republic · Version effective from 8 January 1981 · Checked on 3 November 2026French Insurance Code, article L113-1General rule for fortuitous loss and loss caused by the insured’s fault, subject to formal and limited policy exclusions; the insured’s intentional or dolosive fault is excluded.
Passages and scope
Both paragraphs; amendment by the 7 January 1981 Act, article 28. This provision determines neither a particular policy’s cover nor the legal character of conduct. It does not establish automatic denial because a password was weak. Official article read on Légifrance; version effective on 3 November 2026 checked.

	[9] · Légifrance, French Republic · Version effective from 24 April 2023 · Checked on 3 November 2026French Insurance Code, article L12-10-1For legal entities and individuals acting professionally, payment under the clause covering the specified computer-system offences is conditional on a complaint within 72 hours after the victim becomes aware of the attack.
Passages and scope
Both paragraphs; offences referred to in Criminal Code articles 323-1 to 323-3-1; 24 January 2023 Act, article 5. The starting point depends on the individual facts. A complaint is distinct from notice to the insurer. No victim awareness date or coverage decision is assumed. Official article read on Légifrance; version effective on 3 November 2026 checked.

	[10] · Légifrance, French Republic · Version effective from 1 April 2018 · Checked on 3 November 2026French Insurance Code, article L113-2Notice to the insurer upon awareness of a potentially covered loss, within the contractual period; the general minimum is five working days, subject to statutory exceptions.
Passages and scope
Paragraph 4 and following provisions: theft, livestock mortality, extensions and conditions for forfeiture due to delay. Five working days is the minimum stipulated period, not a universal deadline or a reason to wait. Contractual forfeiture for delay requires, among other conditions, prejudice established by the insurer; other qualifications and exceptions must be considered. Official article read on Légifrance; version effective on 3 November 2026 checked.

	[11] · Légifrance, French Republic · Version effective from 8 January 1981 · Checked on 3 November 2026French Insurance Code, article L113-5Upon occurrence of the risk or contractual maturity, the insurer must perform the contractually defined benefit within the agreed period.
Passages and scope
Complete article, within chapter III on the insurer’s and insured’s obligations. The provision establishes neither a universal settlement period nor assured payment under an individual policy or claim. Article read in the current official Légifrance chapter. Direct retrieval of the individual article returned 403.

	[12] · Légifrance, French Republic · Version effective from 1 October 2016 · Checked on 3 November 2026French Civil Code, article 1231-1Framework for damages arising from non-performance or delayed performance of an obligation, with the stated exception where force majeure prevents performance.
Passages and scope
Complete article; 10 February 2016 Ordinance, article 2. The obligation, breach, damage, causal connection and defences require case-specific analysis. No manufacturer, contractor, operator or insurer is found liable here. Official article read on Légifrance; version effective on 3 November 2026 checked.

	[13] · Légifrance, French Republic · Version effective from 25 June 2025 · Checked on 3 November 2026French Insurance Code, article L121-12An insurer that has paid is subrogated, up to the indemnity, to the insured’s rights and actions against third parties responsible for the relevant damage; statutory qualifications apply.
Passages and scope
All three paragraphs, especially the first on payment and its limit; 23 June 2025 Act, article 3. The transfer establishes neither liability, solvency, successful collection nor its duration. The provision includes qualifications concerning specified persons related to the insured and conduct by the insured preventing subrogation. Text read in the official Légifrance chapter; the same version was cross-checked in the official code tree effective on 3 November 2026. Direct article retrieval returned 403.

	[14] · Légifrance, French Republic · Version effective from 21 July 1976 · Checked on 3 November 2026French Insurance Code, article L121-1Indemnity principle for property insurance: a limit tied to the insured property’s value at the loss date, with stipulated retained shares or deductibles possible.
Passages and scope
Both paragraphs: property value and amounts or proportions retained by the insured. This property-insurance provision supplies neither a complete business-interruption formula nor the valuation of an individual inventory loss. Official article read on Légifrance; version effective on 3 November 2026 checked.

	[15] · Légifrance, French Republic · Version effective from 1 October 2016 · Checked on 3 November 2026French Civil Code, article 1353A party seeking performance must prove the obligation; a party asserting discharge must establish payment or the extinguishing event.
Passages and scope
Both paragraphs; 10 February 2016 Ordinance, article 4. A general evidential framework. Rules applying to a particular dispute, exclusion or presumption need separate legal analysis. Official article read on Légifrance; version effective on 3 November 2026 checked.


Chapter 6
Europe’s cyber rules meet the factory floor
Published 3 November 2026
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A device can sit in a distributor’s warehouse while its support period expires. Following market placement, updates and deployment reveals the work that European rules still leave to suppliers and operators on the factory floor.

A Cyber Resilience Act (CRA) FAQ prepared by European Commission services contains a revealing example. A manufacturer places devices on the market in January 2028 with five years of support. January 2033 arrives, and a distributor still holds some of the stock. The distributor may continue selling those units after their support period ends. The non-binding FAQ presents a hypothetical case under the future regime; it records the services’ interpretation rather than an observed sale. Its implication is nevertheless striking: a device can remain sealed in its packaging while using up the entire period during which its manufacturer was required to handle its vulnerabilities. 1

The distinction is between placing a product on the market, its first supply on the EU market, and the sales that follow. The CRA also requires the support end date, including at least the month and year, to be clearly accessible at purchase. For a buyer, the useful question is therefore specific: until when will the supplier handle security flaws in this product, and how much of that commitment will remain when the device is installed? These general provisions apply from 11 December 2027. 2

Following our examination of remote-maintenance access and spoiled stock, this sixth part looks at the European regulatory response. Two instruments organise much of the work. The CRA regulates covered digital products and their manufacturers; the NIS2 Directive addresses risk management at organisations within its scope. They meet on the factory floor, where equipment of different ages operates under maintenance contracts and production has to continue. 2 4
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FIG. 01 The Commission’s hypothetical example separates first placement, distribution and support. [01] [02] Method and scope
Non-binding administrative illustration, CRA FAQ v1.4 dated 4 September 2026, §4.5.3 (pp.50–51): units placed in January 2028, support until January 2033, remaining stock may be supplied later. No observed sale or industrial support term. Five years is the example’s assumption; the appropriate period must be justified under article 13(8). Installation date unspecified. Process spacing schematic.


A cold chain crosses several legal boundaries

Consider a generic food supply chain. A manufacturer sells a connected controller. An integrator incorporates it into an installation. A food processor uses the installation, while a wholesaler and a retailer operate other equipment to keep goods cold. At each stage, the legislation examines a different object: sometimes a product and its supply to the market, sometimes a legal entity, its activities and its size. The same company can fall within both frameworks. This diagram describes a general relationship, not the architecture of an attacked business. 2 4

Subject to its scope conditions and exclusions, the CRA covers products with digital elements whose intended or reasonably foreseeable use involves a logical or physical connection to a device or network. An internal industrial connection can therefore matter. Direct internet exposure is a risk question; the regulation’s scope uses a broader definition. Classifying the controller, its software and an integrated assembly then requires identifying the products actually supplied. 2

Under NIS2, the food entry in Annex II covers businesses engaged in wholesale distribution, industrial production or industrial processing. French guidance explains that those activities are non-cumulative scope categories. Size criteria and the other qualification rules still have to be considered. A retail store does not become a NIS2 entity under that entry simply because it owns freezers. Its actual activities, legal structure, enterprise links and any other grounds for inclusion require assessment. 4 6

This boundary has an economic consequence. An organisation directly covered by NIS2 may need evidence from a supplier governed by a different set of rules. Article 21 includes the security of relationships with direct suppliers and service providers. Requirements can consequently enter a contract, where the work, responsibility and price have to be agreed. A refrigeration contractor does not automatically become a managed IT service provider merely because it maintains equipment remotely: that category has a specific definition based on the service provided. 4

The distinction between an essential entity and an important entity also deserves care. Under the European framework, a large business whose sole relevant activity falls in Annex II does not become essential on size alone. Other criteria, including certain national identifications, can change the result. These labels affect how supervision operates. A brand name or a count of stores is insufficient to settle the classification. 4
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FIG. 02 The product passes through businesses whose activities and obligations require separate assessment. [02] [04] [06] Method and scope
Generic food-chain diagram, no identified business. CRA articles 2–3 and 13; NIS2 articles 2–3 and 21, Annex II.4; ANSSI’s non-cumulative reading. Size, enterprise links, other activities and national identification require review. Arrows show physical or documentary relationships, not eligibility decisions.


November 2026 sits between different deadlines

Since 11 September 2026, covered manufacturers have been required to report actively exploited vulnerabilities and severe incidents affecting product security, under the conditions in CRA article 14. The general design, vulnerability-handling and support requirements apply from 11 December 2027. An earlier milestone, 11 June 2026, concerned the chapter on conformity assessment bodies. Each date activates a different set of provisions. 2 3

Reporting has an immediate purpose: information reaching a manufacturer must reach the designated recipients, even when complete remediation will take longer. l0g has already examined the European reporting system in a separate investigation. For installed equipment, the important detail is the transitional provision. Article 69 extends the reporting duty to covered products placed on the market before December 2027 while giving those products a different treatment for the remaining requirements. 2 3

A legacy product becomes subject to those requirements when, from 11 December 2027, it undergoes a substantial modification as defined by the regulation. The test concerns the change’s effect on compliance with essential requirements or on the product’s intended purpose. Recital 39 distinguishes security updates that reduce risk without changing that purpose. A maintenance intervention needs to be described before its legal classification can be decided. 2

Responsibility is conditional too. Articles 21 and 22 address importers, distributors and other persons who assume manufacturer obligations. For the last group, article 22 refers to a substantial modification followed by making the product available on the market. Treating every on-site adjustment as an automatic transfer of manufacturer status would omit part of the test. In practice, both the change and the commercial supply of the product need to be assessed by the appropriate specialists. 2

France’s NIS2 timetable follows a different process. As reviewed on 3 November 2026, the public page of ANSSI, France’s cybersecurity agency, says transposition is ongoing and invites future regulated entities to prepare while the full set of national measures is pending. On 27 October, minister Roland Lescure told the National Assembly that the bill had been removed from the early-October agenda and called for its consideration to resume. The EU transposition deadline was 17 October 2024. That elapsed deadline must be distinguished from French obligations that have actually entered into application. This article presents NIS2 as the European framework for national implementation and preserves the draft status of French preparatory material. 4 5 10

Manufacturer and operator reporting also use different triggers. NIS2 article 23 concerns incidents with a significant impact on the provision of the entity’s services. A single event can therefore require several assessments and information flows. A maintenance contract can identify who supplies the evidence each party needs while preserving their respective responsibilities. 2 4
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FIG. 03 Reporting already covers older in-scope products; other requirements follow the December 2027 transition. [02] [03] [04] [05] Method and scope
CRA articles 69(2)–(3) and 71. The relevant date is the unit’s first placement, not purchase or installation alone. Article 14 triggers still apply. Substantial modification uses article 3(30); responsibility also requires review of articles 21–22. France: ANSSI status reviewed 3 November 2026. Timeline and branches schematic.


Support becomes part of the product specification

The CRA turns the support period into a decision that manufacturers must substantiate. Article 13 requires consideration of expected use, reasonable user expectations, the nature of the product and other factors, with proportionality. The minimum is five years unless expected use is shorter. Equipment intended for lengthy service therefore needs a support assessment that goes beyond simply displaying that minimum. The technical documentation must retain the information used to determine the period. 2

For buyers, this information can become part of comparing bids. Two controllers with similar functions and the same purchase price may have different maintenance horizons. An earlier support expiry brings forward the point at which exposure must be reassessed, replacement considered or additional protections arranged. This is an economic consequence of the support commitment. Its value depends on the installation; the evidence gathered here does not provide a site-specific estimate.

Article 13(9) sets an additional availability requirement. Every security update issued during the support period must remain available for at least ten years after release, or for the remainder of support where that is longer. A manufacturer may therefore have to preserve access to an existing fix beyond the period during which it must handle newly discovered vulnerabilities in the product. 2

Consider a separate l0g illustration. Support runs from January 2028 to January 2036, and a security update is released in January 2035. That update must remain available at least until January 2045. All the dates in this example are hypothetical. Access to the file in 2040 would establish its continued availability; the response to a newly discovered flaw would depend on support and the commitments then applicable. The arithmetic illustrates the rule without assigning an actual support promise to any manufacturer. 2

The distinction matters when buying replacement parts or refurbishing an installation. A commercial model name reveals little about the support remaining on the unit supplied. A useful procurement record would connect the unit or batch, its first placement on the market, the support expiry and the versions compatible with the installation. That documentary approach is our proposal, to be used within the organisation’s own procedures and confidentiality rules.
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FIG. 04 Vulnerability handling and availability of an already released update have different end dates. [02] Method and scope
Entirely fictional l0g illustration. Assumed support January 2028 to January 2036; update issued in January 2035. Article 13(9): availability at least until max(January 2035 + 10 calendar years, January 2036), giving January 2045. Eight years is a fictional assumption; support adequacy for a real product needs individual assessment. Time scale proportional; no actual manufacturer commitment.


An update still has to make it through the plant

The CRA improves the upstream part of the process. Risk assessment is meant to inform design and maintenance. Requirements address secure configuration, access control and the integrity of information needed for operation, among other matters. Manufacturers must also manage vulnerabilities in the components they integrate. Once the relevant provisions apply, the product should therefore arrive with documented commitments for the buyer to examine. 2

CE marking belongs to that conformity process. Article 32 provides several assessment routes, including internal control for products eligible to use it. The mark consequently cannot be read as evidence that every device has received an independent assessment. The applicable route depends on the product category and the conditions in the regulation. An “important product” under the CRA and an “important entity” under NIS2 are also separate classifications. 2 4

The next stage takes place at the operator’s site. Updating a controller may require compatibility checks, preparation of a rollback and a suitable maintenance window. The physical functions of the installation have to be preserved throughout. ANSSI’s proposed French cybersecurity reference framework, ReCyF, makes that work visible. Version 2.5 was made available on 17 March 2026. It refers to test environments, deployment preparation and rollback mechanisms. 7 8

The document’s status matters. In the material reviewed, ReCyF remains a working draft proposing compliance measures. Some provisions concern both essential and important entities; others apply only to essential entities. Presenting every line as an enforceable French obligation would lose both qualifications. The draft is nevertheless a useful account of the work required to get an industrial security update into service. 7 8

ReCyF also considers technical or operational constraints that prevent patching. It then proposes suitable mitigation, including measures concerning isolation or access controls. Those choices require an understanding of the process: disconnecting a link may also remove an alarm or a necessary maintenance function. Authorised teams must assess any proposed measure within their continuity arrangements. Nothing in this article instructs a reader to manipulate an installation. 7

A practical way to document the trade-off would record the constraint, the risk reduced, the functions preserved and the next review. A migration milestone could accompany the record where continued use of an old version creates a lasting commitment. This is an analytical recommendation informed by NIS2 risk management and the ReCyF draft, not a claim that the law provides one uniform migration deadline. 4 7
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FIG. 05 Supplying an update and deploying it require different decisions, work and evidence. [02] [04] [07] [08] Method and scope
l0g explanatory workflow based on CRA Annex I II(8), NIS2 articles 20–21 and ReCyF 2.5 p.14, 5.B.4–5.B.9. ReCyF is a working draft; EE/EI scope varies by provision. Review timing is an editorial proposal, not a uniform legal deadline. Mitigation requires qualified safety and continuity assessment; no equipment commands are prescribed.


A free update still leaves work to fund

CRA Annex I generally requires security updates to be supplied free and without delay. It allows an exception where a manufacturer and a business user expressly agree different terms for a tailor-made product. That rule addresses supplying the update. Integrating it into an installation still requires work, a budget and an allocation of responsibilities. 2

This distinction helps when reading quotations. The manufacturer may develop the fix; the integrator prepares it for the wider installation; the operator schedules the intervention and checks the resulting service. The exact division follows the applicable commitments, and a single company may perform several roles. The public material gathered here contains no contract or invoice that would establish the cost at an attacked refrigeration site. It does identify what a useful quotation should explain: scope, deliverable, downtime assumptions, acceptance and recovery conditions.

A survey by the European Union Agency for Cybersecurity, ENISA, provides context for organisational spending. In NIS Investments 2025, published on 8 December 2025, ENISA reports a 9% median cybersecurity-to-IT spending ratio for 2024. The study covers 1,080 professionals in sectors of high criticality; large organisations make up 83% of the sample. Fieldwork ran from May to August 2025, with sampling favouring large organisations. The median describes respondents’ ratios; applying it to a retailer or attributing a causal NIS2 effect would exceed the survey’s scope. 9

The incremental work depends on the starting point. An organisation that already inventories equipment, receives advisories, tests updates and retains decisions has some of the necessary capability. Another has to build the process. The same software purchase can consequently sit within very different operational arrangements. This analysis identifies work associated with the requirements; it does not estimate a causal regulatory effect on spending.

NIS2 article 21 itself calls for appropriate and proportionate measures, taking account of implementation cost, exposure and the severity of possible consequences. Management bodies are to approve and oversee risk management. Choosing between replacement, additional protections and temporary continued operation thus becomes a documented operating decision extending beyond delivery of a software file. 4

Compliance records need a route into supervision

NIS2’s supervisory powers give this documentation a concrete purpose. For essential entities, article 32 provides for inspections and regular or targeted audits. For important entities, article 33 provides ex post supervision when an authority receives evidence or information suggesting noncompliance. The term describes the supervisory approach. An attack does not have to occur before an indication of noncompliance can be examined. National implementation still determines the locally applicable arrangements. 4

CRA product oversight follows a different route. Market surveillance authorities can require corrective action and, under the relevant conditions, restrict availability, require withdrawal or order a recall. Product assessment and scrutiny of its operation are complementary. A manufacturer may provide a documented fix; the operator still needs to establish which units received it and what constraints remain. 2 4

The strongest case for the framework lies in that continuity: security information before purchase, vulnerability handling over time, and evidence that authorities are empowered to request. Its effect on installed equipment will also depend on replacement cycles, contract quality and the resources devoted to supervision. The sources establish the intended mechanisms. They do not yet measure the damage those mechanisms will prevent.

For an individual installation, an early improvement is already testable: establish the support expiry, the party able to provide fixes, a deployment process and an explicit decision for equipment that remains outside that process. Regulation changes the commitments expected of suppliers and operators. Industrial work has to make those commitments hold together while the machines continue running.

Research scope

Documentary research checked on 3 November 2026. The cases dated 2028–2045 are explicit illustrations. Commission-services guidance and the ReCyF retain their non-binding status. French implementation status is attributed to the administrative and parliamentary documents reviewed; the Official Journal cross-check remains partial. Private contracts, site audits and individual costs remain outside the corpus.
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Sources

Documents checked on 3 November 2026. Each notice identifies the relevant passages, status and limitations.

	[1] · European Commission services · Version 1.4, 4 September 2026 · Checked on 3 November 2026
Cyber Resilience Act implementation FAQs, version 1.4

Administrative explanation of support and remaining stock: units placed in January 2028 have support until January 2033 and may subsequently be resold. Newly placed units require their own support period.
Passages and scope
Opening disclaimer and version table, p.1; §§4.5.1–4.5.3, pp.48–51, especially the resale example on p.51; transition §1.4, p.10. Living Commission-services document; it neither states an official Commission position nor gives a binding legal interpretation. Its example is hypothetical. The assumed five years does not establish suitable support for every industrial product. Official Markdown downloaded and read; the original official 66-page PDF was also downloaded and extracted. Pages 50–51 were rendered, inspected and cross-checked against the example and qualifications.

	[2] · European Parliament and Council of the European Union · Adopted 23 October 2024; published 20 November 2024; relevant corrigenda checked · Checked on 3 November 2026
Regulation (EU) 2024/2847, Cyber Resilience Act

Scope and definitions, justified support, update availability, reporting, substantial modification, conformity assessment, oversight and transition. Article 14 applies from 11 September 2026; Chapter IV from 11 June 2026; general application from 11 December 2027.
Passages and scope
Articles 2–3,7,13(8),(9),(12),(19),14,21–22,32,52–56,69–71; Annex I; recitals 39 and 60. Original English PDF: pp.9–10,15,28–32,35–40,44–45,49–50,57–60,66–69. 2 July 2025 corrigendum: French article 69(3). Previously placed units differ from new units of the same model. For other persons under article 22, substantial modification and making the product available are separate conditions. Five-year support is qualified; access to an existing fix is distinct from new vulnerability handling and deployment. No individual legal classification is decided. Cited provisions of the official English PDF read through EUR-Lex. Direct HTML returned a 202 challenge; no full bilingual HTML reading is claimed. Official indexed French consolidation and 2 July 2025 corrigendum cross-checked the wording “before 11 December 2027”. The 17 October 2025 corrigendum and sectoral 2025/327 amendment effective 26 March 2027 were checked for relevance.

	[3] · European Commission, Directorate-General for Communications Networks, Content and Technology · Page last updated 11 September 2026 · Checked on 3 November 2026
Cyber Resilience Act: reporting obligations

Manufacturer reporting from 11 September 2026 for actively exploited vulnerabilities and severe incidents affecting covered product security, designated recipients and the single reporting platform.
Passages and scope
Opening paragraph; main-rules, recipients and platform sections; separate statement that open-source software stewards’ article 24(3) duties apply from 11 December 2027. Explanatory page; the regulation governs. Reporting triggers retain their specific conditions. A notification establishes neither complete remediation nor installation of an update at an individual site. Official HTML page read; its explicitly displayed last-update date was checked.

	[4] · European Union / EUR-Lex · 14 December 2022; published 27 December 2022; corrigendum 22 December 2023 · Checked on 3 November 2026
Directive (EU) 2022/2555, NIS2

Entity scope and categories, governance, suppliers, proportionality, reporting and supervision.
Passages and scope
Articles 2–3, 6(39), 20–21, 23, 31–34 and 41; Annex II, points 4–5. Documentary consolidation 02022L2555-20221227; applicable French measures require a separate national-law check. Official PDF read through the web tool for the cited provisions; local HTTPS retrieval met a JavaScript challenge.

	[5] · ANSSI · Undated page · Checked on 3 November 2026
NIS 2, MesServicesCyber

Stated status of French preparations: ongoing transposition, pre-registration and the ReCyF working draft.
Passages and scope
Introduction, cyber-risk management and ReCyF overview. Live administrative guidance; simplified thresholds replace neither articles 2–3 nor applicable national legislation. Official page read directly on 3 November 2026; HTML copy received with HTTP 200.

	[6] · ANSSI / MonEspaceNIS2 · Updated 13 March 2025 · Checked on 3 November 2026
NIS2 FAQ, food production, processing and distribution

Wholesale distribution, industrial production or industrial processing are non-cumulative activities, alongside the other scope tests.
Passages and scope
Answer concerning Annex II.4 and closing legal disclaimer. The FAQ expressly has no legal force; national definitions are to be set by decree and size conditions still apply. Official page text read from the HTML copy received with HTTP 200.

	[7] · ANSSI · Version dated 17 March 2026; publicly available from 17 March 2026 according to ANSSI · Checked on 3 November 2026
ReCyF, French Cyber Reference Framework, version 2.5

Contractor agreements, patch preparation and deployment, rollback, and mitigation of technical or operational constraints.
Passages and scope
Printed pages 1, 3, 11 and 14; objective 3 and measures 5.B.4–5.B.9. Working draft. The status of proposed measures and the distinction between important and essential entities remain material. Official PDF downloaded from two ANSSI links with identical bytes; pages 1, 3, 11 and 14 extracted, rendered and inspected.

	[8] · ANSSI · Undated page · Checked on 3 November 2026
The NIS 2 Directive

ReCyF availability from 17 March 2026 and its preparatory, generally non-mandatory compliance approach.
Passages and scope
ReCyF and Resilience Bill paragraphs. This administrative overview alone cannot establish the entire body of national law in force. Official text read directly through the web tool; local retrieval returned a technical verification page.

	[9] · ENISA · 8 December 2025 · Checked on 3 November 2026
NIS Investments 2025, main report

For 2024, the median cybersecurity-to-IT spending ratio is 9%. Fieldwork ran from May to August 2025 with 1,080 professionals; 83% represented large organisations.
Passages and scope
Figure 3, page 10; profiles and methodology, pages 34–35 and 37. Voluntary stratified Annex I high-criticality sample, prioritising large organisations, without market-size weighting; neither a causal NIS2 cost nor a retailer quotation is established. Current PDF linked from the ENISA catalogue downloaded; pages 10, 34, 35 and 37 extracted, rendered and inspected.

	[10] · French National Assembly · 27 October 2026 · Checked on 3 November 2026
First sitting of Tuesday 27 October 2026, PHP vulnerability and the NIS2 Directive

Minister Roland Lescure confirms the bill’s removal from the early-October agenda and expresses the wish for a later examination.
Passages and scope
Exchange with Patricia Lemoine, especially the ministerial response on NIS2 scheduling. A dated statement about proceedings, without a guaranteed future timetable or an exhaustive account of applicable French legislation. Official exchange read directly; HTML copy downloaded with HTTP 200.


Chapter 7
Industrial resilience: recovery has a capacity limit
Published 4 November 2026
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Backups, spare equipment and an on-call contract only preserve operating hours when people can put them to work. The final part of this series examines recovery capacity, shared dependencies and the economics of keeping a usable fallback ready.

On 26 March 2019, a week after the cyberattack on aluminium producer Norsk Hydro, a single company update described two very different industrial situations. For three business units within Extruded Solutions, Hydro reported an aggregate production rate of 70–80%, without detailing the denominator. A fourth, Building Systems, remained almost at a standstill. Elsewhere, production was running normally, sometimes with more manual work. Fallback capacity already had a geography, a workforce and a limit. 1

On the day of the attack, 19 March, Hydro had announced that it was isolating its operations and switching to manual procedures wherever possible. It also reported stoppages caused by an inability to connect to production systems. The contrast between operations raises a practical question behind the broad promise of resilience: which functions remain available when the usual computing environment disappears? 2

This final instalment examines the resources that allow a business to keep going. The earlier articles followed machine commands, remote access, evidence, losses and regulation. The remaining question is how to fund a fallback that can actually be used. Public documents explain the mechanisms. An entirely hypothetical numerical case then shows how the number of available recovery teams changes the cost of an outage. Its inputs make the arithmetic inspectable; they are neither market prices nor an attack forecast.
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FIG. 01 Hydro, 26 March 2019: reported operating conditions one week after the attack. The 70–80% rate covers three Extruded Solutions units; other states remain qualitative. [01] [02] Method and scope
Company disclosures dated 26 and 19 March 2019. The aggregate 70–80% rate covers Extrusion Europe, Extrusion North America and Precision Tubing; its detailed denominator is not provided. “Normal” and “almost at a standstill” are company assessments; no 100% or 0% is imputed. A map of reported states, not an avoided-loss estimate or a reconstruction of internal architecture.


Start with the function that needs to survive

In its retrospective account, updated on 15 May 2024, Hydro puts the total cost of the attack at approximately NOK 800 million. It describes labour-intensive workarounds. This remains the affected company’s estimate for one event at its own scale. The figure conveys the size of the disruption; the separate contributions of architecture, staff and manual operation to avoided losses remain unknown. 3

The story could easily become an argument for going back to paper. A more useful investigation asks what makes temporary operation feasible. For a refrigerated warehouse, for example, that would mean examining temperature control, monitoring, decisions about stock and available staff together. This is an analytical example, not a reconstruction of an attacked installation or advice on permissible temperatures.

The UK’s National Cyber Security Centre (NCSC) describes the target as minimum viable operations: a level at which an organisation can operate safely, meet its obligations and retain the trust of partners. It is a definition built around the service being delivered. An application may be accessible again while the operation that depends on it remains too fragile to resume. 4

An operator’s first useful expenditure might therefore fund the work of specifying which function must continue, for how long, using which resources, and under what conditions it must be stopped. Those answers give the budget a purpose. They help distinguish the case for stronger protection, local autonomy or faster restoration.

The industrial security guide from the US National Institute of Standards and Technology (NIST) follows this logic by calling for recovery objectives to be set before selecting the means, including spare inventory where those objectives justify it. This article uses the final September 2023 edition. A notice dated 21 September 2026 points to an initial Revision 4 draft, with comments due by 30 November. Its draft status is kept separate. 5 6

Two devices can share one point of failure

Redundancy provides an additional resource capable of taking over a function. An isolated hardware failure and the compromise of a shared administrative route test that arrangement in different ways. NIST explicitly observes that redundancy in supervisory control systems may be insufficient against a malicious attack. 5

Consider a hypothetical arrangement in which two control devices are administered through the same account and environment. Duplicating the devices leaves that shared dependency in place. Assessing the fallback requires examining what would happen to both devices if that environment were lost or compromised, then identifying which functions would survive. The diagram below asks that question. It represents no particular product or victim.

Separating dependencies brings costs of its own. Distinct access routes need management, configurations need to remain consistent, and staff need to understand the recovery options. Technical diversity can make maintenance harder. The investment decision should identify which common causes of failure it addresses and how much additional work the design creates.

Guidance published by the NCSC on 1 October 2026 connects limiting the impact of compromise with network segmentation, protected backups and control of administrative privileges. These measures describe ways to contain damage. Their effectiveness in a particular installation still needs local evidence. 7
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FIG. 02 Hypothetical diagram: two devices can share one administrative environment. Fallback assessment must trace that dependency and the resources required for a separate recovery path. [05] [08] [07] Method and scope
Teaching diagram based on NIST and NCSC mechanisms. It depicts no real network, product or operating protocol. The recovery branch identifies dependencies to demonstrate, not a certified design. Actual separation, surviving functions and safety conditions require local assessment.


Isolation poses a related test. A plant may rely on a remote service for a function whose loss has physical consequences. The NCSC recommends an isolation plan linked to service continuity, tested and designed for multi-site situations, with suppliers included in the planning. 8

The investment can buy an operational choice: suspend a compromised connection while retaining necessary functions, or arrange a controlled shutdown. The business case can specify the resources needed to preserve that choice and the conditions for using them. Its value depends on the extent of disruption it can contain and the operating conditions it preserves, rather than the number of devices installed.

Recovery has a capacity limit

Recommendation R76 in the November 2025 industrial security guide from ANSSI, France’s cybersecurity agency, calls for recovery priorities to be agreed with management. It recognises that several sites may be affected together and may have different levels of criticality. This class C1 recommendation exposes a central constraint: restoration needs can arrive simultaneously, while available resources have to be allocated. 9

To make that constraint visible, take six fictional sites, each losing the same function. The safety conditions required for intervention are assumed to have been met. Two teams become available two hours after the interruption begins. Each restoration job, including validation, takes four hours. Parts and configurations are ready, sites have equal priority, and travel between jobs takes no time in the model. These assumptions deliberately simplify the problem.

With two teams, two sites are restored at hour six, another two at hour ten, and the last pair at hour fourteen. Adding those durations gives 60 site-hours of unavailability. One hour without the function at one site is one site-hour. This unit measures cumulative interruption; the elapsed time until the last site is restored is fourteen hours.

A third team, available at the same time and equally productive, restores three sites at hour six and three at hour ten. The total falls to 48 site-hours. The improvement is twelve site-hours. The first restoration still occurs at hour six, while the final restoration moves from hour fourteen to hour ten. The extra team changes waiting time, with different benefits for sites at different positions in the queue.
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FIG. 03 Wholly hypothetical case: six sites, two-hour mobilisation, four hours per completed job. Two teams produce 60 site-hours of unavailability; three teams, 48. [09] Method and scope
Entirely fictional l0g calculation: six site functions unavailable from t = 0; two-hour mobilisation; four-hour complete jobs, including validation. Identical equal-priority sites and interchangeable teams; safety prerequisites met before work, parts, configurations and trusted tools ready; no travel, handover delays or shared bottleneck. Two-team finish times: 6, 6, 10, 10, 14, 14 h, totalling 60 site-hours. Three teams: 6, 6, 6, 10, 10, 10 h, totalling 48. Saving: 12 site-hours; first restoration unchanged at 6 h, final restoration advanced from 14 to 10 h. Blocks show work only; totals include mobilisation and waiting. ANSSI R76 motivates the multi-site question and supplies none of these durations. Safety and service criticality take priority over the fictional equal ordering.


The calculation exposes a straightforward contractual question. A business paying for on-call support needs to understand which resources would be available if several customers called at once. The supplier’s customer base, priority commitments and available skills become relevant evidence. The NCSC’s continuity guidance includes suppliers and asks organisations to consider an abrupt loss of their services. 10

The model becomes less favourable when a prerequisite is missing. A shared investigation may block every team; only one person may be authorised to validate restoration; a component or trusted recovery environment may be unavailable. Useful capacity is then constrained by that bottleneck. Funding another team should be compared with funding the prerequisite that would allow the teams already present to work.

For a real organisation, every duration would require a measurement or a documented assumption. Sites would need individual treatment, and supplier-unavailability scenarios would need examination. A priority driven by human safety or an essential service takes precedence over the convenient ordering used here.

Saved operating hours and the break-even threshold

Continue with this hypothetical case only. Suppose the arrangement providing access to the third team costs €30,000 to establish and €6,000 a year to maintain. Over five years, the incremental budget is €60,000. These are teaching inputs, unrelated to a quotation or pay agreement. They stand for an assumed available capability whose actual procurement and staffing would need investigation.

For the exercise, each site-hour of outage causes €2,500 of permanently lost contribution margin. This is the revenue that would have contributed to continuing fixed costs and profit after deducting the variable costs avoided. Sales merely delayed and later recovered would require a different calculation. The twelve site-hours saved therefore preserve €30,000 per incident of the specified kind.

Two identical incidents over five years arithmetically offset the €60,000 cost. This conditional break-even threshold describes two comparable events; their future frequency requires a separate estimate. Physical damage, insurance recoveries, tax and effects on other firms sit outside the model. Amounts are constant, with no inflation or discounting and zero assumed residual value. Incident-time expenditure is assumed identical under both arrangements, so it has no effect on the calculated difference.
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FIG. 04 The hypothetical case links €60,000 of additional five-year cost to twelve site-hours saved per event. At €2,500 of lost contribution per site-hour, break-even requires two comparable events. Method and scope
All values are fictional. Cost = 30,000 + 5 × 6,000 = €60,000. Conditional benefit = 12 site-hours × permanently lost contribution per site-hour. Threshold = cost / benefit. Sensitivity: €1,000, €2,500 and €5,000 per site-hour yield 5, 2 and 1 comparable events in five years. Constant euros assumed; no discounting, tax, residual value or estimated event probability. Incident-time expenses assumed identical between options. Physical damage, insurance and third-party effects excluded. Safety is a prerequisite.


Sensitivity is immediate. At €1,000 of lost contribution per site-hour, the improvement is worth €12,000 per incident and the threshold rises to five events over the period. At €5,000, one event is sufficient in the model. These are three economic assumptions, not a confidence interval or industry estimate. They show why identical recovery equipment can have very different value depending on the function it supports.

Management can use the threshold to ask for the missing evidence: the value of output that would genuinely be irrecoverable, contractually available capacity, tested mobilisation time and the period over which the assumptions remain credible. Any probability introduced later needs its own basis, limitations and sensitivity analysis. A convenient round number would turn an incomplete understanding into an apparently precise return.

Financial comparison operates within the set of options compatible with safety and applicable obligations. Some spending serves protective or continuity requirements whose value extends beyond the firm’s own earnings. The model helps compare resources; qualified people still have to establish safe operating conditions.

Maintaining capacity while it waits

Initial expenditure is the easiest part to display. A replacement component occupies a place in inventory. Its future usefulness also depends on compatibility, configuration and the ability to commission it. NIST includes installation media, licence keys and configuration information among the items needed for usable backups. The conditions in which spare equipment is stored also matter to recovery. 5

Someone must own that continuity of knowledge. Every system change raises a question about which recovery resources and evidence need review. Reserving human capacity similarly requires retaining skills and access to useful information. ANSSI specifically addresses the transfer of knowledge when people leave or change roles. 9

Recurring expenditure can maintain a readiness that is largely invisible during normal operation: training time, checks on spares, exercise preparation or review of a supplier commitment. Assessing it means linking each item of spending to the capability it keeps available. A procurement list alone would provide little information about how that capability changes over time.

The NCSC recommends keeping recovery information secure and separate from primary systems, and documenting infrastructure dependencies. It calls for clarity about incident response and system reconstruction, which may be delivered under different service arrangements. 11

That distinction provides a useful way to read an invoice. Is the organisation buying available expertise, reconstruction work, a parts reserve or evidence that a working combination can be restored? Several may be needed, but they deliver different outcomes. Acceptance should connect the purchased service with the function being funded and the conditions under which it was tested.

A useful rehearsal produces bounded, dated evidence

The NCSC distinguishes tabletop exercises, which examine roles and decisions, from technical testing that reveals practical restoration difficulties. They answer complementary questions. A discussion can expose missing decision-making authority; a test can reveal that a particular step takes longer than expected. 10

For an industrial installation, such verification requires an authorised scope, a prior risk assessment and conditions for stopping the exercise. The approach proposed here is documentary: prepare questions with the operator, control engineers and safety specialists through the authorised process, preserving its safety and continuity requirements.

Useful evidence records the version tested, the function restored, the people and resources actually present, elapsed time and the limitations encountered. It also records favourable test conditions: parts already on site, a prepared test environment or advance notice to a supplier. These details help establish what the result can reasonably imply for a different crisis.
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FIG. 05 Two kinds of evidence complement each other: a tabletop exercise tests decisions, while an authorised technical test measures recovery within a defined scope. Capability must be reassessed when its dependencies change. [09] [11] [10] [13] Method and scope
Editorial governance diagram based on ANSSI and NCSC recommendations. A tabletop exercise does not by itself establish a restoration time. A technical test needs process-specific planning, competent authorisation, safety conditions and a rollback route. The diagram prescribes no intervention or technical threshold. Changes may require impact assessment, followed by a targeted test where appropriate.


Human practice needs its own place. The NCSC’s staff-preparation guidance recommends exercises and alternative communications when familiar tools are unavailable. 12 The budget question then becomes specific: has time for that preparation been allocated, and which teams have actually received it?

The strongest argument against continually adding recovery resources is the complexity they create. An unfamiliar fallback may delay decisions; a security change may disturb the process; a second operating arrangement requires maintenance of its own. ANSSI asks organisations to ensure cyber controls preserve degraded operating modes. The NCSC also notes that containment decisions can themselves cause disruption. 9 13

A test must therefore be allowed to disappoint. If an additional intervention does little for the priority function, money can be redirected towards the delay, skill or dependency that matters more. That learning loop gives testing value even when the originally proposed solution becomes less attractive.

Fund the capability, then check that it still exists

Across an industry, the same question applies to specialists, spare parts and shared services. Pooled capacity can lower individual preparation costs; its sizing needs to be tested against simultaneous demand. This is an inference from the mechanism examined here, not a claim to have measured a national shortage of technicians or equipment.

A buyer can ask how priorities will be set, which resources are reserved and what remains available if the provider is affected too. A funder can ask which improvement has been observed and under what conditions. An operator can document the level of service it can sustain and how long its people can sustain it. These questions connect the contract to the physical function that needs protection.

Across these seven parts, a remote command connects equipment with the people, service providers and rules that shape its operation. An incident leaves evidence and losses whose consequences require their own assessment. A resilience budget funds a specific capability in a specific setting. Its quality rests on the service preserved and the recovery demonstrated, with a verification date and the resources needed to do it again.


The numerical case, spelled out

l0g teaching model: six site functions unavailable from hour zero; teams mobilised at hour two; four hours per complete job; independent work, interchangeable teams, material resources ready and zero travel time. Two teams finish at 6, 6, 10, 10, 14 and 14 hours; three finish at 6, 6, 6, 10, 10 and 10. Totals: 60 and 48 site-hours. Five-year incremental cost: €30,000 + 5 × €6,000 = €60,000. Benefit per event: 12 × €2,500 = €30,000. Threshold: €60,000 ÷ €30,000 = two comparable events. Attack frequency remains unknown, and the threshold preserves that uncertainty.

Research scope

Documentary research checked on 3 November 2026. The Hydro case retains the dates and scopes of the company’s 2019 statements and its account updated in 2024. The contribution of individual measures to avoided losses remains unknown. Agency recommendations retain their status and context. The model, its durations and every monetary input are wholly hypothetical; the assumptions and arithmetic appear above. Private contracts, site audits and live installations remain outside the research.

Further reading


	Part 1: supermarket freezers become a target.

	Part 2: who actually controls the machines?.

	Part 3: remote maintenance and contractor access.

	Part 4: industrial sabotage and attribution.

	Part 5: stock loss, insurance and cash.

	Part 6: European rules, support and installed equipment.



Sources

Documents checked on 3 November 2026. The notices identify relevant passages, dates and the scope of each source.

	[1] · Norsk Hydro · 26 March 2019 · Checked on 3 November 2026
Update on cyber attack March 26

Reported output of 70–80% across Extrusion Europe, Extrusion North America and Precision Tubing; Building Systems almost at a standstill. Status of other operations and manual work.
Passages and scope
Operational status: three Extruded Solutions units; normal output elsewhere, sometimes with more manual work. Company disclosure. The detailed capacity denominator and site tonnages are not provided. The rate excludes Building Systems; no percentage is imputed to that unit. Full official page read directly on 3 November 2026.

	[2] · Norsk Hydro · 19 March 2019 · Checked on 3 November 2026
Update: Hydro subject to cyber attack

Reported isolation of operations and manual work where possible; inability to connect to production systems.
Passages and scope
Opening statement and operational status, especially Extruded Solutions and Rolled Products. Day-of-incident disclosure. No internal architecture or causal estimate of a control’s effectiveness is supplied. Full official page read directly on 3 November 2026.

	[3] · Norsk Hydro · Updated 15 May 2024; March 2019 incident · Checked on 3 November 2026
Cyber-attack on Hydro

Retrospective estimate of around NOK 800 million and labour-intensive manual workarounds.
Passages and scope
Cyber-attack on Hydro in brief; total-cost estimate and displayed update date. Company estimate, without avoided-loss measurement or a comparable prevention budget. No net-of-insurance calculation or euro conversion. Full official page read directly on 3 November 2026.

	[4] · NCSC, United Kingdom · Published 28 July 2026; reviewed 1 October 2026 · Checked on 3 November 2026
Recovering from a highly disruptive cyber attack: 2. Recovery and ongoing investigations

Minimum viable operations, recovery organisation, and workarounds requiring review and reassessment.
Passages and scope
§2.1, MVO definition; §2.2.4, workarounds, security review, data reconciliation and review dates. General UK guidance. Minimum operations depend on the organisation; no universal throughput or avoided-loss rate is established. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[5] · National Institute of Standards and Technology (NIST) · Final publication, September 2023 · Checked on 3 November 2026
Guide to Operational Technology Security, NIST SP 800-82 Revision 3

Redundancy and common dependencies, usable backups, recovery objectives, reconstitution and component availability. Recovery objectives can justify spare inventory where other means are insufficient. Human and environmental safety take precedence over restarting operations.
Passages and scope
Page 12; §6.2.4.3, pp.112–113; §6.2.4.5, pp.114–115; Appendix F, CP-9 and CP-10, pp.250–251; SR-5(1), p.297. Corresponding PDF pages: 29, 129–132, 267–268 and 314. Guidance used voluntarily by nongovernmental organisations. Duplication does not establish independence against malicious compromise. Equipment, testing and restored state need process-specific assessment; no universal recovery duration, operating procedure or avoided-loss estimate is established. Revision 4 remains a separate draft. Official 316-page PDF downloaded and cited passages read. Printed page 114 rendered and inspected; version and status cross-checked against the current NIST publication page.

	[6] · NIST, Computer Security Resource Center · September 2023 final-publication page; planning note dated 21 September 2026 · Checked on 3 November 2026
Official publication status of NIST SP 800-82 Revision 3

The page distinguishes final Revision 3 from the initial public draft of Revision 4, published on 21 September 2026 with comments due on 30 November 2026.
Passages and scope
Date Published, Planning Note (09/21/2026) and Document History; linked Revision 4 Initial Public Draft page, whose displayed dates were also read. This source establishes documentary status as reviewed. Publishing an initial draft does not make it final or legally binding. No future comment outcome or revision is assumed. Official page read directly, together with the linked initial Revision 4 draft page.

	[7] · NCSC, United Kingdom · Published and reviewed 1 October 2026 · Checked on 3 November 2026
Reducing the risk of highly disruptive cyber attacks: 3. Limiting the impact of a successful compromise

Segmentation, backup protection and privilege controls to constrain attacker movement and damage.
Passages and scope
§§3.1–3.4, especially segmentation (§3.2) and backups and administrative access (§3.4). Recommended mechanisms whose effectiveness needs contextual validation. No risk-reduction percentage is assigned. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[8] · NCSC, United Kingdom · Displayed publication 14 January 2026; displayed review 18 March 2024; version 1.0 · Checked on 3 November 2026
Secure connectivity principles for OT: Principle 8, Establish an isolation plan

Isolation planning linked to continuity, testing, independent functions where possible, suppliers and multi-site scenarios.
Passages and scope
Opening paragraphs, multi-site dependencies and critical flows; the three isolation strategies. Guidance requiring assessment of physical consequences and applicable commitments. The displayed dates are chronologically inconsistent; no correction or new chronology is inferred. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[9] · ANSSI, French Republic · Version 2.0, 27 November 2025, ANSSI-PA-108 · Checked on 3 November 2026
Industrial systems cybersecurity: detailed measures, version 2.0

Backups and restoration tests, skills, continuity plans, multi-site reconstruction priorities and preservation of degraded modes. R8–R11, R15, R73–R74 and R76–R77 are labelled C1; R75 and R82 are labelled C2.
Passages and scope
Disclaimer, p.1; reading conventions and C1–C4 table, p.6; R8–R11, p.30; R15, p.32; R73–R75, p.49; R76–R77, p.50; R82, p.51. Unless otherwise specified by regulation, these are non-normative recommendations requiring prior adaptation and validation. C1 covers classes 1–4; C2 covers classes 2–4. The annual testing references in R75/R82 are not universal legal deadlines. Criticality and safety supersede the article’s illustrative equal-priority order. Current official 124-page PDF downloaded; cited passages extracted and read. Printed pages 49–50 rendered and inspected to confirm wording and C1/C2 labels.

	[10] · NCSC, United Kingdom · Published and reviewed 1 October 2026 · Checked on 3 November 2026
Preparing for highly disruptive cyber incidents: 1. Prepare your business continuity

Priority services, partner dependencies, sudden supplier unavailability and continuity exercises.
Passages and scope
§§1.1–1.4: services and dependencies; partners and suppliers; rebuilding; tabletop versus technical recovery testing. General guidance without a guaranteed recovery time or supplier availability commitment. Tabletop exercises and technical tests address different objectives. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[11] · NCSC, United Kingdom · Published and reviewed 1 October 2026 · Checked on 3 November 2026
Preparing for highly disruptive cyber incidents: 3. Prepare your technical recovery capability

Documentation accessible outside primary systems, tested backups and restoration, dependencies, and the scope of incident-response and rebuilding suppliers.
Passages and scope
§§3.1–3.4; §3.6 for OT; §3.7 for supplier skills and responsibilities. The guide calls for clear responsibilities: incident response and rebuilding may have different service scopes. It mandates neither two separate teams nor any victim’s actual contracted capacity. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[12] · NCSC, United Kingdom · Published and reviewed 1 October 2026 · Checked on 3 November 2026
Preparing for highly disruptive cyber incidents: 2. Prepare your people

Exercises involving technical and business roles, alternative communications, delegated decisions and staff capacity.
Passages and scope
§§2.1–2.3; §§2.4–2.6 for welfare, skills and external assistance. Staff-preparation guidance; no universal headcount, mobilisation time or effectiveness gain is quantified. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.

	[13] · NCSC, United Kingdom · Published and reviewed 1 October 2026 · Checked on 3 November 2026
Preparing for highly disruptive cyber incidents: 4. Prepare to make critical decisions

Decision authority, pre-agreed principles and assessment of the consequences of pre-emptive containment.
Passages and scope
Opening section and §4.1, containment decisions and disruption that containment itself can cause. General guidance subject to context, obligations and risk appetite. No operating disconnection command or site-specific safety threshold is supplied. Complete official HTML copy received with HTTP 200; cited passages and displayed dates read directly.


Retaining control through to recovery
A shop can regain refrigeration before its shelves are replenished. That sequence captures the difficulty running through this book: recovery comprises several states, each with its own conditions and evidence. Control works again; measurements become usable; a decision is made about the food; products can be offered for sale. Understanding a site’s position requires knowing which of those stages is meant by “restored”.

Control of a machine is built through the relationships that make those stages possible. An operator can own the equipment while another company holds the configuration, manages access or supplies the expertise needed to make a change. The documentation examined here gives those dependencies names. Contracts and deployed settings must then establish authority, responsibilities and the means of changing contractor. Remote maintenance retains its value when that arrangement makes repairs timely and the reach of access understandable.

Records deserve as much attention as equipment. A target setting, an air reading and an observation about the food describe different objects. An average summarises a series; a timestamp carries the limitations of its clock. Comparing those records makes an account open to challenge and verification. Attribution requires further steps connecting a technical act to a person and, potentially, a sponsor. The uncertainties retained in this book identify the evidence still needed to complete that argument.

Money moves through several channels. Spoiled inventory, lost contribution and newly purchased stock affect profit and cash in different ways. Insurance can transfer part of the burden under the applicable wording and the evidence in the claim. Acceptance of a claim and receipt of payment each have their own date. Assessing financial recovery requires following the reconciliation through to expenses paid and funds actually available.

Manufacturers’ commitments meet operators’ responsibilities in the installed fleet. A support end date indicates how much time remains for vulnerability handling; an available patch establishes access to a file. Deployment requires people and validation suited to the installation. European legislation makes some of these commitments more explicit. Their effect on the ground will also depend on purchasing, contracts, supervision and the resources assigned to the work.

Preparing for recovery ultimately means choosing a capability. The last chapter’s fictional model shows how an additional team can shorten the wait at some sites. Its financial threshold leaves incident frequency unknown. A real business would need evidence about durations, permanently lost activity and the availability of qualified people. Hydro supplies a dated industrial account; the benefits of a fallback arrangement would require their own evidence.

Useful evidence of preparation could therefore fit within a specific dossier: the function to preserve, its known dependencies, reserved resources, the version tested and the limits of the exercise. Continuity guidance recommends involving suppliers and exercising plans; industrial interventions belong within authorised teams’ safety arrangements. This discipline connects spending to a capability still available when several clients call at once. Machines will keep ageing and contracts will change. Retaining control means checking that people still have the means to operate them.
Sixteen terms for following the machines
Operational technology (OT)
Digital systems that monitor or control a physical process, such as refrigeration. Security has to account for physical operation, availability and personal safety.
Chapters: 1 · 2 · 3 · 4 · 6 · 7
	SP 800-82 Revision 3: Guide to Operational Technology Security · Chapter 2, reference 03. · Chapter 2, reference 3

Target temperature
The target value requested of a control system. It differs from the temperature measured by a sensor and the temperature reached within the stored product.
Chapters: 1 · 2 · 4
	Refrigeration controllers · Chapter 1, reference 06. · Chapter 1, reference 6
	Directive 89/108/EEC on quick-frozen foodstuffs, consolidated 1 July 2013 · Chapter 1, reference 12. · Chapter 1, reference 12

Cold chain
Maintaining the temperature conditions needed to preserve food during production, storage, transport and sale. Requirements depend on the product and applicable rules.
Chapters: 1 · 5
	Regulation (EC) No 852/2004 on the hygiene of foodstuffs, consolidated 24 March 2021 · Chapter 1, reference 11. · Chapter 1, reference 11
	Directive 89/108/EEC on quick-frozen foodstuffs, consolidated 1 July 2013 · Chapter 1, reference 12. · Chapter 1, reference 12

Supervisory control and data acquisition (SCADA)
Systems that collect process data, display operating conditions and enable specified control actions. Functions can be distributed across components; supervision and local control have dependencies that require examination.
Chapters: 2 · 4
	SP 800-82 Revision 3: Guide to Operational Technology Security · Chapter 2, reference 03. · Chapter 2, reference 3

Remote maintenance
Maintenance performed remotely that can modify equipment settings or programs. It differs from observation-only remote diagnosis and from routine remote operation.
Chapters: 2 · 3
	Cybersecurity for industrial systems: detailed measures, ANSSI-PA-108 v2.0 · Chapter 2, reference 05. · Chapter 2, reference 5
	Industrial-system cybersecurity: detailed measures · Chapter 3, reference 10. · Chapter 3, reference 10

Reversibility
The ability to change a solution or supplier while retaining the functions and information needed to operate. For machinery, this depends in part on access to configurations, documentation and relevant expertise.
Chapters: 2 · 3
	Secure by Demand: priority considerations for selecting OT products · Chapter 2, reference 12. · Chapter 2, reference 12
	Cybersecurity requirements for industrial-system integration and maintenance providers · Chapter 3, reference 07. · Chapter 3, reference 7

Timestamping
Assigning a date and time to an event. Comparing logs requires knowledge of timezone, clock offsets, precision and the coverage of the records.
Chapters: 1 · 4
	SP 800-82 Revision 3: Guide to Operational Technology Security · Chapter 4, reference 04. · Chapter 4, reference 4
	Incident management: technical response capabilities · Chapter 4, reference 05. · Chapter 4, reference 5

Cyber attribution
Analysis linking cyber activity to operators or an organisation through technical and contextual evidence. Identifying activity, a person and a sponsor involves distinct conclusions.
Chapters: 4
	Cyber Threat Intelligence Framework · Chapter 4, reference 11. · Chapter 4, reference 11
	R46974: Cybersecurity: Selected Cyberattacks, 2012–2024 · Chapter 4, reference 12. · Chapter 4, reference 12

Business interruption loss
The consequences of interrupted operations, including lost contribution or margin and some additional expenses. Economic calculations and the definition in an insurance policy must each be read within their own scope.
Chapters: 5 · 7
	Business-interruption insurance for companies · Chapter 5, reference 04. · Chapter 5, reference 4

Insurer subrogation
Following payment, the insurer succeeds to the insured’s rights against the responsible third party, up to the amount paid and subject to legal conditions. The recovery action has its own outcome and timetable.
Chapters: 5
	French Insurance Code, article L121-12 · Chapter 5, reference 13. · Chapter 5, reference 13

Cyber Resilience Act (CRA)
EU legislation on the cybersecurity of digital products within its scope. It organises product requirements, vulnerability handling and reporting, with distinct application dates.
Chapters: 6
	Regulation (EU) 2024/2847, Cyber Resilience Act · Chapter 6, reference 02. · Chapter 6, reference 2
	Cyber Resilience Act: reporting obligations · Chapter 6, reference 03. · Chapter 6, reference 3

NIS2 Directive
EU directive addressing cybersecurity risk management and reporting at organisations within scope. Activities, size and other criteria determine coverage; national transposition has its own timetable.
Chapters: 6
	Directive (EU) 2022/2555, NIS2 · Chapter 6, reference 04. · Chapter 6, reference 4

Support period
Under the CRA, the period during which the manufacturer must handle vulnerabilities in the covered product. Its end date differs from the availability period of previously issued updates and from the final customer’s purchase date.
Chapters: 6
	Regulation (EU) 2024/2847, Cyber Resilience Act · Chapter 6, reference 02. · Chapter 6, reference 2
	Cyber Resilience Act implementation FAQs, version 1.4 · Chapter 6, reference 01. · Chapter 6, reference 1

Minimum viable operations (MVO)
The level of activity that lets an organisation operate safely, meet obligations and retain stakeholders’ trust during disruption. It is defined through services delivered and the resources they require.
Chapters: 7
	Recovering from a highly disruptive cyber attack: 2. Recovery and ongoing investigations · Chapter 7, reference 04. · Chapter 7, reference 4

Redundancy
Provision of another resource able to take over a function. Its value depends in part on possible common failures: two devices may share administration access, power or another dependency.
Chapters: 2 · 7
	Guide to Operational Technology Security, NIST SP 800-82 Revision 3 · Chapter 7, reference 05. · Chapter 7, reference 5

Service continuity
Arrangements to preserve priority functions and restore services during disruption, taking account of people, suppliers, dependencies and operating conditions.
Chapters: 3 · 4 · 7
	Preparing for highly disruptive cyber incidents: 1. Prepare your business continuity · Chapter 7, reference 10. · Chapter 7, reference 10
	Secure connectivity for OT, principle 8: establish an isolation plan · Chapter 3, reference 17. · Chapter 3, reference 17

Evidence for the introduction and conclusion
	CERTFR-2026-ALE-012: incident targeting remote refrigeration controllersIntroduction, paragraph 2; Conclusion, paragraph 1: alert, connection functions and restoration.
Chapters: 1

	Regulation (EC) No 852/2004 on the hygiene of foodstuffs, consolidated 24 March 2021Introduction, paragraph 1; Conclusion, paragraphs 1 and 3: food preservation and operator responsibility.
Chapters: 1

	User Guide, System Manager AK-SM 800A, BC337629891709en-001101Conclusion, paragraph 3: the manufacturer’s food-safety reporting and averaging function.
Chapters: 1

	AK-SM 800A user guide, SW 5.1.x, BC337629891709en-001101Introduction, paragraph 3; Conclusion, paragraph 2: settings transferred between supervision and field controllers.
Chapters: 2

	S7-1200 Programmable controller · V20 · Execution of the user programIntroduction, paragraph 3: local execution and S7-1200 operating modes.
Chapters: 2

	Secure by Demand: priority considerations for selecting OT productsConclusion, paragraph 2: purchasing criteria, configurations and owner control.
Chapters: 2

	Secure Remote Access to FlexEdge Using Talk2mIntroduction, paragraph 3: HMS network reachability, separate from application permissions.
Chapters: 3

	Secure remote access to the cloud for industrial machinesIntroduction, paragraph 3; Conclusion, paragraph 2: customer approval and temporary access advertised by IXON.
Chapters: 3

	Cyber Threat Intelligence FrameworkIntroduction, paragraph 4; Conclusion, paragraph 3: attribution levels and limits to conclusions.
Chapters: 4
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