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From a shared secret to access powers
Who can read our messages, on which devices, and with what consequences for other users? This book brings together seven investigations following the copies, keys and decisions that organise access. From the French debate to documentation from Apple, Signal and American and Chinese authorities, it examines investigative needs, the risks of hijacked access and the resources required for oversight. Uncertainty remains visible alongside the evidence throughout.

The opening chapters examine the French proposal, follow a business secret and explore authorisation and oversight. The book then turns to cloud borders, the consequences of an intrusion and alternative routes to evidence. Its final chapter proposes a framework for public evaluation.

Contents, a list of twenty-one infographics and a glossary support return visits to a mechanism. Every chapter retains its bibliography and limitations. Links between chapters and definitions support offline reading; external documents require a connection.
Public records and the limits of this edition
This edition, dated 8 November 2026, brings together the seven investigations in their documentary state of 7 November. The individual article dates are retained. A bibliographic clarification of the release date of the American wiretap report was verified on 8 November; its figures and reporting period are unchanged. Its original introduction and conclusion synthesise those chapters while separating observations, interested parties’ positions and the analysis’s recommendations.

Legislation, parliamentary work, company publications, court documents, studies and surveys answer different questions. Statements remain attributed to their originating actors. A provider’s description of a capability and a legal requirement retain their documentary scope, separate from a complete observation of implementation.

Signal, EncroChat, ANOM and San Bernardino retain the dates and limits of their cited records. Telecommunications precedents remain separate from insured losses. Chinese documents describe rules within particular fields and jurisdictions; they establish no general capability to read communications.

Statistics retain their units, periods and populations. The European survey measures views, while the AES study presents an estimate under stated assumptions. This edition establishes neither a global backdoor-loss figure nor a general solved-case rate or causal return on an unspecified architecture.

Chapter bibliographies contain 160 reference notices per volume. Several notices point to shared material, so this is a count of chapter references rather than independent documents. All twenty-one infographics retain their captions and methodological qualifications. Fourteen glossary entries and references for the synthesis pages support return visits to the concepts and evidence.

Access limitations and historical versions remain explicit. The initial LADC methodology comes from an FBI document preserved by an unofficial archive; the form used in November 2026 remains outside the verified material. Online articles may receive later corrections. Canonical links lead back to their current versions.
Introduction
The power to read a message
A private message can carry an industrial drawing, a family conversation or information that helps explain a crime. Encryption sets conditions on who can read it. It protects content along particular routes and places secrets on the devices that need to recover it. When an authority seeks an additional route in, its decision also concerns other people who depend on the same service. Users’ security, investigative work and companies’ responsibilities meet within an architecture they may share.

France provides the opening case. In the parliamentary record examined as of 7 November 2026, the government proposes deleting a safeguard intended to protect encryption against imposed weakening. It invokes the needs of investigations and intelligence. Chapter one dates the stages of a parliamentary process that remains open in the reviewed record. A demand expressed in law still needs a technical form. The functions created, the people entitled to use them and the protections around them determine the reach of the resulting power.

The book first follows the data. A conversation can be protected between two devices and later take another form in a saved history or backup. Adding a device to an account may widen the circle of readers while the cryptography protecting transmission continues to work. Documentation from Signal, WhatsApp and Apple separates these arrangements. Agency alerts also illuminate attacks on accounts and devices. This technical detour serves a practical question: where are the copies of a secret, and who holds the means to read them?

Official access has an organisation of its own. A decision must be received, checked, implemented and reviewed. People manage permissions, safeguard secrets, preserve records and examine use. French law, interception architectures and American documents help name those functions. Chinese rules supply a further framework for comparison, within the specific scope of each requirement. Oversight therefore requires expertise and resources over time. Putting a safeguard into legislation creates work that institutions must still be able to perform.

The service a customer buys also has a geography. In the United Kingdom, Apple’s documented withdrawal of Advanced Data Protection activation for new users changes the available iCloud offering. For mainland China, contractual documents direct attention to the operator, account region and applicable terms. These are different observations, each requiring its own analysis. For a French customer preparing to change provider, export options, control of keys and recovery work become part of the purchasing decision. Regulated charges and the full cost of migration retain their separate boundaries.

Intrusions demand equal care. Vodafone’s Greek case, Juniper’s experience, publications on Salt Typhoon and Orange’s account describe different capabilities, chronologies and evidence. Each shows why identifying the function reached matters before offering a general explanation. Restoring a network, assessing information already copied outside it and allocating losses then create further tasks. Insurance may transfer part of a financial burden under the applicable wording. Staff, customers and other affected parties remain concerned with the consequences that actually unfold.

Investigators face documented obstacles as well. The content of a conversation may be decisive, especially when time is short. Signal, EncroChat, ANOM and the San Bernardino iPhone allow several routes to evidence to be examined through dated results and specific limitations. Tools and expertise matter alongside the availability of data. Assessing a proposed access capability requires attention to the information it would add, the other means available and the work needed to present evidence that can be tested in court.

This book is for the people who use these services as well as those who purchase, fund and supervise them. Its seven chapters move from parliamentary debate to the burden of evidence, keeping the mechanisms understandable. Documented facts, interested parties’ statements and the analysis’s recommendations remain distinct. Their common question is practical: which additional power is being requested, what result should it deliver, how would it be controlled and who would bear the cost? Making those choices legible gives the public a firmer basis on which to debate them.
Chapter 1
Encryption: France’s government moves to scrap the safeguard against backdoors
Published 7 November 2026
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Documentary investigation current to 7 November 2026. The parliamentary debate remains open as of that date.

France’s cybersecurity bill contains a proposed safeguard against compulsory measures that weaken encryption. The government wants to remove it, arguing that it could hamper criminal investigations and intelligence work. Behind the dispute over wording lies a practical economic question: what security will a business be able to buy, and who will bear the risk created by an additional means of access? S01S02

A boundary inside a security bill

The debate is scheduled to begin at 4 p.m. on Monday, 9 November 2026. France’s National Assembly is due to consider the bill on critical infrastructure resilience and stronger cybersecurity. The government has requested priority consideration of Article 16 bis on Tuesday the 10th, after questions to the government. At this investigation’s cut-off date, those are announced arrangements for a debate still to come. S04S08

This short article occupies an unusual place in the bill. The surrounding provisions organise incident prevention, supervision and institutional responsibilities. Article 16 bis draws a boundary: how far may public authorities require a supplier to alter the protections it provides to users? S01

Its wording addresses technical devices intended to deliberately weaken the security of systems and communications. It names master decryption keys, then extends the prohibition to any other mechanism or process enabling access to protected data without consent. It applies to encryption service providers, including qualified trust service providers. S01

In this debate, a master key means a means of decryption with a reach beyond that of an ordinary user. Yet the term is convenient shorthand for very different designs. Additional access could also involve a recovery function, an extra recipient or a software change. Its consequences would depend on how it worked and which data it could actually reach. S17S21

The government proposes deleting the entire article. The operative text of amendment 358 is just three words in French: “Supprimer cet article.” Its explanatory statement defends the capabilities of criminal investigators and intelligence services. It argues that a prohibition framed around all access without consent could undermine duties to cooperate that already exist in French law. S02

The amendment removes a proposed protection from a bill. Existing access powers arise under other provisions; deleting this safeguard specifies no additional decryption architecture. Assessing any future order would still require identifying its legal basis, the parties bound by it and the limits on its use. S01S02S10

The Senate vote and the committee’s position

The safeguard originated in the Senate on 12 March 2025, when senators adopted Olivier Cadic’s amendment. Official recorded division 227 lists 181 votes in favour and 134 against: 315 votes for or against, out of 334 senators taking part. The date appears in the official proceedings. S05

On 9 September 2025, the Assembly committee adopted Philippe Latombe’s amendment CS358, adding the words meaning “or process”. The text filed the following day incorporated that wording. The small expansion helps explain the disagreement: does the protection cover only a weakness introduced into a system, or could it also be invoked against an investigative procedure? This 2025 committee amendment is distinct from the government’s amendment 358 of 2026. S01S05S07

On 14 October 2026, the special committee endorsed six amendments proposing deletion, including those from the government and the lead rapporteur, Éric Bothorel. It acted under Article 88 of the Assembly’s Rules of Procedure, which governs this stage of preparing amendments for consideration in the chamber. S03S06

The decision clearly indicates the committee’s political position. The legislative decision still belongs to the full chamber. As of 7 November, the reference text remains the committee bill containing Article 16 bis; amendment 358 is marked as awaiting debate. Reporting that MPs had already removed the protection would be premature. Reporting that they had already imposed backdoors would go further still. S01S02S03
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FIG. 01 A safeguard moving through Parliament. Senate vote: 181 for and 134 against, making 315 votes for or against out of 334 voters. The timeline runs to 7 November 2026; sittings on 9 and 10 November are still scheduled. [S01] [S02] [S03] [S04] [S05] [S06] [S07] [S08] Method and scope
The bar proportionally divides the 334 voters in the Senate division of 12 March 2025: 181 for, 134 against and 19 abstentions. Votes for or against total 315. The timeline brings together separate procedural stages; spacing is schematic. The committee’s opinion under procedural Article 88 precedes a floor decision. As at 7 November 2026, sittings on 9 and 10 November remain scheduled.


An earlier dispute over the drug-trafficking bill explains some of the tension. In 2025, a separate provision, Article 8 ter, addressed obligations to provide access to messaging content. It was deleted in committee on 6 March; an attempt to restore it was rejected in the chamber on 20 March. That legislative history belongs to another bill. The comparison shows the continuity of the concerns, provided the proposed investigative power remains distinct from the safeguard now under discussion. S30

The government’s argument and the wording

Investigations often proceed without the subject’s consent. Wording that made consent the dividing line for all access to data could therefore conflict with legally authorised investigative acts. This is the executive’s strongest argument: the end of the sentence may reach further than its stated security objective. S02

The whole sentence nevertheless matters. Its opening addresses the incorporation of technical devices intended to weaken security deliberately. That condition supports another reading: the prohibition could concern changes that make a system vulnerable, while investigative powers continue to apply to data and capabilities already available. The disagreement turns on how these parts of the sentence interact. No judicial ruling resolving that question for this provision was found in the material examined. S01S02

The government also raises the risk of a cavalier législatif: a provision insufficiently connected to the original bill under France’s constitutional rules for parliamentary procedure. That is an admissibility and constitutional objection advanced by the amendment’s author. Any eventual review by the Constitutional Council would be separate from the technical assessment of a backdoor. S02

To clarify the disagreement, the debate needs to specify what a provider would be compelled to do. Requiring an operator to disclose data it holds, assist with an interception it can perform, or rebuild its service to make content accessible involves different acts. Useful drafting should make clear which act is required. S10S12S13

Deleting the article resolves the drafting dispute by removing the rule. Clarification would instead seek to define the safeguard and its relationship with existing powers. Parliament must choose between those approaches. To assess the choice, it needs verifiable examples of lawful acts that would actually be obstructed, and of technical changes that would be permitted in practice, each with its legal basis. That demand for specificity guides this investigation. S01S02

A legal order meets a technical design

Consider a business conversation protected by end-to-end encryption. The sender’s phone transforms the message into unreadable data for transmission. The recipient’s phone makes it readable on arrival. In this model, the means of reading the content remain at the endpoints; the provider carries the messages between them. Security also depends on authenticating the participants, protecting their devices and implementing the service correctly. S16S19S21

Several investigative avenues may remain. A provider might hold account data, timestamps or some routing information, depending on the service. These metadata describe aspects of the exchange. Their availability and detail vary. The label “end-to-end encrypted” alone does not tell an investigator which metadata exist or how much they reveal. S21S27

Content may also be obtained from a device, where its user reads or creates it. Subject to its own conditions and oversight, France’s Code of Criminal Procedure allows the capture of computer data, including data displayed on a screen or entered by a user. Such an operation acts at the endpoint. Recovering readable content there concerns the security of the endpoint; the encryption protecting the message between endpoints may still be functioning as designed. The operation’s technical reach must be assessed by examining the tool actually used. S12

A third situation arises when a person or provider has a means of decryption. Within its scope, Article L. 871-1 of the Internal Security Code requires cryptology service providers to supply the decryption information for data transformed using their services. It also allows them to be required to perform the decryption themselves, unless they demonstrate that they cannot comply with that request. Article 434-15-2 of the Criminal Code separately concerns refusal to disclose or apply secret decryption information known to the person concerned. The inability exception in the first provision relates to the provider being required to perform the decryption. S10S11

An authority might also seek a capability that the provider does not have. Something would then have to change: key distribution, the software, the list of recipients or another part of the architecture. That transformation raises the issue of exceptional access. The new capability would become a feature that has to be operated, secured and maintained. An authorisation defines when it may lawfully be used; the design determines how it can fail. This requires a separate assessment from requests for material that is already accessible. S17

Backups and linked devices complicate the picture further. A conversation may be well protected in transit yet accessible through a copy or an associated device. CISA’s mobile communications guidance, updated on 24 November 2025, accordingly recommends securing private messaging settings and practices. An assessment must follow the data through its actual journey. S19
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FIG. 03 The message is readable at the endpoints. Content is readable on devices A and B and encrypted while passing through the relay. Three situations are distinguished: available metadata, endpoint capture and disclosure of decryption information already available. [S10] [S11] [S12] [S16] [S19] [S21] [S27] Method and scope
A simplified functional model of end-to-end encryption. Content keys remain at the endpoints in the model shown. Copies, backups, linked devices and authentication require separate assessment. A key already available to a holder belongs to a different situation from the end-to-end model shown. Modifying an architecture to create additional access would require its own assessment. The three access routes below are alternatives, subject to their own legal and technical conditions.


One target can rely on a component shared by many

The word targeted first describes the authorisation: a person, an account, a period and a purpose. That is an essential legal safeguard. The extent of the technical risk depends on another question: what access would become possible if the mechanism were misused or compromised? S17S21

Imagine, for illustration, a service retaining an additional means of recovering keys for several accounts. An authorisation might concern only one account. The component carrying out the request must still protect all the others. It has to verify the requesting authority, authenticate its operator, restrict permissions, keep records, resist insider abuse and handle its own errors. Sharing that capability creates a common dependency. S17S23

The 2015 research report Keys Under Doormats examines this difficulty. Exceptional-access requirements add complexity, can undermine certain security properties and create targets concentrating sensitive information. The report is a technical risk analysis published before the French bill. It estimates neither the probability of a future intrusion in France nor its cost. S17

Capturing data from a device carries risks of its own. A tool used against a particular target may exploit a weakness present in many other devices. Its development, custody and deployment also require controls. Lawful Hacking, published in 2014, considers the implications of purchasing vulnerabilities and the possible misuse of the tools. The relevant comparison concerns the function added to a service, its potential for reuse and the dependencies it creates. S22

The European Court of Human Rights addressed the issue in Podchasov v. Russia, decided on 13 February 2024. In the Russian framework before it, the Court considered the consequences for all users of weakening end-to-end encryption and found a violation of Article 8. The judgment concerned that system for retaining and accessing communications, with its inadequate safeguards. Applying its reasoning to a French measure would require examining the particular measure and the controls surrounding it. S24
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FIG. 04 A legal target and a technical reach. A model of an additional capability shared by several accounts. The authorisation concerns one target; the reach of a compromise depends on the architecture. [S16] [S17] [S21] [S22] [S23] [S24] Method and scope
Conceptual model of an additional access capability relying on a shared component. The four account symbols aid explanation only: they measure neither victims, exposed accounts nor attack frequency. Authorisation targets one account, while the reach of a possible compromise depends on architecture and controls. No design is attributed to the French bill. Endpoint capture can also rely on a weakness present on multiple devices.


The American warning concerns infrastructure

Espionage against US telecommunications provides a concrete example of exposure. On 13 November 2024, the FBI and CISA announced that a campaign linked to the People’s Republic of China had compromised several telecommunications companies. Their statement described stolen call records, compromised private communications involving a limited number of targeted individuals, and copies of information subject to US law enforcement requests under court orders. Attribution to China is that of the US authorities. S18

These findings show the strategic value of networks and the surveillance-related information they handle. They establish that infrastructure and data were compromised. The statement does not demonstrate that attackers broke an end-to-end encryption protocol, or that the entire operation depended on a single lawful-access backdoor. S18

The security response is instructive. CISA recommends consistent use of end-to-end encrypted communications, with particular attention to people who face intensive targeting. Its initial mobile guidance appeared on 18 December 2024; the version dated 24 November 2025 strengthens precautions around private messaging. A public authority responsible for protecting infrastructure thus treats encryption as a way to reduce exposure. S19

The US case warrants examining concentrated access and the consequences of intrusion. It leaves the assessment of any future French mechanism open: that mechanism’s architecture would need to be described before a comparison could be made. The economic lesson concerns a dependency. An organisation can bear the consequences of a weakness at the intermediary carrying or processing its information. S18S21

The bill starts at the design stage

The first expense arises when an additional function must be built and maintained. Permissions have to be defined, procedures developed, failure conditions tested and secrets protected. The ability to change keys must be preserved. NIST’s key-management guidance covers this entire life cycle. Any added access capability has to be assessed within that wider system. S23

People and procedures are needed alongside the technology. Who receives a request? Who checks its legal basis and scope? Who has the necessary permissions? How is an account error handled, access revoked, or compliance with an authorisation demonstrated? These questions connect engineering with governance. As early as 2000, the IETF’s RFC 2804 highlighted the extra complexity of interception functions and the need to protect access to those functions. S21

Some costs might be reimbursed under the applicable legal framework. Article L. 871-1 leaves the conditions for state reimbursement of implementing its obligation to a decree. For the assistance systems covered by its own framework, Article D. 98-7 of the Postal and Electronic Communications Code provides for fair remuneration covering design, deployment, maintenance and the processing of requests, subject to its approval and funding arrangements. Reimbursement allocates the bill between the provider and the public budget. Commercial losses or damage associated with a different system would require a separate assessment. S10S13

The customer relationship follows. A business buys a service commitment, assurances and an allocation of responsibilities. If its supplier’s architecture or legal constraints change, it may need to revisit contracts, audits and the service’s suitability for the data entrusted to it. This is a possible economic mechanism; its significance depends on the imposed change and existing commitments. European requirements for managing supplier risk and securing data give that review a concrete basis. S14S25

Imagine an engineering consultancy exchanging an industrial design with a client. Its choice of messaging service depends partly on who can read the plans. If a new function lets a third party obtain the content, the team needs to reassess that assurance, identify the exchanges affected and decide whether to keep using the service. Audit time, a possible migration and staff training all require work, even without an intrusion. The review might conclude that the service remains suitable. It might also identify a gap between the new capability and the assurances on which the original choice depended. This hypothetical example illustrates how a technical change can feed through to a purchasing decision. The actual expense would depend on the added function and the alternatives available.

An incident would shift the spending again: investigation, containment, withdrawal of access, restoration of protections and compliance with applicable notification duties. Customers might have work of their own to carry out. The NIS2 Directive specifically includes incident handling, business continuity and supply-chain security among its risk-management measures. S14

The most lasting consequence could involve information already copied. Revoking a key or closing an access route may protect future exchanges. An intelligible copy obtained earlier remains usable by whoever holds it. For a business, the harm then depends on the content. A manufacturing secret, a negotiation, a customer file or material enabling fraud has different uses and a different period of value. These are loss scenarios to investigate case by case. S23S27

No defensible aggregate figure follows automatically from this chain. It would require a specified mechanism, implementation costs, the number of affected systems, the reach of a compromise and the losses avoided through investigations. A cost comparison must therefore begin with a consistent unit of analysis: a particular obligation applied to a defined set of services. Otherwise, apparently comparable figures may describe fundamentally different changes. A published average cost of cyberattacks would combine incidents with causes and scopes too different to measure the marginal effect of a backdoor. This investigation therefore retains the documented mechanisms and leaves the total unresolved.

Economic protection belongs within the security mandate

The NIS2 Directive requires covered entities to have policies and procedures on the use of cryptography and, where appropriate, encryption. Recital 98 encourages end-to-end encryption and calls for it to be reconciled with national security and investigative powers, in accordance with EU law. It also sets an explicit limit: this should not weaken end-to-end encryption. A recital helps interpret legislation; the operative duties must be read in the articles themselves. S14

That relationship calls for an assessment of specific measures. The European provisions preserve national competences and exclude certain activities. Describing NIS2 as a blanket ban on interception would go beyond the text. Treating cryptographic security as outside its purpose would overlook one of its express requirements. S14

For a business using a service, these demands can meet in a single procurement decision. The business must reduce exposure, understand its suppliers and protect its data, while its chosen provider may face duties to assist the authorities. Whether the obligations fit together depends on the precise architecture, assurances and controls. A service marketed as “sovereign” reveals little about those properties through that label alone.

An access capability could also provide a public benefit if it enabled investigators to obtain useful evidence in serious cases. Assessing that benefit would require knowing when it actually changes an investigation’s outcome, what alternatives are available and whether targets can shift their activities elsewhere. Europol and ENISA’s joint statement in 2016 acknowledged both the difficulty for investigations and the importance of strong encryption. It called for solutions that preserve collective security. S16

Counts of requests or interceptions describe activity. On their own, they do not measure the benefit of a new obligation imposed on an encrypted service. Nor does an additional technical capability guarantee effective use against every target. The analysis needs to compare defined mechanisms, each with its own benefits and risks. S21

Parliament needs to identify the capability being sought

The debate announced for November should show whether the Assembly keeps, changes or removes the protection in Article 16 bis. The bill’s subsequent passage between the two chambers and the final enacted text will then need to be followed. As of 7 November 2026, the outcome remains open. S01S02S04S08

The available documents support a more precise conclusion about the underlying question. A duty to assist must be tied to particular data, a capability actually held or an explicitly described technical change. That is the starting point for examining the reach of access, the dependencies it creates and how its economic consequences would be distributed. S10S17S21

The useful question for the chamber is therefore straightforward: what additional capability would have to be built, and which users would depend on it? A documented answer would allow the expected investigative gain to be weighed against the work and risk imposed on others. That is where the economic cost of a backdoor begins to become observable.

Reading guide

End-to-end encryption. Protection of content between the endpoints of a communication. Device security, copies and the identity of the participants remain critical. S16S19

Decryption information. The French legal expression convention de déchiffrement refers to the information needed to make encrypted data readable. Its availability and the ability to use it must be considered under the specific conditions of each legal provision. S10S11

Exceptional access and backdoors. A capability designed to let an authorised third party access otherwise protected data. Its architecture and risks vary; “backdoor” here refers to mechanisms that would weaken that protection. S17

Externality. A consequence of one party’s decision borne by others. In this analysis, the hypothesis to examine is that some technical risk is transferred to customers and to the people whose data pass through the service.

Method and limitations

This investigation brings together French parliamentary documents, legislation and primary technical publications consulted on 7 November 2026. Older sources are used for the mechanisms they describe, with their dates stated. Parliamentary information reflects the position documented at that cut-off. The graphics distinguish recorded votes, scheduled stages and conceptual models.

The material establishes public wording and positions. It provides neither access to secret operational systems nor a causal estimate of the investigative benefit or economic cost of exceptional access in France. The proposed cost chains are explicit inferences. US officials’ statements about the origin of the espionage campaign are attributed to those authorities. No interviews, penetration tests or encryption experiments are claimed.

One documentary discrepancy warrants a reservation. The page for amendment 358 is dated 3 October 2026, while its explanatory statement refers to activity during October 2026. The reviewed sources contain no public clarification of that mismatch. The volumes given in that passage are therefore excluded from the analysis. S02

Next: how encrypted communications protect economic activity, from the message itself to the copies and devices that retain it.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The sixth part on alternative routes to evidence examines available sources, investigative resources and the work of establishing evidence.

The fifth part on hijacked access and damage distinguishes affected capabilities, recovery and the distribution of losses.

The fourth part on iCloud, borders and switching costs examines safeguards, contracts and migration planning.

The third part on state access to messages examines authorisation, technical capabilities, oversight and the allocation of costs.

The second part on messages, linked devices and backups follows a business secret and the means of recovering it.

The investigation into recovering funds after a cyberattack distinguishes access to information, freezing funds and returning them. The analysis of the US transition to post-quantum cryptography examines a separate security risk and the investment required to address it.

The sharing image is a conceptual illustration of additional access to protected messages. It represents the debated risk, without attributing a technical architecture to the bill.
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An engineering drawing travels between colleagues, reaches another device and becomes part of a backup. At each stage, the keys determine who can read it and how the work can be recovered. An investigation into protection from the message to its surviving copies.

An engineering drawing can cross the internet without revealing its contents to intermediaries, then become accessible on a computer added to the conversation. Encryption can keep functioning as designed while the set of readers changes.

That distinction became particularly tangible in 2026. On 20 March, CERT-FR, France’s government incident-response service, published an alert about campaigns targeting instant messaging accounts, including those of people working in industry. The operations it described abused legitimate application features and users’ trust. On the same day, the US Federal Bureau of Investigation (FBI) and Cybersecurity and Infrastructure Security Agency (CISA) reported account takeovers that US authorities attributed to actors associated with Russian intelligence services. Their statement distinguished the compromise of accounts from a compromise of the applications’ encryption. T01T02

On 26 June, the two agencies described a further development: attackers were also seeking backup recovery keys, secrets used to help restore access to protected data, to gain access to older conversations. These events suggest a useful way to examine a messaging service: trace the message, the devices that can read it and the copies that extend its life. T03

To follow that journey, consider a fictional engineering consultancy. It exchanges prototype drawings, requested changes and commercial terms with a client. No actual incident or financial loss is attributed to this imaginary business. The example gives us an economic question to work through: where does confidentiality protect the work, and where can the reach of that protection change?

A secret needs to circulate

The design has value because it supports manufacturing, decisions and negotiations. Keeping it confidential matters for as long as premature disclosure could help a competitor or weaken a commercial discussion. Yet several people must be able to open it for it to be useful. The consultancy therefore needs to organise selective circulation: appropriate readers, an appropriate period of access and a way to retrieve the decisions made along the way.

Encryption transforms content into a form that requires a means of decryption to be usable. A key is a piece of data used by a cryptographic mechanism. The secret material needed to read the content must be protected. The practical question is who can use the keys, when, and for which copies. France’s data protection authority, the CNIL, distinguishes data in transit, in storage and being processed. Protection applied in one of these states describes only part of the journey. T08

Start with transport. TLS, the protocol used by HTTPS among other applications, protects a connection between its endpoints. When the consultancy sends a file to a service that terminates that connection, the service receives the stream carried inside it. If the file arrives without another layer of encryption, the service can process its readable contents. That arrangement enables functions such as previews, indexing and processing on the server. T04T08

End-to-end encryption adds another boundary. In the model below, content is encrypted on the sender’s device and decrypted on the recipient’s device. The relay carries content for which it does not hold the decryption keys. TLS can surround that exchange, protecting the connections to the servers as well. The two layers work together. The Messaging Layer Security (MLS) architecture published by the Internet Engineering Task Force (IETF) describes this relationship. It provides a messaging model, without claiming to represent every product’s implementation. T04T05
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FIG. 01 Where content becomes readable. Two paths compared: TLS connections terminating at the service, followed by an end-to-end layer over the transport. The relay handles readable content only in the first model. [T04] [T05] [T08] Method and scope
Simplified functional models, without a quantitative scale. The first assumes content delivered to the service without application-layer end-to-end encryption. The second retains TLS connections and adds content protection between authorised devices. Arrows describe functions rather than an actual packet trace. Keys, participant identity, device security, copies and metadata need separate assessment. RFC 9846 describes TLS 1.3; RFC 9750 describes a messaging architecture rather than every product.


For the consultancy, the economic benefit comes from reducing a dependency. In this model, the confidentiality of content in transit depends less on access controls at the relay. That reduces one category of exposure. Its effect on a potential loss then depends on the content, the other copies and what a third party could do with them. Turning a padlock icon into a financial saving would require information the protocol does not supply.

The question for the provider becomes specific: where does your service receive readable content? A documented answer allows a business to choose the functions it needs and accept the access those functions entail. The label “encrypted” leaves that decision unresolved.

One account can have several readers

On her screen, the engineer sees the name of the person she is speaking to. Within the system, devices and keys participate in the conversation. Connecting those two worlds correctly requires verification. Signal provides safety numbers for checking the cryptographic identity of a one-to-one exchange, with comparison over a trusted channel where the circumstances call for it. A change may have a legitimate explanation; it needs to be assessed in context. T07

That check answers a technical question. Professional authority raises a separate one: may the identified person receive the new design, accept the price or change the payment details? A properly protected channel can still carry an incorrect request from a known contact. In our example, confirming a sensitive change with the project lead belongs to the company’s internal procedures.

The number of readers can also change while the account name stays the same. A messaging service may allow several devices. Each becomes an endpoint able to receive certain content, depending on the service’s features. Signal’s current documentation distinguishes linking a device from choosing to transfer message history to it. MLS also treats adding a device and restoring earlier exchanges as separate mechanisms. Future messages and transferred archives therefore need to be examined separately. T24T05
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FIG. 02 A linked device can become a reader. Devices linked to one account receive messages according to the service’s functions. An optional history transfer follows a route distinct from delivery of future messages. [T01] [T02] [T05] [T07] [T24] Method and scope
A functional model of linked devices, without reproducing a lure or attack procedure. Device symbols aid explanation and measure neither victims nor a typical permitted-device count. A new device becomes a recipient after linking; its access depends on the service and settings. The history arrow is conditional on an available function and the choice made. March 2026 alerts describe abuse of legitimate functions rather than evidence of broken encryption. Verified cryptographic identity remains separate from professional authorisation.


The March 2026 alerts illustrate this distinction. The authorities describe deception that led victims to authorise an attacker-controlled device or let an attacker take over their account. The service could then deliver messages to an endpoint it regarded as authorised. CERT-FR states that the campaigns it describes did not rely on exploiting a vulnerability in the messaging application. That observation concerns those particular operations; it provides no general assurance about the application’s security. T01T02

For a business, useful work begins with an intelligible list of approved devices, a procedure for replacements and the removal of access that is no longer needed. The UK’s National Cyber Security Centre (NCSC) recommends reviewing linked devices and ensuring that messaging use follows workplace policies. The immediate purpose is practical: know which workstation can display the document. T21

Removing a device limits future access that depends on it, according to how the product works. A copy already exported has a life of its own. This asymmetry explains why control over recipients matters from the first transmission. Permission to read can result in a document the sender no longer controls.

A backup creates a second route

The project moves forward. An engineer changes her phone and wants to recover the client’s decisions. The need is legitimate: those exchanges may help keep the work going. Restoring them requires a usable copy and the means to read it. The backup file and its key become two objects to track.

The French cybersecurity agency ANSSI’s guide for small and medium-sized businesses puts the issue in practical terms: are backups encrypted, who holds the keys, and how are those keys backed up? The US National Institute of Standards and Technology (NIST) addresses the same decision through key management. Recovery helps an organisation resume work after a loss; how it is arranged depends on the keys’ functions and the application. T10T09

Apple’s documentation offers a particularly revealing example. Under standard data protection, when both Messages in iCloud and iCloud Backup are enabled, the backup contains a copy of the Messages key. Apple says this arrangement helps it recover messages for the user. Keys for the standard backup are held in its data centres. The recovery route described by the provider therefore includes an additional means of reaching the content. T11T12

With Advanced Data Protection, Apple describes a different arrangement. The backup and the Messages key it contains are end-to-end encrypted, with the means of decryption controlled by trusted devices. The setting changes how the means of reading the data are distributed. The diagram isolates this particular case; other iCloud categories and some metadata have their own protection arrangements. T11T12

Availability also depends on the account and country. Apple excludes Managed Apple Accounts, including those used by organisations, and child accounts. Its UK notice says users there who have not already enabled Advanced Data Protection can no longer turn it on. T13
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FIG. 03 A copied key changes the recovery path. Apple’s case with Messages in iCloud and iCloud Backup enabled. The backup contains a copy of the Messages key. Standard protection and Advanced Data Protection allocate the means of reading differently. [T11] [T12] [T13] Method and scope
The specific configuration described by Apple, with documentation checked on 7 November 2026. The drawing isolates two key roles: opening the backup and then using the copy of the Messages key inside it; it simplifies the complete cryptographic hierarchy. Under standard protection, Apple holds backup keys in its data centres. With Advanced Data Protection, decryption is controlled by trusted devices. Availability depends on country and account eligibility; managed Apple accounts and child accounts are excluded. In the UK, users who have not already enabled it can no longer enable it according to the reviewed notice. Some metadata and other iCloud categories have separate rules. This is the provider’s description, separate from an independent infrastructure audit.


This example provides a way to read service documentation. Follow the key that opens the messages, then the key that protects its copy, until the holder of each is identified. One layer of encryption can protect another while leaving the same operator with the means to follow the whole chain. A host can also store a file already encrypted by an application without holding its key.

WhatsApp illustrates the latter arrangement. Meta describes a backup encrypted by the application before it is stored with a cloud provider. WhatsApp’s documentation provides an option for end-to-end encrypted backups on iCloud or Google. Its activation and the selected recovery method need to be checked. The general protection of a cloud account therefore does not describe the protection of every application archive within it. These details come from supplier documents consulted for this investigation; they are not an independent audit of the implementation. T22T23

A recovery process designed for an individual’s convenience may require different arrangements within a business. Who keeps the means of restoration when someone moves to another role? Who may use it in their absence? How can the organisation prevent a single incident from taking both the archives and the only means of opening them? These questions belong in the assessment of business continuity, alongside the service’s other characteristics.

Captured traffic and retained history

An old exchange can survive as captured network traffic or as an application archive. The distinction explains a frequently misunderstood property: forward secrecy. In a protocol that provides it, discovering certain secrets later is insufficient to recover earlier session or message keys, under the protocol’s stated conditions. Those conditions include erasing the secrets needed to reconstruct the earlier keys. Guarantees vary with the modes used. T04T06

Signal’s Double Ratchet specification describes a mechanism that evolves secrets and derives successive message keys. The aim is to limit how far a compromise at one point in time can reach into the past. Actual operation includes intermediate states and the handling of delayed messages. These guarantees must be assessed under the protocol and each application’s design. T06

A person may nevertheless reopen an old conversation on their phone. The application has retained a history, with its own protection. The MLS architecture explicitly recognises that messages retained by an application may be readable after a device is compromised, without breaking the protocol that protected their transmission. Traffic intercepted yesterday and a copy available today provide two different routes to the content. T05

Backups introduce another architectural choice. In a publication dated 28 September 2026, Signal describes an additional key for its hosted backups, renewed daily within a trusted execution environment: a hardware-backed environment designed to isolate processing. This mechanism supplements the user’s recovery key. Signal specifies that its local backups, stored on a medium chosen by the user, follow a different model. Older copies of those backups may remain decryptable with the recovery key. These are properties described by the supplier. T15

The protection a backup provides depends on its architecture. To determine how far back an access route reaches, we need to know which copies remain available, which keys can be used and which additional protections apply. In the case described by the FBI and CISA in June, renewing the recovery key invalidates the old key for future backup downloads. The agencies note, however, that an attacker may already have downloaded a copy. T03

For the consultancy, that period matters. A comment that becomes routine after delivery and know-how that remains valuable for years call for different retention policies. Their value changes as the project progresses. Reducing the number of older copies may limit exposure; retaining certain decisions may be essential to the work or to meeting a legal obligation. That balance requires assessing the documents and then choosing where to keep them.

The content leaves traces around it

Protecting content leaves a separate question about the information needed to operate the service. Metadata describe characteristics or circumstances of an exchange, such as identifiers, timings or volumes, depending on the architecture. What is visible varies by actor. MLS addresses these matters separately from message secrecy and also recommends protection for the transport layer. T05

Apple specifies, for example, that some iCloud metadata remain under standard protection even when Advanced Data Protection is enabled. Its documentation includes information about synchronisation and modification. The value of such information to a third party depends on what that party can actually obtain and combine. In our fictional example, learning that a project has suddenly drawn in several teams might have commercial value. Establishing that would require evidence about the traces exposed and how they were used. T11

The workstation deserves the same examination. The CNIL recommends securing mobile computing, including encryption and locking, and assessing synchronisation mechanisms. Protecting a lost device and protecting an open session address different situations. Someone authorised to read the design may take a screenshot or export it; transport security does not govern that later use. T19

Disappearing messages address part of the retention problem. Signal explains that they remove messages from devices according to a timer, while warning that a recipient can keep an image of the content. The setting also needs to respect workplace archiving requirements. The NCSC makes this point in its guidance, and the EU’s General Data Protection Regulation (GDPR) links retention of personal data to its purposes, subject to the exceptions it provides. T16T21T17

The consultancy could distinguish a coordination conversation intended to disappear from a confirmed decision placed in a document repository with appropriate access rights. This is an organisational choice to adapt to the project. It allows retention to be discussed in terms of purpose, rather than keeping the entire history by habit.

Recovering the work while controlling the key

The strongest argument for easy recovery begins with an ordinary situation: the person who knows the project is absent, their device has been lost and the client is waiting for an answer. Continuity has value. A policy that makes a document permanently inaccessible may force work to be repeated or cause an interruption, even though confidentiality has held.

Restoration requires several conditions to be met: a usable copy that is recent enough, a means of decryption and the necessary access rights. The CNIL recommends checking backup integrity and testing restoration. NIST describes the backup and recovery of keys according to their functions. A file whose only secret has been lost may be perfectly preserved and unusable. T20T09

Services allocate this responsibility differently. Apple requires a recovery method to be prepared for Advanced Data Protection, such as a recovery contact or recovery key. A recovery contact helps restore access without automatically receiving access to the data. Signal states that restoring its secure backups requires the recovery key and that the service cannot reconstruct that key for the user. These choices should be assessed against the organisation’s actual needs. T13T14

A business may want to separate custody of the archives, custody of the recovery material and permission to use it. The practical arrangement depends on the service and the size of the team. The essential point is straightforward: an authorised person needs to be able to restore access when required, while a third party obtaining only a copy should not receive, through the same route, everything needed to read it. Such an arrangement requires procedures and tests. ANSSI’s guide provides a starting point for smaller organisations. T10

The economic cost starts here: choosing an architecture, configuring access, managing device changes and testing recovery. Those tasks may require staff time and outside services. Potential damage follows a separate chain. An incident has to expose data, and that access must then have a consequence for the business. The documentary record lets us describe these mechanisms. It provides neither a general probability of compromise nor a financial loss attributable to each one.

Encryption can also change the consequences of an incident involving personal data. Subject to conditions, Article 34 of the GDPR provides an exception to communicating a breach to the people affected where protective measures have effectively rendered the affected data unintelligible to unauthorised persons. The position of the keys therefore matters to the assessment. Duties to notify the supervisory authority under Article 33, and to document the breach, must be considered separately. T17

Choosing a service by tracing access to the document

A provider may describe its service through a broad promise. A business benefits from asking it to trace a real document: uploading, sharing, reading, adding a device, backing up, an employee leaving and restoration. At each stage, the answer should identify who could read the document and under what conditions. For cloud services, the CNIL recommends clarifying responsibilities and the provider’s assurances. Where it applies, the GDPR also governs relationships with processors. T25T17

At the consultancy, that description would help determine which exchanges should remain in a messaging service, where authoritative versions should be kept and how the client should receive access. It would also make visible a service the company requires: recovering its work. If that function introduces another holder of keys, the holder’s role belongs in the decision. If the recovery provider remains unable to read the content, the fallback procedure needs to work within that constraint.

French trade secret law provides another reason to document these choices. Article L. 151-1 of the Commercial Code requires, among other conditions, commercial value arising from the information’s secrecy and reasonable measures to preserve that secrecy. The information must also not be generally known or readily accessible to people familiar with that type of information. Encryption may form part of the protective measures; legal qualification depends on all the conditions being met. T18

This approach also provides a basis for examining backdoors. An additional access capability can be assessed by following the same journey: who receives a means of reading, which copies become accessible, over what period and under what governance? The answers determine the new dependencies and the work that needs funding. A targeted authorisation states a purpose; the technical reach is found in the architecture.

The consultancy needs to be able to trace its document throughout its life. A message protected on the network, a copy on a computer, a recoverable archive and a key kept elsewhere are different objects. How they fit together determines what a business can keep confidential, share and retrieve. Assessing access added to the system starts with that map.

Reading guide

End-to-end. Protection of content between the endpoints authorised by the system. Their identity and number need to be examined.

Recovery key. A secret that enables access to certain data to be restored, depending on the service’s architecture. Its scope needs to be established.

Forward secrecy. Conditional protection of the cryptographic past when a secret is compromised later. Retained message histories have their own protection.

Metadata. Information about objects or their exchanges. Collection and visibility depend on the service.

Restoration. Re-establishing usable access from a backup and the means needed to read it.

Method and limitations

This documentary investigation is current to 7 November 2026. It draws on public alerts, technical standards, legislation and official product documentation. Attribution of attacks is that of the authorities cited. Commercial architectures are described according to their suppliers, without penetration testing or an independent audit conducted for this article. Product characteristics may change.

The figures show mechanisms and the conditions under which they operate. They measure neither victim numbers, probabilities nor costs. The consultancy is fictional. Links and precise locators are provided in the references; the investigation distinguishes documented facts, inferences about mechanisms and the limits of each source.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The sixth part on alternative routes to evidence examines available sources, investigative resources and the work of establishing evidence.

The fifth part on hijacked access and damage distinguishes affected capabilities, recovery and the distribution of losses.

The fourth part on iCloud, borders and switching costs examines safeguards, contracts and migration planning.

The third part on state access to messages examines authorisation, technical capabilities, oversight and the allocation of costs.

The first part on Parliament’s proposed encryption safeguard examines the powers under debate and the risks of additional access. The investigation into America’s secrets and post-quantum migration follows a separate undertaking: changing the cryptographic mechanisms themselves.

The sharing image illustrates copies of an engineering drawing moving between devices and an archive. The conceptual composition depicts neither an exact product nor an observed incident.
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	T05 · IETF / RFC Editor ; Beurdouche et al. · 2025-04 · Accessed 7 November 2026RFC 9750 : The Messaging Layer Security (MLS) ArchitecturePassages and scope
RFC 9750, April 2025, Informational MLS architecture. Sections 6.7, 8.1 and 8.3.4 distinguish added clients, application-provided history restoration, transport metadata and retained messages with their own at-rest protection. This architecture is separate from every messaging product’s implementation.

	T06 · Signal ; Trevor Perrin, Moxie Marlinspike et Rolfe Schmidt · 2025-11-04 · Accessed 7 November 2026The Double Ratchet Algorithm : revision 4Passages and scope
Double Ratchet revision 4, 4 November 2025. Sections 2.1–2.6 and 8.1–8.4 address key evolution, deletion, fresh entropy for recovery and skipped-message keys. Active device compromise and readable application history require separate treatment; key rotation alone supplies no universal recovery guarantee.

	T07 · Signal Support · Accessed 7 November 2026What is a safety number and why do I see that it changed?Passages and scope
Current documentation for one-to-one safety numbers, changes and independent comparison. The page distinguishes cryptographic checking from a person’s identity; professional authority is an additional organisational question. A phone change or reinstall can have a legitimate explanation.

	T08 · CNIL · 2024-01-22 · Accessed 7 November 2026Les pratiques de chiffrement dans l’informatique en nuage (cloud) publicPassages and scope
Analysis of 22 January 2024: data in transit, at rest and in processing; server-side and client-side encryption, key custody, supplier access and functional trade-offs. General institutional mechanisms, separate from an independent 2026 vendor audit.

	T09 · NIST ; Elaine Barker · 2020-05-04 · Accessed 7 November 2026Recommendation for Key Management: Part 1 : General, Revision 5 (NIST SP 800-57 Part 1 Rev. 5)Passages and scope
SP 800-57 Part 1 Rev 5, final 4 May 2020. Printed pages 49–52 and 104–107; compromise, operational continuity, backup storage and key recovery, including tables 7–8. Which keying material needs backup depends on key type and application. General guidance, with no universal product guarantee or cost estimate.
Additional primary document

	T10 · ANSSI, DGE and partners · Accessed 7 November 2026La cybersécurité pour les TPE/PME en 13 questions : version 2.5Passages and scope
ANSSI-GP-086 version 2.5, November 2024, printed in the PDF footer. Question 2, printed page 7/physical page 9, covers encryption before backup, key custody and backup, and restoration tests. The 12 December date in the filename is distinct from the printed version date. No standard recovery cost or duration is supplied.

	T11 · Apple Support · 2026-01-05 · Accessed 7 November 2026iCloud data security overviewPassages and scope
Overview published 5 January 2026. The table and notes 3 and 9 describe the named iCloud Backup/Messages configuration under standard protection and Advanced Data Protection. Some categories are already end-to-end encrypted; certain metadata and sharing functions have other rules. Vendor description, not an independent implementation audit.

	T12 · Apple Platform Security · Accessed 7 November 2026iCloud Backup securityPassages and scope
Sections on iCloud Backup and Messages in iCloud. Standard backup-service key storage, a Messages-key copy in an enabled backup, and end-to-end protection under Advanced Data Protection. Disabling backup generates a new key for future Messages data; this does not establish deletion of earlier copies. Scope is limited to the stated configuration.

	T13 · Apple Support · Accessed 7 November 2026Activer Advanced Data Protection et préparer un contact de récupérationPassages and scope
Setup and recovery-contact documentation: an alternative recovery method and compatible devices/account are required. A contact helps with recovery without gaining account access by holding that role. Managed Apple Accounts and child accounts are excluded from Advanced Data Protection. Apple’s UK notice says new users there cannot enable it; availability must be checked by country and account.
Additional primary document
Additional primary document
Additional primary document
Additional primary document

	T14 · Signal Support · Accessed 7 November 2026Signal Secure BackupsPassages and scope
Current documentation for hosted Secure Backups. Opt-in end-to-end encrypted archive, a 64-character recovery key not shared with Signal, defined archive scope and exclusions for some disappearing messages. Restoration requires the recovery key. This is separate from older local backup formats and from WhatsApp’s 64-digit option.

	T15 · Signal Blog · 2026-09-28 · Accessed 7 November 2026Back to Backups: A Year in ReviewPassages and scope
Technical announcement of 28 September 2026. Hosted backups add a supplemental daily rotating key in a trusted execution environment; it cannot decrypt without the user’s recovery key. On-device copies lack that hosted layer and older corresponding archives can remain decryptable. Vendor-described architecture, separate from the June campaign and from evidence that previously obtained copies were erased.

	T16 · Signal Support · Accessed 7 November 2026Set and manage disappearing messagesPassages and scope
Current disappearing-message documentation. Settings apply to new messages and sync across linked devices; timer behaviour depends on sending or receiving. Signal warns that recipients can preserve an image of a message. App-level expiry is separate from deletion of external photographs, exports or copies and from workplace retention obligations.

	T17 · European Parliament and Council / EUR-Lex · 2016-05-04 · Accessed 7 November 2026Règlement (UE) 2016/679 : règlement général sur la protection des donnéesPassages and scope
GDPR, adopted 27 April 2016 and published 4 May. Articles 5(1)(e), 28, 32, 33 and 34: retention, processors, risk-appropriate security, restoration and breach response. Article 34 communication and Article 33 authority notification/documentation require separate assessment. Personal-data scope; no automatic product-level legal exemption.

	T18 · Légifrance · Accessed 7 November 2026Code de commerce : article L. 151-1Passages and scope
Commercial Code Article L. 151-1, current since 1 August 2018. Three cumulative business-secret conditions: limited accessibility, commercial value from secrecy and reasonable protective measures. An industrial drawing or confidentiality label alone establishes neither qualification nor its loss after an incident.

	T19 · CNIL · 2024-03-14 · Accessed 7 November 2026Sécurité : Sécuriser l’informatique mobilePassages and scope
Guidance of 14 March 2024: encryption and locking of mobile devices, personal equipment and scrutiny of backup/synchronisation terms. Storage protection, session security and backup protection address distinct situations. No product effectiveness measure is established.

	T20 · CNIL · 2024-03-14 · Accessed 7 November 2026Sécurité : SauvegarderPassages and scope
Guidance of 14 March 2024: separate-site and offline copies, external-transfer encryption, integrity checks and restoration tests. Confidentiality, integrity and availability require complementary measures. Recommendations are separate from an identical legal duty, recovery time or cost for every organisation.

	T21 · National Cyber Security Centre, United Kingdom · 2026-03-31 · Accessed 7 November 2026NCSC warns of messaging app targetingPassages and scope
Warning of 31 March 2026, with an additional resource on 14 July. Recommends corporate services/devices where available, reviewing linked devices and participants, and respecting work-related retention requirements. Statements about exposed targets remain attributed and separate from average-user risk estimates.

	T22 · Engineering at Meta · 2021-09-10 · Accessed 7 November 2026How WhatsApp is enabling end-to-end encrypted backups ; How Meta Is Strengthening End-to-End Encrypted BackupsPassages and scope
Technical descriptions of 10 September 2021 and 1 May 2026. Optional application-level backup encryption and HSM-based key-vault variants, separate from the cloud provider’s storage encryption. The 2026 over-the-air fleet-key distribution change is specifically for Messenger, while WhatsApp hardcodes fleet keys. These descriptions are attributed to the designer, not independently audited here.
Additional primary document

	T23 · WhatsApp Help Center · Accessed 7 November 2026About end-to-end encrypted backup : versions iPhone et AndroidPassages and scope
Current iPhone and Android help pages. iCloud/Google end-to-end backup encryption is an option to enable; WhatsApp cloud storage is described as always end-to-end encrypted but still in testing and potentially unavailable. Recovery can use a passkey, password or 64-digit key, subject to the device and service conditions. Usage/technical information may still be collected.
Additional primary document
Additional primary document

	T24 · Signal Support · Accessed 7 November 2026Linked DevicesPassages and scope
Current linked-device documentation. Adding an endpoint and transferring message history are separate choices; access to content depends on product features and transfer settings. The page also describes review and unlink controls. A legitimate linked device is distinct from one authorised through deception, and unlinking does not establish erasure of copies already exported.

	T25 · CNIL · 2024-03-14 · Accessed 7 November 2026Sécurité : Cloud, informatique en nuagePassages and scope
Guidance of 14 March 2024: map cloud data and processing, assess suppliers, configure permissions and formalise responsibilities. The allocation of legal roles follows the actual processing; contracts or certification alone establish neither complete compliance nor secure configuration.
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A legal authorization has to become a technical instruction and, eventually, a flow of data. Along the way, people activate access, protect secrets and check the records. This investigation follows that infrastructure and its funding in France, the United States and China.

For 2025, the U.S. Courts report records 296 federal wiretaps in which encryption was encountered. In 269 of them, the authorities reported being unable to decrypt the communications. Published on June 30, 2026, the report gives a concrete measure of the difficulty investigators face. It also leaves open the question that matters to a business, an engineer or a taxpayer: what would have to be built to make an additional route of access possible, and who would bear the consequences? R01

An authorization sets an objective and a scope. To deliver a result, it needs a technical capability: a carrier able to isolate the targeted communications, a provider holding a key, an accessible device, or a mechanism added for the purpose. This is where the debate over backdoors acquires an economic dimension. An access function has to be designed, operated, protected and supervised. That work may continue after the case that made it necessary has closed.

This third article follows the passage from law to infrastructure. French, American and Chinese legislation offers different answers to the question of assistance. Technical standards help explain the work required to put those answers into practice. Read together, they reveal a shared concern: the scope of an individual request can differ substantially from the reach of the system built to execute it.

Investigative obstacles, with limits to the evidence

The same U.S. report records 229 state wiretaps in which encryption was encountered, including 217 with a reported inability to obtain plaintext. These figures count reported wiretaps, using information collected about the investigations to which they relate. They count neither messages nor people. An inaccessible communication may deny investigators useful evidence; the outcome of the investigation also depends on the other evidence available. R01R02
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FIG. 01 Reported difficulties retain their reporting limits. US wiretaps that encountered encryption in 2025, shown on one common scale. Rose represents reported failures to obtain plaintext; gray shows the other cases, calculated by subtraction. [R01] [R02] [R25] Method and scope
Report published on 30 June 2026. Unit: one reported wiretap that encountered encryption, with information also covering its investigation. Calculations: 296 − 269 = 27 federally; 229 − 217 = 12 at state level. These remainders do not establish a count of successful decryptions. Non-federal reporting guidance defaults some missing answers about access to plaintext to “No”; the number of such defaults in the 2025 data remains unknown. This documented state-reporting rule is separate from federal reporting arrangements. The 249 federal and 80 state authorisations without a corresponding prosecutor report remain outside the bars. FISA interceptions are excluded. The figures measure neither messages nor people nor investigations wholly defeated by encryption.


The gray portions of the chart need explaining. The arithmetic remainders are 27 for federal wiretaps and 12 for state wiretaps. They are labeled “Other wiretaps with encryption encountered.” The non-federal reporting guide provides for a missing answer to the question about inability to obtain plaintext to be filled in as “No.” We found no public count of answers completed in this way for 2025 in the documents examined. Treating these remainders as counts of successful decryption would therefore go beyond the evidence. R02

The coverage has further limits. The report identifies 249 federal authorizations and 80 state authorizations for which no corresponding prosecutor’s report was received. Interceptions governed by the Foreign Intelligence Surveillance Act, or FISA, are excluded. These gaps prevent the bars from yielding a general rate of investigations stalled by encryption. They do not erase the difficulties that were reported. R01R25

That is the strongest starting point for taking investigators’ requests seriously: some potentially useful content remains beyond their reach. Evaluating a response then requires knowing what it would make readable, under which circumstances and with what additional exposure. A count of judicial requests, on its own, supplies none of those answers.

The different operations behind an access demand

“Access” covers several different operations. A provider may hand over data it can already read. A person may know the secret needed to decrypt a file. A mechanism may capture content on the device where it appears. A legislative change may seek to require a capability that the product did not previously have. Each situation involves different resources, rules and risks. The legislation examined here has to be read at that level of detail. R03R06R09R12

In this article, a backdoor means an additional route for reading content introduced into an architecture to provide privileged access beyond the readers allowed by its original protection. This is a working definition. A demand for data already accessible to a provider does not, by itself, establish that such a route has been added.

U.S. law draws this distinction clearly. The Communications Assistance for Law Enforcement Act, or CALEA, requires interception capabilities from carriers within its scope. Section 1002 also limits those obligations: the subchapter does not authorize law enforcement to impose a specific technical design, and it excludes information services from the requirements of subsection (a). Its decryption provision has two cumulative conditions: the carrier must have supplied the encryption and must possess the information needed to decrypt. This provision has a defined scope; it does not summarize every U.S. power to obtain access to data. R03

The economic question follows immediately. Producing available data takes work. Creating a new route for reading it entails a design decision and subsequent maintenance. Conflating the two can assign the cost of transforming a service to a routine administrative response, or reduce that transformation to a formality.

France’s different routes to assistance

French criminal law provides a first example. Under the conditions it specifies, Article 434-15-2 of the Criminal Code criminalizes refusing to provide or use secret means of decryption known to the person served with the demand. For this analysis, the decisive point is whether that person possesses the knowledge. The provision penalizes a refusal within a defined framework; its wording alone does not establish a duty to create an entirely new capability. R09

In its decision of March 30, 2018, the Constitutional Council upheld the challenged first paragraph. Its reasoning takes account, among other things, of knowledge of the secret means of decryption and the already identified data to which the request relates. The decision concerns the provision examined. Assessing another technique would require examining its own legal powers and safeguards. R10

Computer data capture follows a different route. Within the framework for special investigative techniques, the Code of Criminal Procedure allows the collection of data that is stored, displayed on a screen, entered or received through certain peripherals. The device is then the point of access to the content. Authorizing the measure, implementing it technically and overseeing its execution are separate functions. Depending on the procedural setting, authorization involves either the judge responsible for liberties and detention, acting on a prosecutor’s application, or an investigating judge after receiving the prosecutor’s opinion. In the urgent circumstances defined by the code, the investigating judge may act before receiving that opinion. Appointing a technician takes place within the framework of an authorised measure. R11R12

Intelligence gathering under the administrative framework follows another regime. Article L. 871-1 of the Internal Security Code governs the provision of decryption information by certain providers and, in its second sentence, its use by providers, who may demonstrate that they cannot comply. The implementing rules require a written decision stating its reasons, issued by the prime minister or a delegate, notified to the provider and communicated to the chair of the Commission nationale de contrôle des techniques de renseignement, France’s intelligence oversight commission, known as the CNCTR. That communication has its own role in the procedure. R06R07

The CNCTR also describes on-site and remote oversight of implementation, with access to records and the intelligence concerned within its remit. These checks can examine how an authorized technique has been used. Assessing a system’s security also requires knowing who can change its permissions, alter its logs or redirect its delivery destination. Legal oversight and technical scrutiny meet here, examining different aspects of the same process. R14R22

For a provider, these distinctions are practical. The team handling a request must identify its legal basis, the authority issuing it, the data concerned and the capability actually available. The internal arrangements required cannot be inferred from the word “decryption” appearing in a demand.

Instructions and data travel on separate paths

Consider an abstract example: a competent authority requests the communications of an identified target over a specified period. The example describes the functions of a system. It does not reproduce a particular case or network.

One path carries the instructions. The request arrives, its scope is translated into technical parameters, and the necessary permissions are activated. A second path carries the data: the content or associated information is collected, prepared and delivered to the intended recipient. This distinction is familiar in computer security. The US National Institute of Standards and Technology’s (NIST) zero trust architecture separates the decision to allow access, the establishment of a connection and the enforcement of the rules. R23
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FIG. 02 Instructions, data and records follow separate paths. A request defines an operation. Checking and activation direct a chain of collection, preparation and delivery. Execution records feed a separate review. [R04] [R20] [R23] Method and scope
An original, qualitative functional model rather than a reproduction of an actual infrastructure. Amber arrows show instructions; turquoise arrows show data; dotted lines show records available for review. Separating functions distinguishes the access decision from execution and scrutiny. Eligible actors, procedures and exact powers depend on applicable law. ETSI and NIST standards describe technical functions; legal authority comes from the governing framework. A secure delivery circuit leaves the initial capability to obtain plaintext as a separate question.


The lawful interception architecture published by the European Telecommunications Standards Institute (ETSI) in August 2026 likewise describes separate roles and functions, spanning the requesting authority, the provider and the recipient of the results. A standard gives systems a common language; applicable law determines the authorizations. Security then depends on what each component can do and on the checks performed between them. R20

The delivery path itself needs protection. Another ETSI specification provides encryption mechanisms for handing over intercepted information over IP. That protection aims to prevent the result from being exposed in transit. It addresses a separate question from reading the original content: securing the delivery channel does not explain how the provider obtained the plaintext. R21

The U.S. provisions illustrate this transition to execution. For activation within a carrier’s switching premises, Section 1004 of CALEA requires lawful authorization and the affirmative intervention of an officer or employee of the carrier. Section 229(b)(2) provides for rules requiring secure and accurate records of interceptions and access, whether authorized or unauthorized. The framework thus combines a condition for activation with a recordkeeping obligation. R04

A simple error shows why these distinctions matter. An incorrectly translated identifier could direct a valid request toward the wrong target. An inadequately checked destination could send the result to the wrong recipient. These are operational scenarios; no frequency is estimated here. They show why accurate execution forms part of the cost of a measure even when its legal basis is established.

When an authorization ends, the infrastructure may remain

The duration of a measure is an essential limit. Several time frames apply to the same access capability. The authorized period governs an operation. The equipment or software executing it may have been deployed earlier and may remain available afterward. Data already collected follows the retention and processing rules applicable to its use.
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FIG. 03 An operation ending and the fate of copies are distinct. A technical capability may be designed before an operation and maintained after its end. Already captured communications then follow the applicable delivery, retention and deletion rules. [R20] Method and scope
Qualitative timelines without a time scale. Point positions and line lengths are illustrative; they measure neither durations nor proportions. Maintaining a capability beyond an operation is a possibility in this model, without a claim about any particular operator. In the cited ETSI lifecycle, the inactive state stops production of intercepted information, with an exception allowing delivery of already captured communications. Legal retention and deletion rules require separate assessment.


The ETSI standard reflects this separation: moving to the inactive state stops the production of intercepted information while still allowing the delivery of communications already captured. Collection ending and every copy disappearing are therefore separate events. The timeline illustrates that logic without assigning a universal retention period. R20

The economic implication is an inference: if a capability remains installed, its components, permissions and interfaces continue to require appropriate management. A one-off request may use infrastructure that persists. The budget for the operation and the budget for maintaining that infrastructure need not follow the same timetable.

The question becomes more acute when a reading capability is added to a widely distributed product. An authorization may concern a single person. The mechanism designed to answer future requests may serve a much larger population. The difference depends on the design: selection by target, separation of environments, custody of secrets and the actual means of activation. Only a precise account of the architecture makes it possible to assess that reach.

Audit trails need controls of their own

An audit log records events: an activation, a change in permissions, a delivery of data. Its value for oversight depends on how it is protected. If the same technical identity can trigger an operation and erase its record, the reviewer relies on evidence that the person or system under review can alter.

NIST addresses this problem through separation of duties, least privilege, which limits permissions to necessary operations, and protection of audit information. The controls it describes include separate storage and restricted administrative permissions. These measures help limit the power concentrated in a single account or role and must be adapted to the system concerned. R22

Separation has a tangible cost. ETSI states that keeping trust domains separate requires network and personnel resources. Where domains are combined to simplify the architecture, the standard calls for security analysis and compensating measures. The trade-off is therefore present within the mechanism itself: a leaner arrangement can concentrate more technical power. R20

That concentration also attracts attackers. In its April 24, 2025 alert on the campaign known as Salt Typhoon, the FBI described the theft of call data logs, a limited number of private communications and the copying of certain information subject to U.S. court-ordered law enforcement requests. It attributed the campaign to actors affiliated with China. The source records the U.S. authorities’ findings and attribution; it does not establish that lawful interception interfaces were the points of entry or that end-to-end encryption was broken. R26

For this analysis, the case chiefly illustrates the value of information gathered around lawful access. An interception chain contains data, targets, parameters and records. Protecting it requires considering each of those objects.

The strongest argument for an organized access system lies precisely in the ability to define responsibilities, limits and evidence of use. The standards show that this engineering work exists. A further difficulty arises when a general route of access is demanded for content that the provider was previously unable to read. The research report Keys Under Doormats raised the complexity and governance problems associated with such exceptional access in 2015. Any particular architecture still needs to be assessed through its own mechanisms. R24

China’s rules combine assistance with cryptographic protection

The Chinese comparison requires reading two sets of provisions together. Since the amendment that took effect on January 1, 2026, the general obligation to provide technical assistance appears in Article 30 of the Cybersecurity Law, formerly Article 28. It requires network operators to support public security and state security bodies in their lawful national security and criminal investigation activities. The renumbering resulted from the insertion of new articles; the assistance obligation predates 2026. R15R16

The Counterterrorism Law is more explicit about the technology. Article 18 refers to the technical interfaces and decryption assistance expected of telecommunications operators and internet service providers for the lawful prevention and investigation of terrorist activities covered by the law. It describes neither a universal key nor a single architecture imposed on every product. The details of a request and its implementation have to be established separately. R17

Alongside these duties, the Cryptography Law provides for lawful use of commercial cryptography and protections for certain proprietary information. It also prohibits forced transfers of commercial cryptographic technology through administrative means. These provisions have to be read alongside the assistance obligations; they do not establish a general exemption from every decryption request. R18

The 2025 regulation on critical information infrastructure gives this protective policy a practical form. Effective since August 1, 2025, it requires, among other things, qualified personnel for key management, operations and auditing, funding for cryptographic activities, and assessments before operation and at least annually afterward. Regulatory scrutiny of a key management mechanism does not establish that the secret values of the keys are handed over. R19

These Chinese government texts document written obligations. They cannot, on their own, reconstruct providers’ architectures or confidential practices. Their economic significance is that the state can require both cooperation with its agencies and sustained investment in cryptographic security. For a business within their scope, both requirements form part of its operating framework. How they fit together in practice depends on the requests, the product and the conditions of oversight.

Public budgets cover some of the bill

The picture of a provider left to fund every form of cooperation alone is too simple. Under Article R. 873-1 of France’s Internal Security Code, the full costs of implementing L. 871-1 are met from the budget of the prime minister’s services, provided they have actually been incurred and are duly substantiated. The provision sets a funding rule; it supplies no figure for actual expenditure. R08

The Postal and Electronic Communications Code also distinguishes different kinds of work. Within the scope of Article D. 98-7, studies, engineering, design and deployment, as well as maintenance or rental, are covered by an agreement with the state. Processing requests is subject to rates set by ministerial order. The same framework requires the relevant minister to approve the technical choices. R13

Funding therefore attaches to defined tasks: building capabilities, maintaining them and handling a request. Agreements and tariffs allocate certain costs between the business and the state. For the economy as a whole, the work still has to be done; reimbursement changes who finances it.

The United States also provides for cost payments under CALEA. Section 1008 distinguishes equipment by deployment date and makes payments conditional on matters including available appropriations and, where applicable, a determination of whether compliance is reasonably achievable. It does not provide general insurance against every economic consequence of an access mechanism. R05

One figure shows why keeping these scopes separate matters. The U.S. report for 2025 publishes an average cost of $92,963 in current dollars, covering 804 authorizations with reported cost data, for installing and monitoring wiretaps. The reporting instructions allow some expenditure associated with several related wiretaps to be grouped on a single form. This average describes the operations reported within that framework. It provides no measure of the additional cost of introducing a backdoor. R01R02

Estimating that additional cost would require comparing a service with and without the proposed capability: design work, operations, oversight, replacement of components, incidents attributable to the change, and customers’ responses. Observed compliance expenditure supplies only part of that comparison. The reimbursement provisions cited do not put a price on a customer’s loss of confidentiality or its possible commercial consequences.

This investigation therefore produces no worldwide monetary total. The verified documents support a more precise conclusion: cooperation has direct costs that the law can allocate; creating an additional capability requires its own technical and economic assessment. Adding figures that measure other things would give a hypothesis the appearance of measurement.

Assessing the consequences of an additional reader

A proposal for access can be examined by following how it would work. What information can the provider already read? What new capability would it have to acquire? Who can activate it, change its target or destination, and then verify what happened? What becomes of it when the authorization ends? These questions connect promised safeguards to actions that can be checked.

The investigators’ argument remains: access to certain communications may supply evidence they lack. The economic response is to examine the means needed to obtain that benefit and how their costs would be shared. The arrangements for separation, oversight and funding show how concrete that discussion can become. They also set a standard for scrutiny: a lasting capability calls for assessment over its entire life, including its authorized users, its administrators and the people whose data it could expose.

The signature on an authorization begins the process. Control of the infrastructure determines what follows.

Reading guide

End-to-end encryption: protection designed so that the endpoints of a conversation hold the means to read its content. Devices and their copies retain their own security considerations. R27 Plaintext: content in readable form, before encryption or after decryption. Control plane: the functions that decide on and activate an operation. Audit log: records intended to support examination of what happened. Least privilege: limiting technical permissions to the operations needed for a role. R23R22

Method and scope

This documentary investigation is current to November 7, 2026, covering the legislation, statistics and specifications accessible by that date. The references distinguish publication dates, effective dates and statistical periods. Chinese documents are read as government sources for written legal requirements; their explanatory translations are l0g’s own. The investigation contains no invented interview and does not audit a commercial infrastructure. The mechanism diagrams are teaching models; only the wiretap chart represents observed counts. The references explain the passages used and the scope of each document.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The sixth part on alternative routes to evidence examines available sources, investigative resources and the work of establishing evidence.

The fifth part on hijacked access and damage distinguishes affected capabilities, recovery and the distribution of losses.

The fourth part on iCloud, borders and switching costs examines safeguards, contracts and migration planning.

The first part on Parliament’s proposed encryption safeguard examines the French proposal. The second part on devices and backups follows copies of a business secret. The glossary also explains end-to-end encryption and backdoors.

The sharing image depicts an authorisation activating a mechanism for access to communications, with a separate oversight circuit. The visual metaphor depicts no actual installation.
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	R01 · Administrative Office of the U.S. Courts · 2026-06-30 · Accessed 7 November 2026Wiretap Report 2025Passages and scope
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Additional primary document
Additional primary document
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Articles R. 871-1 to R. 871-5: procedure for decryption conventions, a written and reasoned decision by the Prime Minister or delegate, notification to the provider and communication to the CNCTR chair. Authorization, notification and oversight retain distinct purposes.

	R08 · Légifrance / République française · 2016-01-31 · Accessed 7 November 2026French Internal Security Code : Article R. 873-1, funding implementation of L. 871-1Passages and scope
Article R. 873-1: the Prime Minister’s services budget covers all actually incurred and duly justified costs of implementing L. 871-1. It establishes a funding rule within its scope and provides no observed expenditure amount.

	R09 · Légifrance / République française · 2016-06-04 · Accessed 7 November 2026French Criminal Code : Article 434-15-2Passages and scope
Criminal Code article 434-15-2: conditions governing refusal to provide or implement a secret decryption convention known to the person required to cooperate. That knowledge is a determining element of the provision.

	R10 · Conseil constitutionnel, texte intégral diffusé par Légifrance · 2018-03-31 · Accessed 7 November 2026French Constitutional Council : Decision No. 2018-696 QPC, M. Malek B.Passages and scope
Decision 2018-696 QPC of 30 March 2018: review of the challenged first paragraph of article 434-15-2. The reasoning addresses knowledge of the decryption convention and the already identified data covered by the request. Its scope remains the provision examined.

	R11 · Légifrance / République française · Accessed 7 November 2026French Code of Criminal Procedure : Articles 706-95-11 to 706-95-19, common provisions for special investigative techniquesPassages and scope
Criminal Procedure Code articles 706-95-11 to 706-95-19: common provisions for special investigative techniques, including authorization and oversight according to the procedural setting. Appointing a technical implementer remains distinct from authorizing the measure. The code provides an urgency exception allowing the investigating judge to act before the prosecutor’s opinion.

	R12 · Légifrance / République française · Accessed 7 November 2026French Code of Criminal Procedure : Articles 706-102-1 to 706-102-5, capture of computer dataPassages and scope
Articles 706-102-1 to 706-102-5: computer-data capture under criminal procedure. Covered categories include stored, displayed and typed data and data received by specified peripherals. The endpoint can therefore provide access to content.

	R13 · Légifrance / République française · 2023-11-03 · Accessed 7 November 2026French Postal and Electronic Communications Code : Articles D. 98-3 and D. 98-7, scope and means of cooperationPassages and scope
Postal and Electronic Communications Code articles D. 98-3 and D. 98-7: scope of cooperation capabilities, approval of technical choices and funding. D. 98-7 IV distinguishes an agreement for specified work or capabilities from rates set by order for processing requests.

	R14 · Commission nationale de contrôle des techniques de renseignement (CNCTR) · Accessed 7 November 2026Oversight of the implementation of intelligence techniquesPassages and scope
Institutional description of CNCTR oversight of intelligence-technique implementation: on-site and remote checks and access to intelligence and records within its remit. It describes the commission’s oversight rather than auditing a particular architecture.

	R15 · Comité permanent de l’Assemblée populaire nationale ; republication par la Cyberspace Administration of China (CAC), source indiquée : China NPC · 2025-12-29 · Accessed 7 November 2026Cybersecurity Law of the People’s Republic of China : consolidated after the 2025 amendmentPassages and scope
China’s Cybersecurity Law as consolidated after the 2025 amendment: article 30 contains the technical-support and assistance duty for the competent authorities’ lawful activities. The text establishes a written duty; provider-specific implementation requires further evidence.

	R16 · Comité permanent de l’Assemblée populaire nationale ; republication CAC, source indiquée : Xinhua · 2025-10-29 · Accessed 7 November 2026Decision of the Standing Committee of the National People’s Congress amending the Cybersecurity LawPassages and scope
2025 decision amending China’s Cybersecurity Law, effective 1 January 2026: insertion and renumbering of articles. The former article 28 assistance duty becomes article 30; the obligation predates that effective date.

	R17 · Comité permanent de l’Assemblée populaire nationale ; reproduction du ministère de l’Industrie et des Technologies de l’information (MIIT) · 2022-01-29 · Accessed 7 November 2026Counterterrorism Law of the People’s Republic of China : as amended in 2018Passages and scope
China’s Counterterrorism Law, article 18, as amended in 2018: technical interfaces and decryption assistance from telecom operators and internet providers for the covered lawful activities. Design and implementation conditions require separate examination.
Additional primary document

	R18 · Comité permanent de l’Assemblée populaire nationale ; reproduction de l’autorité nationale chargée de la cryptographie, source indiquée : China NPC · 2019-10-28 · Accessed 7 November 2026Cryptography Law of the People’s Republic of China and Promulgation Order No. 35Passages and scope
China’s Cryptography Law: lawful use of commercial cryptography, protection of specified proprietary information and prohibition of forced transfer of that technology through administrative means. These provisions must be read alongside other applicable legal duties.
Additional primary document

	R19 · Autorité nationale de la cryptographie (NCA), Cyberspace Administration of China et ministère de la Sécurité publique · 2025-06-27 · Accessed 7 November 2026Provisions on the Use of Commercial Cryptography in Critical Information Infrastructure : Joint Order No. 5Passages and scope
Chinese rules on commercial cryptography in critical information infrastructure, effective 1 August 2025: qualified staff, funding and security assessments, including before operation and at least annually thereafter. Assessing key management and disclosing secret key values remain distinct operations.

	R20 · European Telecommunications Standards Institute (ETSI) · 2026-08 · Accessed 7 November 2026ETSI TS 104 007 V1.3.1 : Lawful Interception (LI); Lawful Interception ArchitecturePassages and scope
ETSI TS 104 007, version 1.3.1, August 2026: roles, flows and lifecycle of lawful interception. Transition to the inactive state preserves an exception for delivery of previously captured communications. Separating trust domains uses network and personnel resources. The standard provides a technical architecture; applicable law determines legal powers.
Additional primary document

	R21 · European Telecommunications Standards Institute (ETSI) · 2026-08 · Accessed 7 November 2026ETSI TS 102 232-1 V3.38.1 : Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP deliveryPassages and scope
ETSI TS 102 232-1, version 3.38.1, August 2026: IP delivery of intercepted information, including payload-encryption mechanisms and transport protection. Encrypting delivery is a separate problem from obtaining readable original content.

	R22 · National Institute of Standards and Technology (NIST) · 2020-09 · Accessed 7 November 2026NIST SP 800-53 Rev. 5 : Security and Privacy Controls for Information Systems and OrganizationsPassages and scope
NIST SP 800-53, revision 5: AC-5 on separation of duties, AC-6 on least privilege and AU-9 on protecting audit information, including separate storage and restricted administration. The publication page also announces the August 2025 catalogue release 5.2.0. These controls provide a framework for adaptation; citing them establishes their content rather than actual deployment.
Additional primary document
Additional primary document

	R23 · NIST ; Scott Rose, Oliver Borchert, Stu Mitchell et Sean Connelly · 2020-08 · Accessed 7 November 2026NIST SP 800-207 : Zero Trust ArchitecturePassages and scope
NIST SP 800-207, August 2020, section 3: policy engine, policy administrator and enforcement point, with logical separation of control and data planes. The article uses these concepts in an explanatory model; this general security framework confers no interception powers.
Additional primary document

	R24 · Harold Abelson et al. ; MIT Computer Science and Artificial Intelligence Laboratory · 2015-07-07 · Accessed 7 November 2026Keys Under Doormats: Mandating insecurity by requiring government access to all data and communicationsPassages and scope
MIT presentation of 7 July 2015 and record for report MIT-CSAIL-TR-2015-026: the authors analyse complexity, cryptographic guarantees and governance challenges associated with exceptional access. This is a technical argument, with no monetary estimate used here and no validation of a particular implementation.
Additional primary document

	R25 · Administrative Office of the U.S. Courts · Accessed 7 November 2026FAQs : Wiretap ReportsPassages and scope
Judicial FAQ on reporting scope: Title III interceptions, exclusion of FISA interceptions, reporting schedule and categories outside collection. It clarifies statistical coverage and bounds interpretation of the 2025 data.

	R26 · Federal Bureau of Investigation · 2025-04-24 · Accessed 7 November 2026FBI Seeking Tips about PRC Targeting of U.S. TelecommunicationsPassages and scope
FBI alert of 24 April 2025, also published by IC3: Salt Typhoon attributed to PRC-affiliated actors, theft of call logs and some communications, and copying of information subject to court-ordered requests. These findings are attributed to US authorities. The alert establishes neither a universal intrusion route nor a break in end-to-end encryption.
Additional primary document

	R27 · IETF / RFC Editor ; Beurdouche et al. · 2025-04 · Accessed 7 November 2026RFC 9750 : The Messaging Layer Security (MLS) ArchitecturePassages and scope
RFC 9750, the April 2025 informational MLS architecture: content protection, multiple devices, transport and limits concerning application-retained histories. Adding a device and restoring earlier messages are distinct functions. Scope depends on the protocol and the application’s own functions.
Additional primary document
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An encryption option becomes unavailable in one country. Elsewhere, an account’s region determines the provider and the contract. Following Apple’s documents and French cloud rules reveals the value of privacy guarantees and the work involved in changing services.

The same service name can cover two different promises of confidentiality. Apple’s documentation, consulted on November 7, 2026, still states that users in the United Kingdom who do not already have Advanced Data Protection for iCloud enabled can no longer turn it on. Known as ADP, this option extends end-to-end encryption to categories such as backups, photos and files. Q01

The customer can continue using iCloud. Yet one feature of the product available to them has changed: the ability to entrust more content to the service while keeping access to the keys on trusted devices. The economic effect begins here, in the quality of the available service. It may then affect a confidentiality commitment, a purchasing decision or a migration project. That chain depends on how the service is used; the sources assembled here cannot put a general price on it. Q01Q02

This fourth installment traces how a change in protection can affect the customer’s costs. Apple’s case illustrates the constraints a U.S. provider faces abroad. The Chinese documents show how an account’s region can change the operator and the contract. French and European rules then help explain how a technical safeguard becomes a purchasing requirement and a practical undertaking when leaving a service.

Following the keys

A decryption key is used to turn encrypted content back into readable data. Assessing the protection means identifying the people and systems able to use that key. Apple describes two configurations. Under standard data protection, the categories concerned are encrypted in transit and at rest, with keys held in Apple’s data centers. The provider can therefore help recover them. With ADP, trusted devices retain sole access to the keys for the majority of the data. Q02

The UK restriction concerns that extension. In its UK notice, Apple distinguishes 15 categories protected by end-to-end encryption by default, which retain that protection, from 10 additional categories for which new activation of ADP is unavailable. These figures count categories: each square in the diagram represents a type of data, regardless of its size. iMessage and FaceTime also remain end-to-end encrypted. For existing ADP users, Apple describes a process requiring users to disable the feature themselves and says it cannot do so automatically. The actual status of all those accounts is unknown. Q01

[image: Apple’s UK notice distinguishes fifteen default end-to-end encrypted categories that remain protected and ten additional categories for which newly enabling ADP is unavailable. One mark represents one category. The key path illustrates standard protection of those ten categories only.][image: Apple’s UK notice distinguishes fifteen default end-to-end encrypted categories that remain protected and ten additional categories for which newly enabling ADP is unavailable. One mark represents one category. The key path illustrates standard protection of those ten categories only.]Open the complete composition
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FIG. 01 The UK notice distinguishes categories with different protections. Apple’s UK notice distinguishes fifteen default end-to-end encrypted categories and ten additional categories affected by the inability to newly enable ADP. The key path illustrates standard protection of those ten categories. [Q01] [Q02] Method and scope
UK notice dated September 2025, consulted on 7 November 2026. One mark represents one category in that notice, regardless of data volume or user count. These counts are not an exhaustive inventory of services introduced since. The ten categories retain encryption in transit and at rest, with the corresponding keys held by Apple under standard protection. The fifteen default categories retain Apple’s stated protections and exceptions: when Messages in iCloud and iCloud Backup are enabled, a copy of the Messages key enters the backup; under standard protection, Apple holds that backup’s keys. Sharing and metadata also require separate review. The actual status of all pre-existing ADP accounts remains unknown.


This distinction may matter to someone storing sensitive documents. If their requirement is to restrict reading to their devices, they need to examine the protection of the category they use, the recovery arrangements and any copies. Shared content and some metadata have their own rules. The choice turns on that level of detail, well beyond the padlock displayed on a screen. Q02

The comparison also needs the right scope. The iCloud terms exclude Managed Apple Accounts from eligibility for ADP. The British case illustrates a change in the offering for eligible accounts; applying it to a business infrastructure requires a separate examination of the service and contract involved. Q03

A visible product change, a partly secret dispute

The public evidence serves different purposes. The Investigatory Powers Tribunal’s judgment of April 7, 2025 establishes that Apple brought proceedings concerning the powers to issue Technical Capability Notices, orders relating to technical capabilities. It addresses whether the litigation should be public. Paragraph 20 states that the tribunal neither confirms nor denies the accuracy of press reports about the demand made of Apple. The full text of a notice is therefore a different document from the public judgment on secrecy surrounding the proceedings. Q04

The litigation continued in 2026. In submissions signed on September 11, Privacy International and Liberty state that Apple filed a second claim on July 13, 2026. Liberty reports that a case management hearing took place on September 17. These documents come from claimants in the proceedings: they describe their actions and arguments. Their account of a revised demand remains subject to the British government’s position of neither confirming nor denying it. Q05Q06

In the United States, Ron Wyden and Warren Davidson called for greater transparency. Their September 11, 2026 press release describes the full scope of the current demand as unknown to the public and to Congress. This is an attributed congressional position, distinct from a judicial finding. Q07

For the economic analysis, the observable effect is narrower and better established: Apple’s documentation continues to describe a territorial difference in the service it offers. A diplomatic announcement or procedural development would require a separate check of product availability before concluding that the feature had returned. The material reviewed provides neither a rate of UK customer departures nor lost sales attributable to the restriction. Q01Q05

The contract sets out some ways customers can respond. In the iCloud terms revised on September 14, 2026, Apple provides for notice of material adverse changes, with exceptions including circumstances arising from legal or governmental action. The terms also provide, in the specified situations, for termination and a prorated refund of certain prepayments. These clauses describe contractual rights; they establish no compensation actually paid in connection with ADP. Territorial provisions and mandatory legal rights must also be considered. Q03

A subscription refund and a digital move address different problems. The first concerns the service paid for. The second may require choosing a solution, transferring data and restoring a working arrangement. The gap between them can leave the customer with a cost even when the refund has been calculated correctly.

Contracts and product availability in China

Apple describes iCloud in mainland China as a service operated by GCBD, AIPO Cloud (Guizhou) Technology Co. Ltd., within China’s regulatory framework. Its support page, dated April 15, 2025, directs the users concerned to specific terms. Q08

The version revised on September 14, 2026 provides for a change of operator and contract when a change of region moves an account between Apple and GCBD. It also contains Section II.J on ADP, extending end-to-end encryption and setting out recovery arrangements that rely on the user. The existence of that clause is a documented fact. Establishing who actually holds each key and how the feature is deployed on each account would require further technical verification. Q09

The comparison with the United Kingdom calls for examining each feature separately. Apple lists France and the United States for Private Relay in its macOS availability catalog; mainland China is absent. Private Relay and ADP are different features. The catalog describes availability without assigning a precise legal cause to every absence. Q12

GCBD’s privacy policy adds a revealing detail. Its April 12, 2024 text provides for storage in China of personal information GCBD processes or generates there. The same section envisages transfers or access from abroad, including by Apple and its affiliates, for the purposes specified. Storage in China can therefore coexist with access from outside it. This is the provider’s description; no independent audit was conducted for this article. Q10

Chinese rules themselves require the flow to be classified. Article 40 of the Personal Information Protection Law confines its local storage duty to certain categories of actors. The law provides several routes for transfers and includes encryption among the security measures set out in Article 51. The regulation of March 22, 2024 adds conditional exemptions from certain outbound transfer formalities while retaining applicable protection duties. Inferring a general ban on transfers from the word “China” alone would misread these provisions. Q13Q14

Four dimensions of a cloud service

A buyer can clarify this landscape by following four dimensions: the entity with which it signs a contract, the location where data is stored, the teams and systems authorized to administer it, and the actors able to use the keys. The diagram separates these relationships to show where they intersect.

[image: A client contracts with an entity and sends data to a service. Physical storage, administration permissions and key control have distinct actors in this hypothetical model. It depicts neither an actual provider nor universal permission to read content.][image: A client contracts with an entity and sends data to a service. Physical storage, administration permissions and key control have distinct actors in this hypothetical model. It depicts neither an actual provider nor universal permission to read content.]Open the complete composition
Open the complete composition
FIG. 02 Contracts, storage, administration and keys follow distinct relationships. A client contracts with an entity and sends data to the service. Administration permissions and control of keys determine separate capabilities within the architecture being assessed. [Q09] [Q10] [Q16] [Q17] Method and scope
An original hypothetical functional model, without attributing any location or architecture to an actual provider. Routes distinguish contracts, data movement, administration and keys. Real offers may combine or separate the actors shown; each relationship needs documentation. Administrative access and reading content depend on permissions and cryptographic mechanisms. Showing a key in this model gives it no universal reach. Storage location and qualification of a particular offer require their own checks.


A data center’s address answers a physical question. The contracting party helps identify the obligations governing the commercial relationship. Administrative permissions specify who can act on the service. Control of the keys determines the ability to read content within the architecture concerned. Administrative access can be extensive without automatically providing access to every item in plaintext; its reach depends on permissions and encryption mechanisms. France’s data protection authority, the CNIL, stresses precisely the distinction between possession, control, access and use of keys. Q16

Consider a buyer assured that its files will remain in a particular country. It still needs answers to the other questions: which entity can receive a demand, which provider can administer the systems, and which operations require a key? This is an illustrative example. It organizes the examination of an offering without attributing to a real provider an architecture that public documents do not describe.

The account’s region adds another layer. Apple’s October 30, 2026 support article describes steps to take before changing a country or region, including matters involving the account balance, subscriptions, pending transactions and a payment method. These requirements document potential work for the user. They belong to the commercial ecosystem; their entire burden cannot be attributed to an obligation to provide access to content. Q11

Confidentiality becomes a purchasing requirement

For a French organization, the assessment starts with the function it needs. Keeping an encrypted archive and running a process that must read its contents raise different questions.

The European Data Protection Board illustrates this in its final recommendations on transfers of June 18, 2021. Hosting backups may benefit from an effective supplementary measure where encryption takes place before transmission and meets demanding conditions, including those concerning its strength, implementation and control of the keys. A provider that needs to process the data in plaintext presents a different difficulty where disproportionate access powers in a third country actually apply to the transfer. The Board’s technical assessment dates from 2021 and depends on those assumptions. Q15

The commercial question follows: which functions is the buyer willing to entrust to the provider, and with what access? In the common architectures described by France’s data protection authority, the CNIL, client-side encryption can preserve control over content while limiting some collaboration or indexing functions. The choice requires aligning the confidentiality sought with the service actually needed. Q16

SecNumCloud qualification adds another set of requirements. France’s cybersecurity agency, ANSSI, describes criteria that include governance, operational autonomy and relationships with third parties subject to laws outside Europe. Qualification applies to a specific offering. An application hosted on a qualified service still needs examination within its own scope; the status does not pass to it automatically. Q17

A French document from 2026 shows how these issues enter a concrete purchasing process. The government’s Legal Affairs Directorate has published model clauses for public digital procurement; the PDF examined was updated on August 21, 2026. It brings together safeguards, audit findings, notice of certain changes and termination options. Reversibility, the organised ability to take back or transfer the service, also depends on access to the necessary resources and, for the bespoke developments covered, delivery of code and documentation. These are templates to be incorporated and adapted, with distinct scopes of application. Q19

The economic mechanism becomes tangible. If a characteristic required by the buyer changes, its compatibility with the buyer’s needs and the contract must be assessed. Additional evidence, a correction or an exit may become necessary. A new access capability does not, however, automatically entail loss of qualification or termination: that connection would have to be established in the case at hand.

For the provider, a documented safeguard can therefore be a condition of access to certain markets. For the buyer, it has value because it reduces a specific uncertainty. An effect on sales remains a hypothesis until a purchasing or termination decision attributable to the change is observed.

The work involved in switching services

Portability enables data to be transferred in a usable form. Exporting data is an initial stage of the transfer. The steps that follow depend on the use case: locating the expected files, checking their formats, restoring the necessary connections and making sure authorized users can work. An organization may need to run both environments temporarily. This is a project model whose stages must be adapted to the actual situation.

Guidelines issued by the French regulator Arcep on July 2, 2026 give this distinction practical substance. They separate duties to facilitate switching from additional support services. Examples drawn from its work include export assistance, integrity checks, planning, script adaptation and training. How a service is classified depends on its purpose; a required action retains that status even when the customer asks for it. Q20

[image: Export leads to adaptation, then validation of integrity and permissions before cutover. Environments may coexist. Closing the former service depends on validation and applicable rules. No cost or time is measured.][image: Export leads to adaptation, then validation of integrity and permissions before cutover. Environments may coexist. Closing the former service depends on validation and applicable rules. No cost or time is measured.]Open the complete composition
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FIG. 03 Resuming operations depends on a validation path. Exporting data starts a process of adaptation, integrity and permission checks, then cutover. Environments may coexist before closure of the former service, depending on the project and applicable rules. [Q18] [Q19] [Q20] Method and scope
An original teaching model informed by the Data Act, DAJ model clauses and Arcep’s guidelines of 2 July 2026. Arrows show dependencies, without a time scale or budget shares. Coexistence and closure are conditional; retention and deletion duties require review. Rules on some switching and transfer charges are distinct from the customer’s internal work and genuinely agreed additional services. No total migration cost or average duration is estimated.


A team’s time has an opportunity cost: while it reconfigures a service, it has less availability for other work. Estimating that cost would require knowing the scope, the people involved, the hours and the alternatives. This article assigns neither an average duration nor a fictional hourly rate to that work. The examples of tasks establish a mechanism without measuring its scale.

Preparation also changes the decision. Documented exports, usable formats and a tested recovery procedure can reduce the work that has to be improvised when leaving. An integrated service may, in turn, offer enough useful functions to justify staying. The economic decision concerns the complete service, its protection and the available exit options.

Zero euros within a defined scope

The regulatory timetable corrects a common assumption about exit fees. In France, the covered data transfer fees incurred when switching providers have already been capped at zero euros since December 1, 2025. The order is dated November 17, was published on November 30, and provides for this rule to apply until January 12, 2027. Q21

January 12, 2027 marks a separate step: the prohibition on switching charges under Article 29 of the Data Act, within its scope. The regulation has generally applied since September 12, 2025 and provides for exit rights, assistance and information about exportable data. Special rules apply, among other things, to certain custom-built services and temporary trials. Q18

The two charging scopes need to remain clear. Data transfer is one component of switching; the customer’s project may also require internal work or additional services. Arcep explains that services genuinely going beyond the exit obligations can be charged for, including after January 2027, where they are requested and their price is agreed in advance. Ordinary service charges also follow their own rules. Q20

This framework reduces some barriers to switching. Its practical effect will depend on interfaces, exportable data and the work needed to resume operations. A zero-euro line on the invoice can make it easier to decide to leave; the need to restore a working service remains. European exit rules therefore provide a real counterweight to dependence, within a scope that the contract and architecture must allow customers to exercise. Q18

The difficulty of valuing trust

At what price would a customer accept a weaker confidentiality guarantee? How much effort would they make to retain a stronger one? Answering these questions could turn the mechanism into an amount. Product documentation and legal texts do not, on their own, supply the necessary data.

A study published in 2021 by Law and Economics Consulting Associates (LECA), commissioned by the Internet Society, illustrates the difficulty. Examining Australia’s Telecommunications and Other Legislation Amendment (Assistance and Access) Act, known as TOLA, it combines nine interviews with a questionnaire that received 79 responses, including 54 from companies headquartered in Australia. It reports economic concerns but acknowledges that the sample cannot support a reliable aggregate estimate. Its targeted recruitment, self-reported responses and the commissioning organization’s interest in strong encryption must inform the reading. Individual companies’ reported amounts are not treated here as verified costs. Q23

The Organisation for Economic Co-operation and Development (OECD) and the World Trade Organization, in their study published in February 2025 and revised in August, offer a broader framework for rules governing data flows. Their model combines trade and compliance costs with a trust effect on willingness to pay. This channel rests on assumptions and calibration; it does not measure an observed bill for a backdoor. It nevertheless highlights an essential counterargument: credible safeguards can support use and trade even when they impose obligations on providers. Q22

The economic comparison should therefore concern specific configurations. A requirement can increase the compliance burden while making an offering acceptable to some buyers. A restriction on a feature can reduce a product’s usefulness for some customers without prompting all the others to leave. Adding a hypothetical migration cost to an assumed loss of trust could also count the same response twice.

Measuring the effect of compelled access would require tracking changes in the offering, customer decisions, expenditure actually incurred and a credible comparison scenario. The cost of a move already planned for other reasons could not be attributed in full to that obligation. A stated intention to leave would have to remain distinct from an observed departure.

Exit options are part of the purchase

Withdrawal of a protection can have an economic effect before any access to content is publicly documented. In the British case, the restriction on availability is verifiable. The costs that follow depend on the role that guarantee plays in the customer’s use of the service. Q01

The Chinese documents require a precise reading of the contract and the features. The French sources show how to specify the evidence expected and prepare for reversibility. Together, they describe a market in which confidentiality is negotiated through technical capabilities, obligations and opportunities to leave. Q09Q19

For a buyer, the useful question becomes concrete: if this safeguard changes, can it continue operating with the level of protection it needs, and what means will it have to switch services? The answer lies in access to the keys, the contract terms and the quality of the transition. This is where the debate over backdoors meets a product’s value.

Method and scope

This documentary investigation is current to November 7, 2026. Sources distinguish publication dates, versions and events. Apple and GCBD documents are providers’ statements; claimants’ filings and congressional positions are attributed. Chinese legal texts describe rules without proving how they are implemented on a particular account. No interviews, infrastructure tests or independent audits of key custody were conducted for this article. The diagrams are explanatory models; category counts and charging dates are sourced. No global cost or measured commercial causality is claimed.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The sixth part on alternative routes to evidence examines available sources, investigative resources and the work of establishing evidence.

The fifth part on hijacked access and damage distinguishes affected capabilities, recovery and the distribution of losses.

The first part on Parliament’s proposed encryption safeguard examines the French proposal. The second part on devices and backups follows copies of a business secret. The third part on state access examines activation powers and oversight.

The Leaving Microsoft series on government dependencies explores the preparation of an exit. The glossary also explains end-to-end encryption.

The sharing image depicts an archive, a key and transfer paths crossing an abstract border. The conceptual composition illustrates changing safeguards and migration planning; it depicts no actual installation.
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	Q04 · Investigatory Powers Tribunal · 2025-04-07 · Accessed 7 November 2026Apple Inc v Secretary of State for the Home Department : [2025] UKIPTrib 1Passages and scope
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	Q19 · Direction des Affaires juridiques / Ministère de l’Économie · 2026-05-06 · Accessed 7 November 2026Implementing Article 31 of the SREN Act and model clauses for digital procurement sovereigntyPassages and scope
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An intruder can turn a network’s own capabilities against it. From US telecom breaches and a Greek precedent to French insurance claims and Chinese security rules, this investigation follows the damage and the question of who pays.

On 25 July 2025, Orange detected an intrusion into one of its information systems. The telecoms operator isolated services that might have been affected. Three days later, it said this protective action had itself disrupted some services and management platforms, mainly in France. At that stage, investigators had found no evidence suggesting that data had been exfiltrated. The statement put no figure on the damage. V12

This sequence offers a useful starting point for the economics of an intrusion. A company may have to suspend operations to keep an attack from spreading. It then commits resources to making its systems safe to use again, while customers try to keep their own work moving. Sometimes, the cost begins with the decision to close a connection.

The Orange statement documents that containment mechanism. It establishes neither a backdoor nor a connection to Salt Typhoon. For the encryption debate, the next question is more specific: when a system includes a particular power to read data or exercise control, how far can the misuse of that power extend the consequences of an intrusion?

US investigations, technical research and French and Chinese publications help explain how incidents unfold and how their costs are shared. They also leave a substantial gap. Within the evidence assembled for this investigation, the total economic cost attributable to the misuse of an exceptional-access capability remains unknown.

The capabilities an intruder reaches

A backdoor can mean a mechanism introduced without the owner's knowledge to bypass security. In the public debate over encryption, the same word is also used to criticise access sought by public authorities. To follow the evidence, we need to distinguish exceptional access, designed to make certain data readable under specified conditions, from the administrative functions that keep a network running. They serve different purposes. Misuse of either can give an intruder greater powers, with the reach determined by the particular system. V20

In April 2025, the US Federal Bureau of Investigation (FBI) described the results of a campaign publicly known as Salt Typhoon, which it attributed to actors affiliated with China: stolen call logs, access to private communications involving a limited number of identified victims, and copies of selected information subject to US court-ordered law-enforcement requests. That last category draws attention to information associated with lawful interception. It identifies what was obtained. The statement leaves the initial entry point unresolved. V01

Cisco Talos supplied another part of the picture. In its February 2025 analysis, the vendor reported evidence suggesting that a vulnerability had probably been exploited in one case. In the other cases it investigated, initial access to Cisco devices relied on legitimate credentials. How those credentials were first acquired remained unknown. V03

The evidence has continued to develop. Talos's report published on 29 October 2026, covering its third-quarter incident-response engagements, describes prolonged telecoms intrusions: valid accounts, a vulnerable management interface, then legitimate network functions used to maintain access or collect data. One campaign deployed an implant known to be used by Salt Typhoon. That technical connection is insufficient to attribute every engagement during the quarter to the same group. V04

The sequence matters. A traffic-copying function may become useful after an attacker enters a network. A database containing information related to court orders may be reached without having provided the way in. Collapsing those stages obscures the central economic question: what additional capability did the attacker obtain, and what consequences did it make possible?

A joint advisory from several US agencies and international partners was published on 27 August 2025 and revised on 3 September as version 1.1. It describes movement between devices and networks through trusted connections. Its scope only partially overlaps with the groups named by vendors, including Salt Typhoon. It brings together technical findings; the geopolitical attribution belongs to the issuing authorities. V02

China disputes that attribution. In a response published on 1 September 2025, its foreign ministry also repeated an account involving an American “backdoor”, explicitly attributing that explanation to US media. The statement records a diplomatic position. It supplies no independent technical verification of the route taken by the intruders. V08

[image: Two separate evidence sets: in Greece in 2004–2005, an unreconstructed entry preceded misuse of an interception function. Telecom publications from 2025–2026 describe equipment access followed by network functions used to collect traffic. The cases and their actors remain distinct.][image: Two separate evidence sets: in Greece in 2004–2005, an unreconstructed entry preceded misuse of an interception function. Telecom publications from 2025–2026 describe equipment access followed by network functions used to collect traffic. The cases and their actors remain distinct.]Open the complete composition
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FIG. 01 Network entry precedes use of the capabilities reached. The Greek reconstruction and telecom publications distinguish initial access, the capability reached and collection. The two paths represent separate sets of evidence. [V02] [V03] [V04] [V17] Method and scope
Qualitative diagram. Greece, 2004–2005: the investigation published in 2007 describes unauthorised code using an interception function present in the switches; the initial entry remains unresolved in that reconstruction. Dotted lines mark this limit. Telecom publications from February 2025, September 2025 and October 2026 report several intrusions involving valid access, vulnerabilities and trust relationships. They document subsequent use of network functions to collect traffic. The diagram combines neither cases nor attributions and establishes no common cryptographic entry route. Historical Greek telephony and modern end-to-end encrypted messaging have different architectures.


An authorised function becomes a covert power

An earlier case gives us a more direct view of an interception capability being misused. In Greece in 2004–2005, unauthorised code installed on switches in Vodafone's network used a wiretapping function already present in their software. A 2007 investigation by Vassilis Prevelakis and Diomidis Spinellis identified an unusual arrangement: the operator had the technical interception capability but had not purchased its usual management interface. The added code activated the capability to copy communications. The initial point of entry remained unresolved in their reconstruction. V17

This was a historical telephone-network architecture, different from a modern messaging service protected by end-to-end encryption. Its relevance lies in the distinction between getting into a system and the power awaiting an attacker there. A capability created for authorised use can expand what a successful intrusion allows.

The problem disclosed at Juniper in December 2015 took a different form. CERT/CC's notice distinguishes two independent ScreenOS vulnerabilities: one allowed unauthorised administrative access; the other made it possible to decrypt observed VPN traffic. A VPN creates an encrypted tunnel between points on a network. The vulnerabilities therefore affected different security functions. V05

Researchers examining the second mechanism in a paper presented at ACM CCS in 2016 explained the role of Dual EC, a generator of numbers used in cryptographic operations. Using a real device and their own parameters, they demonstrated that a VPN session could be decrypted passively. Their experiment established a technical capability. It provided no count of actual victims or losses and did not identify whoever introduced the unauthorised code. V06

These cases show why “backdoors” cannot be treated as a single object. A misused interception function, covert administrator access and a weakness that enables decryption have different requirements and reach. Any assessment of their cost has to begin by identifying the mechanism involved.

The reach of a key

Imagine two organisations holding the same files. In the first, one privileged capability opens several sets of data. In the second, those sets rely on genuinely separate keys and controls. If an attacker compromises just one of these capabilities, the possible consequences differ, provided the separation also holds at the level of administration and recovery.

The US National Institute of Standards and Technology (NIST) expresses this principle in its key-management recommendations: design a system so that compromising one key exposes as little information as possible. Preparations should also cover revocation, replacement and recovery. This offers a way to limit exposure. It supplies no universal percentage reduction in risk. V19

The idea of a “key to everything” becomes misleading when it takes the place of examining an architecture. Exceptional access might be restricted to one device, one account or a particular period. Conversely, several supposedly separate keys may all depend on the same administrator account. In the illustration below, independence is a demanding assumption: the compromised access must actually stop at the boundary shown.

[image: A compromised shared capability may expose several illustrative datasets. Effective separation of controls can limit the accessible perimeter. Independent permissions, administration and recovery are assumptions. No compromise probability or loss amount is estimated.][image: A compromised shared capability may expose several illustrative datasets. Effective separation of controls can limit the accessible perimeter. Independent permissions, administration and recovery are assumptions. No compromise probability or loss amount is estimated.]Open the complete composition
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FIG. 02 The breadth of permissions shapes the potentially accessible perimeter. A compromised shared control may open several illustrative datasets. Genuinely independent controls may limit that exposure, depending on permissions and other access paths. [V19] Method and scope
Conceptual comparison informed by NIST SP 800-57 Part 1, revision 5, May 2020, section 5.5.2. Letters A to D identify illustrative datasets, without real quantities. Rose marks a control assumed to be compromised and the potentially accessible perimeter in this model. Independence requires genuinely separate accounts, permissions, administration paths and recovery mechanisms. Gray controls are not an observed guarantee. The drawing measures neither compromise probability nor expected annual loss. Each architecture’s safeguards could also change entry probability, which requires separate assessment.


For an insurer, this reasoning changes the scale of the problem. When several clients depend on the same provider or technology, a common event can affect multiple policyholders. EIOPA, the European insurance supervisor, discusses this accumulation risk in its December 2025 Financial Stability Report. It also observes that the still-limited size of cyber insurance reduced its direct impact on insurers' stability at that time. V14

Both dimensions matter. Shared control can extend the consequences of a successful compromise, while the protections around it can change the likelihood of success. Comparing two architectures would require assessing both. Mapping the reach of an access capability tells us about potential exposure; calculating an expected annual loss takes further evidence.

The French experience calls for another distinction. In its review of 2025, published in March 2026, ANSSI describes activity associated with Salt Typhoon and a compromised device used as a relay. The agency also says the widespread deployment of such equipment makes it difficult to distinguish strategic targeting of telecoms from broader opportunism. Infrastructure used along the way and the target ultimately sought play different roles in an investigation. V11

Restoring systems after an intrusion

After detection, those responsible have to decide what to isolate, which access to suspend and which backups they can trust. NIST distinguishes containment, which aims to halt the spread of an incident, from eradication of the means of persistence and recovery. Bringing services back into production includes checking backups and restored systems. Some sophisticated intrusions whose full extent remains unclear may require hardware replacement. V18

This is where security uses tangible resources: staff time, replacement capacity, testing and user support. If a service remains unavailable during the work, the loss also depends on how much activity can be deferred, recovered or continued through other means. An hour of interrupted operations does not automatically become an hour of revenue lost for good.

France’s cybersecurity agency, ANSSI, recommends preparing remediation before a crisis: the work needed to restore a trustworthy system. Its January 2026 guide covers backups, communications that can be used during an incident and the activation of insurance services under the relevant contractual terms. Preparation is an upfront commitment of resources so that the organisation can act when some of its usual tools become suspect. V15

A different limit emerges once readable information has been copied outside the system. Replacing a key can secure future exchanges. It cannot erase a copy of plaintext already held by an intruder. Service may be restored while the confidentiality of that information remains lost. This follows from how copying works, regardless of the amount spent rebuilding the system.

[image: A general sequence leads from detection to containment, rebuilding and verified resumption. A separate branch assumes a readable copy has already been taken and may remain outside. Orange’s July 2025 statement illustrates isolation-related disruption; the hypothetical copy is separate from that incident.][image: A general sequence leads from detection to containment, rebuilding and verified resumption. A separate branch assumes a readable copy has already been taken and may remain outside. Orange’s July 2025 statement illustrates isolation-related disruption; the hypothetical copy is separate from that incident.]Open the complete composition
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FIG. 03 Service recovery and the fate of copies follow distinct paths. Incident response leads through containment and rebuilding to verified resumption. A conditional branch follows an already stolen readable copy that may remain outside the restored environment. [V12] [V15] [V18] [V19] Method and scope
An original explanatory model, without estimated duration or cost. The sequence simplifies incident-response functions; stages can be revisited. Orange’s statement of 28 July 2025 describes isolation-related disruption after detection on 25 July. At that stage, it reports no evidence indicating exfiltration. The rose branch is a general scenario involving a readable copy already held outside, separate from that incident. It attributes neither a backdoor nor a Salt Typhoon link to Orange. Revoking or replacing access protects according to the architecture; a plaintext copy already obtained has a separate fate. Guidance sources: NIST, April 2025, and ANSSI, January 2026.


A lost trade secret might, for example, change the outcome of a future negotiation. That is a possible route through which an intrusion could affect economic outcomes; it is not an observed loss in the preceding cases. Assigning it a value would require knowing what was taken, how it was used and what would have happened without the intrusion. Repair costs may be documented while that comparison remains out of reach.

China's reporting requirements highlight the time needed to establish the facts. Rules in force since 1 November 2025 allow an initial report with incomplete information, followed by updates as the investigation develops. A summary report must be submitted within thirty days after incident handling has ended. The deadline is measured from completion of the response, rather than detection. V09

A separate regulation, in force since August 2025 for designated critical information infrastructure within its scope, requires staff and budgets for commercial cryptography, along with a security assessment at least annually. It identifies tasks required by regulation. Actual expenditure and the effectiveness achieved need to be established separately. V10

The scope of insurance data

An economic investigation benefits from observed amounts. In France, the French corporate risk-management association AMRAE’s LUCY 2026 study brings together 2025 data from twelve brokers and SMABTP. It records 1,251 claims and a reported indemnification amount of €83,203,654 within that coverage. The definition refers to amounts reported during the year; the publication provides no breakdown that would allow this total to be treated as cash already paid. V13

Companies with annual revenue above €1 billion account for 63 claims and €44,583,393: 5.0% of the count and 53.6% of the amount. These shares are calculated from the same table. They show that amounts are heavily concentrated in this category of policyholders. V13

This concentration helps explain why counting incidents leaves much of the financial risk out of view. Several small claims and one large event can produce very different financial outcomes. Establishing whether companies were affected together by a common failure would, however, require the dates, causes and technical dependencies behind each claim. LUCY's breakdown by company size does not establish that correlation.

The scope imposes other limits. Coverage of small and microbusinesses is indicative, and local authorities are excluded. The surveyed portfolio changes, as do some deductibles. This investigation therefore uses the 2025 table without treating the comparison with 2024 as a change measured on a constant sample. LUCY also does not identify claims attributable to a backdoor. V13

There is a useful methodological lesson here: a meaningful figure must retain its denominator. The claim count tells us how many claims appear in the observed portfolio. The reported amount describes another dimension. Neither figure alone measures the total damage to the French economy.

Following the loss to whoever bears it

Imagine a company funding the rebuilding of a service after an intrusion. Its specialists and contractors devote work to the recovery; some equipment is replaced; some business may be lost. Those resources and consequences form part of the cost. An insurer may subsequently indemnify covered expenses or losses under the policy.

Payment then changes who finances the burden. Adding the same repair expense and the indemnity that reimburses it would count that cost twice when estimating total damage. Assessing the claim, administering it and dealing with additional consequences may use further, distinct resources. Those need to be identified separately. This basic accounting distinction helps trace the flows without assuming the terms of any particular policy.

The contract also determines what the company retains. A deductible leaves it bearing part of the risk; a limit caps the possible payment; the scope of cover determines which events and losses qualify. EIOPA also discusses implicit cyber exposure in policies whose treatment of that risk is insufficiently clear. Analysis therefore has to examine the provisions that actually apply. V14

Customers may face downtime, workarounds or the exposure of their data. Depending on their contracts and available remedies, they may retain some of that burden. This can create a gap between the loss visible in the supplier's accounts and the consequences borne by others around it. Those dependencies need examining before a total can be estimated.

The risk of hijacked access is therefore also a question of how losses are distributed. The party that designs or requires the capability, the operator that runs it and the people whose data become accessible may all be different. An implementation budget answers a question about initial funding. A fuller economic assessment also needs to establish who bears recovery costs, interruptions and the consequences of disclosure.

The trade-off needs an architecture and evidence

The strongest argument for exceptional access concerns investigations that run into unreadable data. The National Academies recognise this difficulty in their 2018 analytical framework. They also identify the additional complexity and risk introduced by such access, tying their scale to the way a system is designed and operated. The available evidence limits the quantification of both benefits and harms. V20

That calls for examining a specific design. What data would it make readable, following whose authorisation, with which controls? What could an actor obtain by subverting those controls? A capability confined to one device and one shared across an entire fleet require different assessments. Proposed safeguards belong in the comparison, alongside their cost and the investigative opportunities they create.

End-to-end encryption serves a specific purpose within this picture: limiting who can read messages as they travel between participants. Version 2.0 of the US Cybersecurity and Infrastructure Security Agency’s (CISA) mobile guidance, dated 24 November 2025, added advice concerning these encrypted messaging services. Device and account security remain separate questions: a message displayed on a compromised device may be accessible to the intruder. V07

Evidence that challenges a narrative of automatic escalation also deserves attention. In its June 2026 report, the Banque de France says the French authorities had identified no increase in cyberattacks on the French financial sector resulting from the geopolitical tensions examined during the first half of the year. This finding is confined to that relationship, period and sector. It illustrates the value of distinguishing an elevated threat from its measured occurrence. V16

The public documents assembled here establish several points: powerful functions can be misused; the reach of access shapes the possible consequences; and responding to an intrusion requires resources and can disrupt activity. The economic total attributable to a particular exceptional-access design remains open.

A decisive next step would be an assessment connecting the expected investigative benefit, the reach of the access created and the additional losses that access could make possible. That would let readers examine the assumptions, compare safeguards and follow the burden to those who bear it. Such evidence would turn the price of a backdoor into an economic question that can be tested.



Method. Documentary investigation closed on 7 November 2026, using twenty primary references: official texts, original technical publications, company documents and an industry study. Attack attributions remain those of the cited authors. LUCY calculations are ratios derived from the 2025 table; the other illustrations explain conditional mechanisms. Chinese regulations are presented from official Chinese-language publications; translations are editorial. No interviews, infrastructure audits or original estimates of damage were conducted. The references give dates, passages used and the scope of the documents.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The sixth part on alternative routes to evidence examines available sources, investigative resources and the work of establishing evidence.

The first part on Parliament’s proposed encryption safeguard examines the French proposal; the second on devices and backups follows copies of a business secret. The third on state access examines oversight, while the fourth on iCloud and borders explores safeguards and switching costs.

The analysis of cyberinsurance and a customer’s outage examines the scope of contracts following an interruption.

The sharing image depicts a repaired network and document copies already outside its perimeter. The conceptual composition illustrates a conditional scenario; it depicts no actual incident or observed decryption.
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Chinese Foreign Ministry response published on 1 September 2025: rejection of Western allegations and an assertion about an American backdoor being exploited, explicitly attributed to American media reporting. This is a primary source for China’s diplomatic position. It supplies no independent technical investigation establishing the initial intrusion route, decryption capability or economic losses.
Additional primary document

	V09 · Cyberspace Administration of China (CAC) · 2025-09-15 · Accessed 7 November 2026Measures for the Reporting of Cybersecurity IncidentsPassages and scope
Articles 2, 4 to 8, 11 to 14 and the annex. Issued on 11 September 2025, published on 15 September and effective from 1 November. Initial reporting deadlines depend on incident severity and operator type. Article 7 allows limited initial information followed by updates; Article 8 requires a summary within thirty days after handling ends. Direct-loss thresholds classify incidents rather than measure observed damage.

	V10 · Administration nationale de la cryptographie, CAC et ministère chinois de la Sécurité publique · 2025-06-27 · Accessed 7 November 2026Regulations on the Use of Commercial Cryptography in Critical Information InfrastructurePassages and scope
Joint Order No. 5, dated 11 June 2025, published on 27 June and effective from 1 August. Articles 2, 7 to 9 and 12 to 18 cover designated critical infrastructure, skills, budgets, pre-operation checks and at least annual assessments. Written requirements establish neither an operator audit nor actual technical independence between roles. Required budgets are separate from expenditure incurred.
Additional primary document

	V11 · ANSSI / CERT-FR · 2026-03-11 · Accessed 7 November 2026Cyber Threat Overview 2025 : CERTFR-2026-CTI-002Passages and scope
ANSSI’s 2025 threat panorama, published on 11 March 2026. Printed page 18 describes broader victim targeting associated with Salt Typhoon in France and a compromised device used as a pivot. ANSSI says it cannot determine whether strategic telecom targeting or wider opportunism involving common equipment predominates. Pages 48 to 50 discuss suppliers and their customers. These observations establish no connection between the Orange incident and Salt Typhoon.
Additional primary document
Additional primary document

	V12 · Orange Newsroom · 2025-07-28 · Accessed 7 November 2026Orange announces a complaint filed on 28 July following an intrusion into one of its information systemsPassages and scope
Orange statement of 28 July 2025: detection on 25 July, isolation of potentially affected services, and disruption to some services and management platforms, mainly in France. At the statement date, the company reported no evidence suggesting exfiltration. Reopening by 30 July was a forecast. This provisional company account establishes neither a backdoor, an attacker’s identity nor a quantified loss.

	V13 · AMRAE · 2026-05-29 · Accessed 7 November 2026LUCY : A Spotlight on Cyber Insurance, 2026 editionPassages and scope
LUCY 2026, reporting year 2025, methodology and claims table: twelve brokers and SMABTP, 20,996 policies, 1,251 claims and EUR 83,203,654 in reported indemnification. Companies with revenue above EUR 1 billion account for 63 claims and EUR 44,583,393. Calculated shares are 5.0% and 53.6%. The insured sample, limited small-business coverage and excluded public bodies cannot establish total French economic losses or the cost of backdoors.

	V14 · EIOPA · 2025-12-15 · Accessed 7 November 2026Financial Stability Report : December 2025, EIOPA-BoS-25-579Passages and scope
EIOPA report of 15 December 2025, Chapter 4, pages 54 to 60. Dependence on a common service or technology can produce loss accumulation. The report also discusses silent cyber cover and notes that the line’s small relative size then limits its direct effect on insurers’ financial stability. Supervisory analysis and third-party sources have distinct roles; the report estimates no loss caused by exceptional access.
Additional primary document

	V15 · ANSSI · 2026-01-16 · Accessed 7 November 2026Cyberattacks and Remediation : Preparing for Remediation, Version 1.0Passages and scope
ANSSI guide, version 1.0 of January 2026, publication notice dated 16 January. Pages 7 to 8, 17 to 18, 29 to 30 and 33 cover remediation planning, restoration, crisis communications and insurance services subject to contractual procedures and deadlines. It describes resources and preparations, without a mean cost, guaranteed recovery time or ability to retrieve copies already taken by an intruder.
Additional primary document
Additional primary document

	V16 · Banque de France · 2026-06-24 · Accessed 7 November 2026Financial Stability Report : June 2026Passages and scope
June 2026 report, published on 24 June, overview of geopolitical risk. The Banque de France and ACPR identify no increase in cyberattacks on France’s financial sector attributable to the tensions examined in the first half. The page’s 24 September update does not extend that observation period. Threat level, observed incidents and causal attribution remain separate assessments.

	V17 · Vassilis Prevelakis et Diomidis Spinellis : IEEE Spectrum, 44(7), 26–33 · 2007-07 · Accessed 7 November 2026The Athens AffairPassages and scope
Original investigation by Prevelakis and Spinellis, published in IEEE Spectrum in July 2007, concerning Greek wiretapping in 2004 and 2005. It describes unauthorized code, interception functionality already present in the switches, and management software the operator had not purchased. The code subverted an existing capability; the initial entry and perpetrators remained unresolved in this reconstruction. This historical telephone architecture differs from modern end-to-end encrypted messaging.
Additional primary document

	V18 · NIST : Alexander Nelson, Sanjay Rekhi, Murugiah Souppaya et Karen Scarfone · 2025-04-03 · Accessed 7 November 2026Incident Response Recommendations and Considerations for Cybersecurity Risk Management: A CSF 2.0 Community Profile : NIST SP 800-61 Rev.3Passages and scope
Final NIST SP 800-61 revision 3, issued on 3 April 2025, printed pages 32 to 34: containment, eradication and recovery; RC.RP-03 and RC.RP-05 address backup and restored-asset integrity. Replacing hardware is contemplated for some sophisticated intrusions whose full scope remains unknown. These recommendations supply neither incident frequency nor a recovery duration or cost.
Additional primary document

	V19 · NIST : Elaine Barker · 2020-05 · Accessed 7 November 2026Recommendation for Key Management: Part 1 : General, NIST SP 800-57 Part 1 Rev.5Passages and scope
Final NIST SP 800-57 Part 1 revision 5, May 2020, section 5.5.2, printed pages 50 to 52. System design should limit the data exposed by one compromised key and prepare revocation, replacement and recovery. The initial revision 6 draft published on 5 December 2025 retains draft status. Key separation, administration and recovery paths require joint assessment; no numerical risk reduction is supplied.
Additional primary document

	V20 · National Academies of Sciences, Engineering, and Medicine : consensus study report · 2018 · Accessed 7 November 2026Decrypting the Encryption Debate: A Framework for Decision MakersPassages and scope
National Academies consensus report of 2018, Chapter 7, Boxes 7.1 and 7.2, pages 84 to 89. Its framework examines investigative difficulties, additional risks from exceptional access and limits to quantifying them. Effects depend on the mechanism’s technical and operational details. It supports an evaluation method rather than a current monetary total or a universal policy prescription.
Additional primary document
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A legal demand may produce a handful of dates. An operation across a network may feed cases in several countries. Between those outcomes lie forensic tools, skilled investigators and the work of building a verifiable case. Evidence from France, the United States and China reveals what these routes can deliver, the resources they consume and the risks others may bear.

On 3 November 2026, Signal published an account of a US legal demand. A grand jury subpoena dated 5 October sought information about four phone numbers. According to the messaging service, three had no corresponding account. For the fourth, its response the following day supplied the account’s creation date and time, along with the date it had last connected to Signal’s servers. The service said it did not retain the time of that last connection. W02

The response amounted to a few pieces of metadata: information about an account’s existence and activity, distinct from the content of its conversations. Signal’s account is accompanied by redacted court documents confirming the scope of the request and response. The case gives the debate a concrete starting point. The response depends on the information the company says it retains and the form in which that information exists. W02

Investigators have to work with this distribution of information. They can seek records from a provider, examine a device, connect separate clues or draw on an operation targeting a particular service. Each route has its possibilities and constraints. An economic comparison begins with what each can deliver: which additional evidence becomes available, with what resources, on what timetable, and with what exposure for other users? W21

[image: One case documented by Signal and its redacted court documents: four numbers queried, three with no matching account and one account for which creation date and time and the date of last contact were supplied. The last-contact time was not retained. A to D are illustrative substitutes for personal identifiers.][image: One case documented by Signal and its redacted court documents: four numbers queried, three with no matching account and one account for which creation date and time and the date of last contact were supplied. The last-contact time was not retained. A to D are illustrative substitutes for personal identifiers.]Open the complete composition
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FIG. 01 A court request meets the data actually retained. For four queried numbers, Signal reports three searches without a matching account and one response limited to two types of metadata. Personal identifiers are replaced by A to D. [W02] Method and scope
Documented case: request dated 5 October 2026, response dated 6 October, provider account published on 3 November. Signal’s account and the redacted court documents establish this scope: four numbers, rather than four established individuals; three without a matching account; for the matching account, creation date and time, then the date of last contact without its time. The diagram identifies only their nature, without personal values. A search without a matching account describes that particular lookup. The investigation’s outcome remains unknown.


Several places to look for the same information

End-to-end encryption protects the content of a conversation between its endpoints. Investigators can therefore look for information surrounding that conversation, or on the devices used to read it. A 2018 report by the US National Academies distinguishes several such routes, including metadata, data available in cloud services and access to devices. They can complement one another, with availability depending on the systems involved. W21

A readable backup held by a provider may contain a piece of evidence investigators need. An encrypted backup whose key is unavailable to the provider presents a different situation. Likewise, a connection record may help establish when an activity took place, while the content of a message may supply a detail that nothing else can replace. The value of a source depends on the question it can answer. The report also stresses the resources and expertise required to make use of these opportunities. W21

These complementarities shape the economics of an investigation. One lead can direct a search that makes another piece of information useful. On this reasoning, funding analysis can increase the value of access already secured; buying another tool may achieve little if nobody can validate its output. This dependence between stages is central to Europol’s assessment of digital investigation needs, published on 16 October 2026. W18

Encryption remains a measurable obstacle

US statistics reveal the obstacle, provided their denominator stays in view. For 2025, the Administrative Office of the US Courts recorded 296 reported federal wiretap authorizations involving encryption, and 229 at state level. Authorities reported that encryption had prevented them from obtaining the readable content, or plaintext, for 269 and 217 of them respectively. Together, that is 486 out of 525: 92.6%, rounded. The Congressional Research Service reproduces these figures in a version of its briefing dated 29 October 2026 and archived by EveryCRSReport. W01 W06

The finding gives weight to the operational problem. Within this subset, the reported obstacle was frequent. Its scope is specific: the units are reported authorizations associated with reports of encryption, and the data concern wiretaps concluded in 2025. The federal form asks about encryption encountered during the investigation; the non-federal guidance consulted uses narrower wording, referring to intercepted communications. Those differences in collection need to accompany any reading of the total. W01

The ratio leaves the outcome of the underlying cases unresolved. Investigators may have obtained other evidence; they may have lost something essential. The report leaves both possibilities open. Coverage is also affected by missing or late submissions, and excludes interceptions under the Foreign Intelligence Surveillance Act, or FISA. The plaintext failure share measures an access problem within this scope. Estimating how many additional cases could be solved would require following their progress and the other evidence available. W01

EncroChat, ANOM and the San Bernardino iPhone

EncroChat illustrates another route. In 2020, a joint French and Dutch investigation team, supported by Eurojust and Europol, worked on the encrypted communications service. In its assessment published on 27 June 2023, Eurojust reported 6,558 arrests worldwide. This is an outcome reported by the authorities as of that publication. Its date matters when the same figures appear on a subsequently updated page. W11

The operation shows what access to a particular environment can contribute to investigations. It also helps clarify the word “targeted”: a specified service can have many users. The technical scope of an operation and the number of people affected warrant separate scrutiny. The published official results provide an observation; the operation’s full cost and its reproducibility on other messaging services remain to be established. W11 W21

ANOM followed a different model in the United States. The US Federal Bureau of Investigation (FBI) secretly ran the network. On 7 February 2025, federal prosecutors in San Diego announced that all eight defendants extradited by that date, out of seventeen indicted in 2021, had pleaded guilty to racketeering conspiracy. The release described a network for which more than 12,000 devices had been distributed in 100 countries. An operation on a particular service can thus produce court outcomes while reaching a substantial number of users. These results are reported by the prosecution; the return on a general policy remains an open question. W04

Access to a device offers another lesson. In the San Bernardino case, the US government told the court on 28 March 2016 that it had accessed the seized iPhone with help from a third party. The Justice Department’s inspector general subsequently found that shortcomings in communication and coordination had delayed the involvement of relevant resources and that provider. It found no evidence that the capability was already available when the FBI made its initial statements, which it therefore did not find inaccurate at the time. W03

This case documents room for organizational improvement in a specific investigation. Getting a request to the right team can change what an institution is able to obtain. The finding remains tied to that phone, that period and the inspector general’s evidence. Access capabilities evolve with devices and software; these examples leave their universal availability unproven. W03 W21

Shortening the legal route

Data may be technically available but held by a provider subject to another jurisdiction’s laws. The pace of an investigation then also depends on the route through which a request travels. This is one purpose of the European Union’s e-evidence framework, whose regulation has generally applied since 18 August 2026. It provides for orders concerning stored data held by a provider, or on its behalf, when the order is received. W13

The timetable has several branches. Where notification to the enforcing authority is unnecessary, the recipient must transmit the data within ten days of receiving the European Production Order Certificate, or EPOC. Where notification is required, the data must be preserved promptly; transmission follows at the end of the ten-day period if no ground for refusal has been raised, or as soon as possible after an earlier express confirmation that none will be raised. For emergencies defined by the regulation, the transmission deadline is eight hours from receipt of the certificate. In an emergency, the notified authority has up to 96 hours from receipt of the notification to object to the use of the data or specify conditions for their use. These are statutory time limits, subject to the regulation’s conditions. W13

The accompanying directive provides for designated establishments or legal representatives with the resources to receive and handle requests. It gives the process a reachable addressee. Whether the data can be read is a separate question: recital 20 states that the regulation should not impose an obligation on providers to decrypt data. W14 W13

Section 2523 of Title 18 of the US Code draws a similar distinction. The executive agreements it governs must create neither an obligation for providers to be capable of decrypting data nor a restriction preventing them from doing so. The clause applies to those agreements. It shows how a cooperation mechanism can organize access while leaving technical capability to its own legal framework. W05

The potential economic gain from a more direct route lies in reducing the search for the right contact, administrative exchanges and waiting time. It remains to be measured. The EU regulation calls for statistics on requests executed or refused, average response times, and costs claimed or reimbursed. Its application begins a period of observation; the date alone says nothing about performance. W13

[image: Article 10 deadlines depend on notification and emergency status. Ten days or eight hours run from receipt of the EPOC. In a notified emergency, the 96-hour review of use runs from receipt of the notification. Statutory conditions, refusal grounds and remedies apply.][image: Article 10 deadlines depend on notification and emergency status. Ten days or eight hours run from receipt of the EPOC. In a notified emergency, the 96-hour review of use runs from receipt of the notification. Statutory conditions, refusal grounds and remedies apply.]Open the complete composition
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FIG. 02 Notification and emergency status change the request’s route. Article 10 branches distinguish ordinary production, the notified procedure and a statutory emergency. The 96-hour review of use has a separate trigger. [W13] [W14] Method and scope
Qualitative legal diagram of Regulation (EU) 2023/1543, generally applicable from 18 August 2026, and Directive 2023/1544. EPOC is the European Production Order Certificate. Ten-day and eight-hour deadlines run from its receipt. Where notification is required, data are promptly preserved and transmitted when ten days expire if no refusal ground has been invoked, or earlier after the enforcing authority expressly confirms that it will invoke none. A statutory emergency requires transmission within eight hours. Where that emergency requires notification, the authority has 96 hours from receipt of the notification to oppose use or impose conditions. Arrows show procedure, without a shared time scale or observed performance. Conditions, refusal grounds and remedies apply; the legislation creates no obligation to decrypt.


The resources behind an investigation budget

The US wiretap report provides a concrete reference point: US$92,963, the average reported cost of installation and monitoring for the 804 authorizations with cost data in the report covering 2025. The instructions request approximate personnel and resource costs, including transcription time and equipment amortization or rental. Several wiretaps may be consolidated in a single cost report. W01

This amount, in current dollars, describes an operation involving human work. Deriving a price per unlocked phone or solved case would require different information. To compare investments, we would need to know what evidence was obtained, what work would otherwise have been necessary and which resources were actually consumed. A tool used across cases, a team assigned for several weeks and a one-off purchase each distribute costs differently over time.

Europol’s October 2026 assessment details the supporting work: selecting and validating tools, licenses, maintenance, training, and difficulties exchanging data between formats. Developing an in-house solution also requires documentation and ongoing support. The report draws on consultations, stakeholder discussions and documentary research. It identifies needs, without providing a representative measure of cost per investigation. W18

China supplies a modest but recent observation. An official notice published on 3 November 2026 announced a 352,800 yuan contract award for digital evidence collection equipment for the market regulator in Yongkang, Zhejiang. The amount covers an equipment order awarded to a supplier. The notice distinguishes a workstation for collecting data from phones from another bundle of equipment. Actual payment, ongoing operating costs and unlocking performance are outside what it establishes. W10

The case documents a hardware investment by an economic regulatory authority. Its scope differs from US wiretap expenditure: comparing the two amounts as competing prices would strip away the activities they finance. The sources consulted yielded no comparable Chinese series measuring the full cost or success rate of access. The full notice on China’s government procurement portal, CCGP, was verified; its attachments remain outside the material examined. W10

China’s legal framework also requires network operators to provide technical support and assistance to public security and state security bodies in their lawful national security activities and criminal investigations. The obligation appears in Article 30 of the Cybersecurity Law, in the revised version effective from 1 January 2026. The text establishes a duty to assist. Possession of a key, the content of a response and the success of an operation each require their own evidence. W09

Turning access into evidence that can be examined

Obtaining files begins another phase of work. The chain of custody documents handling and transfers so that integrity can be checked. Their integrity must be preserved, their provenance documented and their content interpreted alongside other evidence. A readable conversation can still leave questions about identity or context. Europol emphasizes tool validation and traceability; for uses of artificial intelligence, it also calls for outputs to be documented and verified where required. W18

China’s 2016 rules on electronic evidence make this sequence explicit. They govern collection, copying, record keeping and integrity checks. Article 25 calls for an overall assessment when linking an online identity to a person, considering factors including IP addresses, activity, device associations and other evidence in the case. These are procedural requirements. The text describes the formal framework; assessing its implementation requires observation of actual practice. W08

In Europe, the Court of Justice’s judgment of 30 April 2024 on EncroChat data highlights the judicial stage. Among other issues, it concerns the transfer of evidence already held by another state. Courts must disregard evidence where the defendant cannot comment on it effectively and it is likely to have a preponderant influence on the findings of fact. Both conditions matter. National courts apply these rules to the case before them. W12

Protections also apply to access to a phone. In its judgment of 4 October 2024, the Court requires a sufficiently precise legal framework, an assessment of proportionality and prior review by a judge or an independent authority, except in duly justified emergencies. Even an unsuccessful attempt at access falls within the data protection framework examined. The potentially far-reaching intrusion requires attention to the scope of the access sought. W17

These requirements have an economic as well as a judicial function: directing resources toward evidence that can be checked and used. They take work, as does executing the initial request. The SIRIUS report titled “2025,” published by Eurojust in August 2026 and mainly covering experiences from 2024, draws attention to the resources providers commit. A request handled without a specific invoice may still occupy lawyers and technical teams. The price charged therefore leaves some of the resources used out of the observer’s view. W15

A useful vulnerability can expose other users

Some access techniques rely on a vulnerability: a flaw that allows software to behave in a way its security protections should prevent. Knowing about it can help an authorized investigation. If other users have the same flaw, leaving it unpatched also creates an opportunity for other actors. The likelihood of independent discovery, the prevalence of the product and the effectiveness of safeguards all bear on this trade-off. The US Vulnerabilities Equities Process, published in 2017, includes them among its criteria. W20

This creates an externality: a decision that benefits an operation can leave some of its risks with people outside that operation. The scale depends on the flaw, the versions exposed and what other attackers might do with it. The public record is insufficient to estimate an expected monetary loss. It does identify the question to ask: who benefits from retaining an access capability, and who remains exposed in the meantime? W19 W20

In a 2014 paper on lawful hacking, Steven Bellovin, Matt Blaze, Sandy Clark and Susan Landau proposed using access through existing vulnerabilities as an alternative to mandated changes across systems. Their proposal included a default rule: promptly notify vendors of discovered flaws, even at the cost of a shorter-lived investigative capability. The authors also discussed exceptions. This was a proposal by researchers. It makes the opportunity cost of retaining a vulnerability explicit. W19

The US framework made public in 2017 provides for weighing disclosure against temporary restrictions on information, with intermediate options and a review of retention decisions at least annually. This historical document describes a process and its criteria. It provides no record of the operational decisions taken in 2026. W20

China organizes the flow of this information through a different framework. Rules that took effect in September 2021 require network product providers, among other duties, to report vulnerabilities to the Ministry of Industry and Information Technology’s platform within two days. They regulate disclosure before a fix is available. The restriction on supplying unpublished vulnerability information to foreign organizations or individuals contains an explicit exception for the provider of the product concerned. W07

The two-day deadline concerns reporting. Remediation follows its own sequence: verifying the flaw, preparing a fix and installing it on users’ systems. The Chinese rule sets out obligations; it provides no measurement of the time that sequence actually takes or of the use made of each reported vulnerability. The same care is needed when reading a US framework or an academic proposal. A published procedure and an observed practice supply different kinds of evidence. W07 W19 W20

[image: A conditional model distinguishes potential investigative use, restricted disclosure, notifying the vendor, preparing and deploying a patch. Others may remain exposed depending on the flaw and their safeguards. The US VEP published in 2017 and China’s 2021 rules are distinct frameworks; no current secret practice is inferred.][image: A conditional model distinguishes potential investigative use, restricted disclosure, notifying the vendor, preparing and deploying a patch. Others may remain exposed depending on the flaw and their safeguards. The US VEP published in 2017 and China’s 2021 rules are distinct frameworks; no current secret practice is inferred.]Open the complete composition
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FIG. 03 Retaining a flaw can prolong other users’ exposure. The same flaw may enable investigative access and leave others exposed until protection is actually deployed. Branches illustrate conditional choices and possible reconsideration. [W07] [W19] [W20] Method and scope
Qualitative explanatory model, without estimated probability or duration. Temporarily restricted disclosure may preserve investigative use; notifying the vendor may lead to preparing and deploying a patch, depending on permissions, versions and safeguards. Stages may be revisited. Bellovin, Blaze, Clark and Landau propose rapid notification by default in 2014, with exceptions discussed, even at the cost of shorter useful investigative access. The US VEP published in 2017 sets out assessment and review of retention decisions at least annually; this historical source does not describe secret decisions in 2026. China’s 2021 rules require network-product providers to report to MIIT within two days. This deadline concerns reporting; patch deployment has its own path. The product vendor falls within an exception to the restriction on communicating non-public vulnerabilities abroad. The two legal frameworks remain distinct.


Which additional capability is worth funding?

The strongest objection to alternatives concerns urgency and coverage. An investigation may require specific content on an inaccessible device, on a timetable too short to develop or find a solution. The National Academies describe these limitations. The US figures for 2025, meanwhile, show how often an obstacle is reported among wiretaps involving encryption. A serious comparison has to account for these constraints. W21 W01

The roadmap presented by the European Commission on 24 June 2025 addresses needs in access, extraction, skills and resources. It envisages technical work on encryption, with the ambition of reconciling lawful access, cybersecurity and fundamental rights. That ambition is a program to be evaluated. Each proposed solution will still have to demonstrate what it makes accessible and how it affects the security of the systems involved. W16

A useful comparison would follow sufficiently similar cases to examine the additional gain: evidence obtained, time taken, work committed, verification and eventual use in court. It would account separately for costs borne by providers and any exposure of third parties. This is an evaluation framework proposed here in response to the limits of the available material. The public reports consulted do not supply everything needed to calculate an overall monetary advantage for either policy.

The documents support a more concrete conclusion. Several routes to evidence exist, and some have produced documented results. Their usefulness depends on the information sought and the organization pursuing it. Funding additional access therefore also means funding what makes it useful: people able to assess its scope, verify the data obtained and present a case that a judge can examine. The debate over a backdoor becomes more precise when it begins with that sequence of work.

Documentary research closed on 7 November 2026. Operations are described at the level needed for the economic analysis; no intrusion procedures are provided. The references specify versions, dates and the scope of the documents. Figures retain their units and scope; diagrams without a quantitative scale are identified as such.

Further reading

The seventh and final part on the burden of proof examines need, additional benefit, risks and oversight resources.

The first part on the French proposal examines the parliamentary debate. The second on devices and backups follows copies of a business secret; the third on state access examines oversight. The fourth on iCloud and borders explores safeguards and switching costs, followed by the fifth on hijacked access on damage and its distribution.

The sharing image depicts several routes around a protected message: a device, metadata, authorization and examination of the material collected. This conceptual composition illustrates the diversity of sources; it depicts no actual operation or method guaranteeing access to content.
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The San Diego federal prosecutor’s February 7, 2025 release says all eight ANOM distributors extradited by that date, among seventeen people indicted in 2021, had pleaded guilty. It describes a network secretly operated by the FBI, distributed on more than 12,000 devices in 100 countries. These dated outcomes concern that particular police operation rather than decryption of ordinary commercial messaging services or a general case-clearance rate.
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Additional document
Additional document

	W07 · Ministry of Industry and Information Technology, Cyberspace Administration of China and Ministry of Public Security · 2021-07-13 · Accessed 7 November 2026网络产品安全漏洞管理规定 : Provisions on the Management of Security Vulnerabilities in Network ProductsPassages and scope
Joint MIIT, CAC and Ministry of Public Security rules, adopted on 12 July 2021 and effective from 1 September. Articles 7(II) and 9(I), (V), (VII) distinguish a provider’s two-day vulnerability report, timely remediation and regulated disclosure. The exception for the affected product’s vendor also covers a foreign vendor. The two-day requirement concerns reporting; actual patching speed and operational use of collected information require separate evidence.
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Joint Supreme People’s Court, Supreme People’s Procuratorate and Ministry of Public Security rules, published on 20 September 2016 and effective on 1 October. Articles 5, 7, 16 and 22 to 28 cover integrity, collection, examination and challenges to electronic evidence. Article 25 provides for combining IP addresses, activity, device association and other evidence when assessing identity. These are formal evidential rules. Actual practice and the ability to access a device require separate observation.
Additional document

	W09 · Standing Committee of the National People’s Congress; consolidated text published by the CAC · 2025-12-29 · Accessed 7 November 2026中华人民共和国网络安全法 : Cybersecurity Law of the People’s Republic of China, as revised in 2025Passages and scope
Consolidated text published by the CAC on 29 December 2025, Article 30: network operators must provide technical support and assistance for lawful national-security and criminal-investigation activities of public-security and state-security bodies. Previously Article 28, the provision was renumbered following the amendment adopted on 28 October 2025 and effective from 1 January 2026. The earlier text and amendment establish that chronology. A legal assistance duty remains distinct from possession of decryption keys and successful extraction.
Additional document
Additional document

	W10 · China Government Procurement Network; notice for Yongkang’s market regulator · 2026-11-03 · Accessed 7 November 2026永康市市场监督管理局电子数据取证设备采购项目中标(成交)结果公告 : Award notice for digital evidence equipment for the Yongkang market regulatorPassages and scope
Official CCGP award notice, 3 November 2026 at 11:38, project 330784267010010000042-DTCG-YK2026-067, sections III, IV and VI. Hangzhou Pinghang received an equipment award for Yongkang’s market-regulation authority: CNY 352,800, comprising one PM416 station at CNY 254,800 and a PC502 and other equipment lot at CNY 98,000. A CNY 5,292 agency fee appears separately. These are nominal award amounts for a local procurement. Payment, lifetime operating costs and device-unlocking performance remain to be established.

	W11 · Eurojust, with the French and Dutch authorities and Europol · 2023-06-27 · Accessed 7 November 2026Dismantling encrypted criminal EncroChat communications leads to over 6,500 arrests and close to EUR900 million seizedPassages and scope
Eurojust’s June 27, 2023 release on EncroChat, with Europol and French and Dutch authorities, reports 6,558 arrests as of that announcement, three years after the operation. A technical intervention enabled analysis of communications on a targeted service at scale. Arrests, convictions, seized money and frozen assets are separate outcomes. The historical figure supplies no updated November 2026 total.
Additional document

	W12 · Court of Justice of the European Union, Grand Chamber · 2024-04-30 · Accessed 7 November 2026Judgment in M.N. (EncroChat), C-670/22, ECLI:EU:C:2024:372Passages and scope
CJEU Grand Chamber, 30 April 2024, C-670/22, ECLI:EU:C:2024:372. Paragraphs 75 to 105, 110 to 131 and operative part address transmission of EncroChat evidence already held by another state, procedural conditions and defence rights. Point 5 requires exclusion where the accused cannot comment effectively AND the material is likely to have a preponderant influence on findings of fact. Both conditions matter. National courts apply the rules to the particular case.
Additional document

	W13 · European Parliament and Council / Official Journal · 2023-07-28 · Accessed 7 November 2026Regulation (EU) 2023/1543 on European Production Orders and European Preservation Orders for electronic evidence in criminal proceedingsPassages and scope
Regulation (EU) 2023/1543 of 12 July 2023 generally applies from 18 August 2026. Article 10 requires production within ten days without notification; with notification, at the deadline without refusal or following early confirmation. In emergencies, production is due within eight hours of receipt of the EPOC; objections to use or conditions may follow within 96 hours of notification. Articles 8 and 12 govern notification and refusal. Recital 20 introduces no decryption duty. Articles 14, 28 and 34 address costs, statistics and dates. These are legal requirements, distinct from measured performance.
Additional document

	W14 · European Parliament and Council / Official Journal · 2023-07-28 · Accessed 7 November 2026Directive (EU) 2023/1544 on designated establishments and legal representatives for gathering electronic evidence in criminal proceedingsPassages and scope
Directive (EU) 2023/1544 of 12 July 2023, Articles 3, 4 and 7: designated establishments, legal representatives and resources to receive and execute relevant decisions. Transposition was due by 18 February 2026; designation by 18 August for providers already active on 18 February, followed by six months for later entrants. This creates a legally reachable recipient. Compliance by each state or provider, data availability and possession of decryption keys require separate verification.

	W15 · Europol and Eurojust · 2026-08-27 · Accessed 7 November 2026SIRIUS Electronic Evidence Situation Report 2025Passages and scope
SIRIUS report bearing the year 2025, published by Eurojust on 27 August 2026, chiefly covering experiences from 2024. Methodology: printed pages 18 and 19; costs: pages 53 and 54. It describes staff, technical processing, legal review and internal systems. The EU judicial survey collected 63 voluntary responses across 27 states. Its 8% figure refers to respondents who encountered a reimbursement request, with limited question-level denominator detail. These indicative findings predate application of the EU regulation.
Additional document
Additional document

	W16 · European Commission; Council of the European Union follow-up note · 2025-06-24 · Accessed 7 November 2026Roadmap for lawful and effective access to data for law enforcement : COM(2025) 349 final, with Council follow-up 5424/26Passages and scope
European Commission COM(2025) 349, 24 June 2025, sections III to V: forensic capabilities, access to encrypted data and standardisation. Council Presidency note 5424/26 of 23 January 2026 describes planned first-half activities and expects technology-roadmap results in the fourth quarter. These documents set out an institutional diagnosis and programme. An announced milestone remains distinct from a verified delivery; the safety and effectiveness of any future solution require their own assessment.
Additional document

	W17 · Court of Justice of the European Union, Grand Chamber · 2024-10-04 · Accessed 7 November 2026Judgment in Bezirkshauptmannschaft Landeck, C-548/21, ECLI:EU:C:2024:830Passages and scope
CJEU Grand Chamber, 4 October 2024, C-548/21, ECLI:EU:C:2024:830. Paragraph 72 includes attempted access to phone data within processing even where technical access fails. Paragraphs 93 to 110 and the operative part require sufficiently precise rules, proportionality and prior review by a judge or independent administrative authority, except for duly justified urgency followed by prompt review. The judgment also addresses notice and remedies. It defines legal safeguards rather than measuring unlocking tools’ capabilities.
Additional document

	W18 · Europol, with the European Commission / Publications Office of the European Union · 2026-10-16 · Accessed 7 November 2026Digital forensics: gap analysisPassages and scope
Europol and European Commission, Digital forensics: gap analysis, published on 16 October 2026. Physical PDF pages 5 to 9 and 19 to 21 cover tool selection and validation, maintenance, licences, training, interoperability and traceability in AI-assisted analysis. Its methodology draws on stakeholder consultations, meetings, surveys and documentary research. The report identifies needs and proposes shared capabilities. This institutional diagnosis offers neither a representative cost per investigation nor a causal estimate of productivity gains.
Additional document
Additional document

	W19 · Steven M. Bellovin, Matt Blaze, Sandy Clark and Susan Landau / Northwestern Journal of Technology and Intellectual Property, vol. 12, no. 1 · 2014-04 · Accessed 7 November 2026Lawful Hacking: Using Existing Vulnerabilities for Wiretapping on the InternetPassages and scope
Steven M. Bellovin, Matt Blaze, Sandy Clark and Susan Landau, Northwestern Journal of Technology and Intellectual Property, April 2014, volume 12, number 1. Paragraphs 162 to 164, printed page 54 onward, and 174 propose targeted exploitation combined with prompt vulnerability reporting as the default. The authors examine shorter-lived investigative capabilities, risks to third parties and exceptions. This historical, argued proposal remains distinct from a scientific consensus or a measurement of prices and capabilities in 2026.
Additional document

	W20 · Executive Office of the President / archived White House document · 2017-11-15 · Accessed 7 November 2026Vulnerabilities Equities Policy and Process for the United States GovernmentPassages and scope
White House, Vulnerabilities Equities Policy and Process, 15 November 2017. Sections 1 and 2, 5.2.5 and Annex B cover disclosure or restriction, mitigation options, affected-product reach and independent discovery. Restricted information is to be reassessed annually until disclosure, public knowledge or other mitigation. The archived document explains a historical procedure and its published criteria. Decisions, results and operational practice in 2026 remain outside the evidence it provides.
Additional document

	W21 · National Academies of Sciences, Engineering, and Medicine · 2018 · Accessed 7 November 2026Decrypting the Encryption Debate: A Framework for Decision Makers : Chapter 5, Options for Accessing PlaintextPassages and scope
The National Academies’ 2018 consensus report, chapter 5, particularly pages 70–75, examines metadata, provider-accessible backups, targeted exploitation, analytical tools, training and shared expertise. Their usefulness depends on the data actually available, applicable law and resources; scalability also presents limits. This historical analytical framework supports complementary investigative approaches without guaranteeing recovery of every encrypted message.
Additional document
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A mandate for access to encrypted messages should be judged by the useful information it delivers, the risks it adds and the resources needed to oversee it. From the FBI’s data collection to China’s compliance requirements and Europeans’ views on privacy, this final instalment examines the evidence a public decision needs.

On 21 October 2026, the US Federal Bureau of Investigation (FBI) published an administrative notice seeking renewal of its Lawful Access Data Collection. The programme gathers reports of investigations affected by encryption. Comments remain open until 20 November. A month earlier, the agency had acknowledged limited participation and little reported data. Establishing the scale of the investigative problem remains a work in progress. X01

The notice concerns voluntary statistical reporting. It offers a concrete starting point for the question that closes this series: what evidence should justify requiring access to encrypted data? An investigative obstacle, a technical solution and a public benefit each need examination. Connecting them takes work, explicit assumptions and institutions capable of checking the results. X01 X04

Here, the burden of proof means that requirement for public evaluation. An access mandate should be specific enough to describe, compare with available alternatives and reassess in operation. This is the final instalment’s editorial proposition, informed by American, European and Chinese documents. It applies to the benefits sought as well as the risks others would bear.

From reported obstacles to investigative outcomes

The FBI began accepting LADC submissions on 1 January 2024. Its launch bulletin reported the absence of a nationally representative count. The original methodology described voluntary, incident-based submissions containing information about devices and access attempts. The 2026 notices confirm voluntary participation and, crucially, warn about its limited extent. X02 X01

That limitation changes how a figure should be read. Agencies best equipped to report may also handle the most complex cases. One case can involve several devices. A technical obstacle might delay an investigation, leave a question unanswered or be overcome through other evidence. Diagnosis requires the counting unit, the collection’s coverage and what subsequently happened to the case. The US Congress’s audit institution, the Government Accountability Office (GAO), frames data reliability in its guide through accuracy, completeness and suitability for the intended use. We apply that method here; the GAO document does not audit LADC. X04 X06

An American precedent explains the concern. In a note appended to a 2017 encryption speech, the Justice Department acknowledges that a figure of 7,800 devices had been cited incorrectly because of an error in FBI methodology. The corrected number would be substantially lower, it says, without supplying it. The page does not establish when the correction was inserted. A number can acquire considerable influence before its construction is settled. X03

The decisive measure would be the additional benefit attributable to a specified policy. Consider a category of investigations defined in advance: comparable offences and deadlines, documented resources. Would a new capability deliver useful information sooner? Would it change a decision, corroborate a lead or clear someone of suspicion? How much would existing means have achieved? These questions extend the National Academies’ evaluation framework, which separates inaccessible devices from their implications for investigations. X04

The comparison will be imperfect. Cases differ, agencies learn and targets may change their behaviour. A credible evaluation must explain how it handles those differences. It could use anonymized retrospective case reviews, controlled technical tests and independent scrutiny of assumptions. The appropriate method depends on the proposed system and legal constraints.

The strongest case for access

The content of a conversation can change the course of an investigation. In a contribution published on 4 May 2026, France’s Parliamentary Delegation for Intelligence argues that message content can be essential to establish the role of an organizer or a more distant accomplice. Connections between correspondents do not always reveal what their instructions mean. The delegation says targeted computer-data collection requires time, expertise and resources that constrain its use, particularly in emergencies. X11

This is a substantive argument. Information that arrives after an operational deadline may lose much of its value. An assessment confined to computing costs would miss the harm associated with a delayed investigation or a poorly understood threat. The National Academies’ framework explicitly considers whether access is available soon enough and at the required scale. X04

Part of the delegation’s underlying work is classified. Its public contribution supplies no sample from which to estimate how many additional cases a particular architecture would resolve. It identifies an operational need and advocates targeted, supervised access. Turning that need into policy still requires a description of the capability, its intended users and its scope. X11

Precision also improves the debate. Obtaining data already held by a provider, accessing a device and changing a service to make content accessible involve different technical arrangements. The word “access” leaves those differences unresolved. The National Academies recommend assessing each proposal through its capabilities, security implications, effects on rights, costs and international context. X04

Testing the whole system

Assessing a proposal means following authorization as closely as cryptography. Who can initiate access? Which devices and software versions are covered? How would the system detect an erroneous order, a compromised administrator account or use beyond the authorized scope? What oversight remains as the service changes? Integration and operation need examining alongside the promised capability. X04 X08

The cryptographic-module validation FAQ from the US National Institute of Standards and Technology (NIST) provides a precise reference point. A module is evaluated within a defined validation boundary. Embedding it in a product does not automatically validate the product or its use of the module. Validation remains valuable within that scope. Our inference is that an access mechanism also requires evaluation of the surrounding system: authorization decisions, audit records and maintenance procedures. X05

The European Data Protection Board made a related demand in November 2024: specify and assess concrete technical measures to determine their necessity, proportionality and effectiveness. It observes that a legally targeted intervention can require a technical change with broader reach. It calls for objective evidence, including relevant statistics, while recognizing the concern that certain offences may go unpunished. X08

The European timetable shows why this work needs to be documented. A June 2025 Commission communication envisaged a technology roadmap on encryption. A January 2026 Council note expected results in the fourth quarter of 2026, following an initial second-quarter target. By 7 November, we had found no public confirmation of final publication. A policy deadline describes the work programme; the technical case depends on the results available for examination. X09

The construction of the $250.6 billion AES estimate

The economics of encryption offers an instructive example. A study commissioned by NIST and published in September 2018 assessed the programme behind AES, an encryption standard. It estimated $250.6 billion in gross benefits, accumulated from 1998 to 2017 in constant 2017 dollars. The estimate concerns the AES programme over 1996–2017. X19

Understanding the result requires examining its comparison scenario. The authors estimated development, adoption and interoperability costs that organizations would have incurred without NIST’s programme. Their counterfactual describes the industry’s path towards an alternative standard. This alternative history permits an estimate of avoided costs, while requiring assumptions about companies’ choices and timing. X19

The survey supplied information for direct estimates from 74 respondents. A model supplied estimates for another 95, bringing the initial group to 169. The authors then extrapolated to selected sectors using respondents’ share of employment, retaining sectors with at least ten respondents. Past benefits were accumulated to 2017 at a 7% real annual rate. Each stage adds an assumption to the calculation. X19
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FIG. 01 From survey inputs to estimated AES benefits. Direct estimates and modelled results are combined before sector extrapolation. The $250.6 billion estimate remains tied to those assumptions. [X19] Method and scope
Leech, Ferris and Scott, NIST GCR 18-017, September 2018. Program evaluated: 1996–2017; underlying benefits: 1998–2017. Survey from 26 February to 9 April 2018: 74 respondents supplied inputs for direct estimates, with 95 more estimated through a model, totalling 169. Sector extrapolation uses the employment share represented, retaining sectors with at least ten respondents. Estimated gross benefits are $250.6 billion in constant 2017 dollars, accumulated to 2017 at a 7% annual real rate. Arrows describe calculation stages, without proportional widths or areas. Appendix E recognizes unquantifiable initial uncertainty; results could be much lower or higher. The estimate covers the AES program, rather than all encryption or a loss attributable to a backdoor.


The uncertainty appendix matters as much as the headline figure. The authors acknowledge that uncertainty in the initial estimates, which they consider the most important, cannot be quantified. Benefits could be much lower or higher. Describing the result as a “minimum” reflects excluded benefit categories and sectors; it does not establish a guaranteed statistical lower bound. X19

The methodological lesson is useful: shared infrastructure can save organizations from rebuilding the same solutions, but estimating that benefit requires a plausible replacement scenario. The AES total remains tied to this scenario, period and survey. Applying an arbitrary percentage to it to price a backdoor would produce an unsupported number.

A specified access mandate would require the same effort of definition: the changes imposed, resources consumed and events capable of causing harm. Design costs can be documented through quotations and working time. Expected losses also require assumptions about incident probabilities and severity. When those parameters are unknown, an explicitly hypothetical sensitivity analysis can show what the result depends on. Presenting the resulting total as observed would mislead.

The value people place on confidentiality

A survey by the European Union Agency for Fundamental Rights (FRA), published on 11 May 2026, supplies a different kind of evidence. Between 6 and 30 November 2025, 26,453 people aged 15 and over across the European Union answered questions about private online communications. Across all respondents, including non-users, 77% considered encryption very or fairly important. The results are weighted. X07

The concern question specifies different actors and access without the person’s knowledge or permission. In France, 64% expressed concern about people engaged in criminal activity, 50% about companies and 33% about law enforcement. The figure presents all six categories on a consistent basis alongside the EU aggregate, which includes France. X07
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FIG. 02 Concern varies by the actor considered. France and EU27: the share concerned about access to private exchanges without their knowledge or permission. Each pair uses the same question and scale. [X07] Method and scope
FRA publication of 11 May 2026, Eurobarometer 104.2; fieldwork from 6 to 30 November 2025. Weighted percentages of people aged 15 and over, including non-users, giving concern scores of 5–7 on a 1–7 scale. The EU27 sample contains 26,453 respondents; that total does not describe the French sample. France then EU: people involved in criminal activity 64/62%, foreign governments 49/49%, businesses 50/47%, national intelligence 37/42%, national government 41/42%, law enforcement 33/37%. The common axis runs from 0 to 100%. France is included in the EU aggregate; responses overlap and cannot be added. Comparisons are descriptive, with no supplied confidence intervals for these gaps. The question measures neither support for a specific judicial obligation nor willingness to pay.


These answers describe expectations and concerns. They establish neither willingness to pay nor a view on a defined judicial-access mandate. Someone can value confidentiality highly and approve of certain forms of access under conditions. Differences of a few percentage points between France and the EU remain descriptive: the report reviewed supplies no confidence intervals for these comparisons. X07

An economic claim therefore needs another step. To establish that a particular architecture would cost a provider customers, an analysis would have to observe or estimate their response to that architecture against a credible comparison. The survey supplies no such elasticity. It helps identify the safeguards people may expect, a question that must then be connected to purchasing decisions, usage and rights.

The distribution of consequences creates another difficulty. In 2006, Ross Anderson and Tyler Moore explained how security incentives become distorted when the actor choosing protection differs from the actor bearing the loss. Applied here, their framework suggests tracing separately the authority demanding a capability, the company building it, the agencies using it and the people whose data could be exposed. This is an analytical application, without an estimate of current losses. X20

Public reimbursement can shift a bill between a provider and taxpayers. The working hours are still consumed. Compensation for victims, if available, follows the harm. Distinguishing financial transfers from resources used helps separate the government budget, company spending and costs to society. It also raises the question of who would fund continuing risk reduction. X20 X04

Safeguards need staff

France’s National Commission for the Control of Intelligence Techniques (CNCTR) gives that question a practical form in its 2025 annual report. It describes more technical work with unchanged resources and considers itself at its capacity limit. Its scrutiny follows data through collection, use, traceability and destruction. This assessment belongs to intelligence oversight and its particular legal framework; it illustrates the human work behind a safeguard. X10

The CNCTR reports 120 inspections and 100,813 requests for individual domestic intelligence techniques in 2025. Dividing one by the other would create a meaningless coverage rate: an inspection can examine several techniques, while requests include renewals. The economic question lies in the depth of scrutiny, the access granted to inspectors and the expertise required. The commission also observes that closer examination can uncover more anomalies. Any rise in detected problems must be interpreted alongside the intensity of oversight. X10

The FRA’s October 2026 report on data protection in policing and justice adds another perspective. Interviewees describe needs for training, expertise and resources among those responsible for safeguards. This qualitative research comprises 132 interviews conducted between January and July 2025. It supplies no representative non-compliance rate. No operational police or judicial interview was secured in France; the European findings retain that limitation. X13

China supplies another documentary example, in a different field: compliance in the use of cryptography. Its 2023 regulations define commercial cryptography through the protection and authentication of information outside the state-secrets category. They call for coordination between assessments to avoid duplication. That requirement establishes an organizational objective; savings achieved would still need to be measured. X15

New rules for the relevant electronic authentication providers took effect on 1 July 2026. They require compliance assessment at least annually, remediation and submission of the report to the competent authority. Relevant technical and security-management staff must receive at least 20 hours of training each year. Administrative inspections are free of charge. Both provisions can apply together: an inspection without a fee leaves the operator with duties that consume working time. X14

Other texts describe the oversight process. For certain important networks and systems subject to commercial-cryptography requirements, assessment begins at design, continues before operation and recurs at least annually. Self-assessment is permitted under conditions. Testing bodies face independence and record-retention requirements; failure in certain checks requires remediation and suspension of the affected testing activity. X16 X17

A Beijing notice dated 21 January 2026 adds a detail that matters for information quality: results must be filed even when the assessment fails, within thirty days of the report’s completion. This gives the administration a channel for receiving adverse results. Filing alone establishes nothing about public disclosure, completeness of reporting or effective correction of defects. X18

These Chinese documents describe security duties within defined fields. They establish no general ability to decrypt communications. Their comparative value lies in the recurring work of oversight: conduct an assessment, preserve records, address failures and repeat the process. Safeguards, rights and institutional independence remain specific to each regime. X14 X16 X17 X18

Build in a chance to reconsider

A European precedent shows how monitoring can be written into legislation. The electronic-evidence regulation requires statistics on orders, execution, refusals, timing, remedies, and costs claimed or reimbursed. Evaluation is due by 18 August 2029. The regulation concerns production of data and expressly creates no duty to decrypt. Its monitoring arrangements are useful here as a precedent from a field distinct from exceptional access. X12

Such statistics can describe activity and some costs. Assessing another policy’s additional benefit would require evidence of its actual usefulness and the alternatives available. Evaluation would also need to consider incidents, disputed uses and consequences for people outside the investigations. Continuing scrutiny is part of the National Academies’ framework. X04

Drawing on these documents, l0g proposes a decision rule: match the breadth of an obligation to the strength of the evidence, then arrange for reassessment. That begins with a technical description precise enough for independent examination. It requires a documented need, comparison with other means and analysis of who bears the risk.

Funding safeguards belongs in the initial decision. Appointing an oversight body gives it a task; access, expertise and resources enable it to carry that task out. Procedures for correcting, suspending or withdrawing a system should also be prepared before deployment. A change in the product or the threat can alter the original balance. This is our recommendation, informed by the monitoring and evaluation requirements in the sources. X04 X08 X10
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FIG. 03 Observations should be able to change the decision. The l0g proposal connects definition and evaluation of a capability with oversight resources and observed results. Review may lead to correcting, suspending or withdrawing a measure. [X04] [X08] [X12] Method and scope
Decision framework proposed by l0g, drawing on chapter 7 of the 2018 National Academies report, EDPB Statement 5/2024 and monitoring provisions in Regulation (EU) 2023/1543. Branches show options to prepare; they depict neither a universal legal procedure already in force nor a validated technical architecture. The European regulation supplies a separate example of statistics and evaluation for data production, with an evaluation deadline of 18 August 2029; it creates no decryption obligation. The diagram contains no measured frequency, probability or duration. Technical scope, safeguards and deployment conditions require their own assessment.


The public record examined here documents investigative needs, risk mechanisms, duties and some resources committed. It leaves open the causal benefit of an architecture yet to be specified and its full social cost. A useful number first requires a defined proposal, comparison scenario, time horizon and affected population.

Advocates of a new access capability must demonstrate its contribution and safeguards. Those proposing to forgo it must examine the cost of lost information and the actual reach of alternatives. Serious public decision-making makes both arguments available for scrutiny, with their assumptions and limits. It then equips itself to recognize a fulfilled promise, an unnecessary expense or a risk that has become too great.



Method and documentary cut-off. Research on public sources, current to 7 November 2026, Paris time. The twenty references distinguish publication dates, events, periods and documentary scope. Statements by administrations, NIST and parliamentarians are attributed; Chinese requirements remain distinct from observed practice. The original LADC methodology comes from an FBI document archived by the unofficial OMB.report mirror. The form actually used in November 2026 remains outside the verified material. The decision framework is this analysis’s proposal.

The six preceding parts

The French parliamentary debate opens the series. The parts on devices and backups and oversight of state access follow data and authorizations.

The analysis of iCloud and borders examines safeguards and switching costs. Damage after hijacked access and alternative routes to evidence complete the comparison of resources and risks.

The sharing image balances a protected message against material submitted for examination. This conceptual composition illustrates the demand for evidence; it measures no economic balance and depicts no actual court procedure.
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Decisions backed by evidence and resources
The power to read a message is built through decisions reaching beyond the message itself. It depends on a device, an account, a key, a procedure and the people administering them. The journey through this book therefore leads back to a precise description of the proposed capability. The categories of accessible data, activation conditions and versions concerned make a proposal open to examination. The word “access” on its own leaves much of that decision out of view.

Protection first needs following through to the copies. Content can be protected during transmission and then retained on several devices. Backups have their own keys and recovery conditions. Replacing a secret may protect some future exchanges; a readable copy already held elsewhere requires separate assessment. For an organisation, mapping these routes helps with choosing services, preparing recovery and understanding an incident. That map connects a commercial promise to the actual possibilities for reading information.

An authorisation needs a traceable path too. Its purpose, recipients, duration and the operations performed all require records. Audit logs and administrative permissions help determine whether use can be examined afterwards. Supervisors need suitable access, expertise and time. The laws and reports reviewed document those tasks while leaving their performance in particular settings to further evidence. The budget for a measure should therefore include the resources needed for supervision, maintenance and possible correction.

Borders add another set of choices. The same service name can refer to different offerings and contracts. Storage location, control of keys, the operator and applicable law provide complementary information. Buyers need to understand the safeguards when entering a contract and as the service changes. The ability to leave also needs preparation: formats, volumes, expertise and recovery tests. A regulatory cap on particular charges answers a bounded question within that larger operation.

After an intrusion, damage follows the functions actually reached. Hijacked access may expose information or enable actions whose full scope still needs establishing. The cases in this book retain their differences and unresolved questions. Restoring service can consume resources while the fate of copied information remains open. Insurance terms and liability rules subsequently allocate some consequences. Compensation changes who pays; resources already consumed and information already exposed remain part of the underlying harm.

Investigative needs deserve the same serious attention. Another route may deliver useful evidence, require extensive work or arrive too late. Documented operations provide specific observations; extending their results to other systems requires further investigation. Teams need validated tools, procedures and expertise to build a case that can be examined. Assessing alternatives therefore means considering both their usefulness and their capacity for deployment, while retaining the particular value that the content being sought may have.

Numbers must stay attached to the questions they answer. An interception authorisation, an inaccessible device and a solved case are different units. A survey describes views; an economic estimate depends on a comparison scenario. The AES programme study helps explain how such an estimate is constructed, including its assumptions and uncertainty. These documents can inform decisions when their dates and limitations travel with them. Establishing the full cost of an unspecified architecture would require additional evidence, rather than applying an arbitrary calculation to an unrelated total.

The requirement proposed at the end of this book is for a decision that can be reconsidered. Defining the capability, examining its contribution against existing means and funding safeguards prepare a useful evaluation. Results, failures and incidents should then be able to change the initial decision. Correction, suspension and withdrawal are possibilities to organise in advance. Advocates of additional access need to establish its benefits and safeguards; critics need to examine lost information and the real reach of alternatives. The discussion concerns civil liberties, business protection and the resources of justice. It calls for evidence people can understand and institutions capable of examining it.
The language of access and oversight
End-to-end encryption
Communication protection in which content is encrypted on the sending device and decrypted on the recipient’s device. In this architecture, a relay carrying the message handles encrypted content. Confidentiality also depends on participant authentication, device security and the handling of backups and copies. Metadata may remain available, depending on the service.
Chapters: 1 · 2 · 4 · 6
	RFC 9750 : The Messaging Layer Security (MLS) Architecture · Chapter 2, source T05. · Chapter 2, reference T05

Backdoor
A mechanism deliberately introduced to allow access by bypassing protection normally provided by a system. It may involve an additional key, a hidden function or another privileged access route. That deliberate introduction distinguishes it from an accidental vulnerability. Its reach and the risk of misuse depend on the architecture and controls.
Chapters: 1 · 3 · 5 · 7
	L’accès des autorités publiques aux données chiffrées · Chapter 1, source S27. · Chapter 1, reference S27

Recovery key
A secret used by a service or application to regain access to protected data. The copies it can unlock, required permissions and additional protections depend on the architecture. Its storage needs to be planned alongside backups and restoration rights. Copies already obtained require separate assessment when keys are changed.
Chapters: 2 · 4 · 5
	Signal Secure Backups · Chapter 2, source T14. · Chapter 2, reference T14

Forward secrecy
A cryptographic property limiting the effect of a later compromise of secrets on earlier exchanges. Its guarantee depends on the protocol, the mode used and deletion of the secrets needed to reconstruct earlier keys. Histories retained or backed up by the application have their own protection. Protecting future exchanges after a compromise is the separate property of post-compromise security.
Chapters: 2 · 5
	The Double Ratchet Algorithm : revision 4 · Chapter 2, source T06. · Chapter 2, reference T06

Audit log
A record of events useful for examining a system: access, activation of a function, permission changes or delivery of data. Its value depends on the events collected, their timestamps and protection against unauthorized changes or deletion. Separate storage and distinct administration rights help preserve the evidence when a system is compromised.
Chapters: 3 · 6 · 7
	NIST SP 800-53 Rev. 5 : Security and Privacy Controls for Information Systems and Organizations · Chapter 3, source R22. · Chapter 3, reference R22

Least privilege
A security principle limiting authorized access to what a person or process needs for its assigned tasks. It applies to data, functions and service accounts, including during system development and operation. Its effectiveness depends on the permissions actually enforced and reviewed. Separation of duties complements this principle by assigning certain functions to different roles.
Chapters: 3 · 5
	NIST SP 800-53 Rev. 5 : Security and Privacy Controls for Information Systems and Organizations · Chapter 3, source R22. · Chapter 3, reference R22

Client-side encryption
Encryption performed on the customer’s device or within its environment before data is sent to the cloud provider. Its effectiveness in limiting provider access depends on control of the keys and the software used. Metadata and some search or collaboration functions need separate assessment.
Chapters: 2 · 4
	Encryption practices in the public cloud · Chapter 4, source Q16. · Chapter 4, reference Q16

Reversibility
An organised means of taking a service back in-house or transferring it to another supplier, with the data and other resources needed to keep it working. It requires people, technical capabilities, funding and contractual arrangements, supported by tests suited to the service.
Chapters: 4
	Regulation (EU) 2023/2854 : Data Act · Chapter 4, source Q18. · Chapter 4, reference Q18

Remediation
Actions intended to regain control of a compromised system and restore sufficiently secure operation. They include containing the intrusion, removing the attacker, eradicating persistence mechanisms and rebuilding. Backups and restored assets need verification. Restoring the service and assessing information already copied outside the organisation are separate tasks.
Chapters: 5
	Cyberattacks and Remediation : Preparing for Remediation, Version 1.0 · Chapter 5, source V15. · Chapter 5, reference V15

Loss accumulation risk
The possibility that one event causes losses for several insured parties, including when they depend on the same service, software or infrastructure. An insurer may then face simultaneous claims. Assessment requires identifying dependencies and the cover concerned. A breakdown of claim amounts by company size does not establish that the losses share a common cause.
Chapters: 5
	Financial Stability Report : December 2025, EIOPA-BoS-25-579 · Chapter 5, source V14. · Chapter 5, reference V14

EPOC
The certificate used to transmit a European Production Order for electronic evidence to the addressee under Regulation (EU) 2023/1543. It contains information identifying the request and competent authorities. Receipt starts the Article 10 deadlines, with different branches for notification and emergencies. Production concerns data held by or for a provider. Recital 20 specifies that the regulation introduces no duty to decrypt those data.
Chapters: 6 · 7
	Regulation (EU) 2023/1543 on European Production Orders and European Preservation Orders for electronic evidence in criminal proceedings · Chapter 6, source W13. · Chapter 6, reference W13

Chain of custody
Procedures and records used to follow evidence through collection, transfers, storage and analysis. For digital data, they document provenance, handling and preservation of integrity. Tool validation and the ability to repeat operations complement that traceability. The legal weight of the evidence also depends on the rules applicable to the case.
Chapters: 6 · 7
	Digital forensics: gap analysis · Chapter 6, source W18. · Chapter 6, reference W18

Validation scope
The elements and conditions actually examined in a validation. In NIST’s CMVP, the certificate identifies the cryptographic module, its version and, where applicable, its operating environment. The security policy describes functions and conditions of use. Embedding the module in another product does not automatically validate that whole product or establish that it uses the module correctly. The reach of a security assurance therefore needs checking against its validation documents.
Chapters: 7
	Cryptographic Module Validation Program : NIST FAQ on the scope of FIPS 140 validation · Chapter 7, source X05. · Chapter 7, reference X05

Counterfactual
An estimated scenario describing the path that would have occurred without an intervention. It provides a reference for assessing an additional effect and depends on the assumptions chosen. In the AES study it describes the path towards another standard without NIST’s programme.
Chapters: 7
	The Economic Impacts of the Advanced Encryption Standard, 1996–2017 : NIST GCR 18-017 · Chapter 7, source X19. · Chapter 7, reference X19
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List of infographics
	Chapter 1 · FIG. 01A safeguard moving through Parliament. Senate vote: 181 for and 134 against, making 315 votes for or against out of 334 voters. The timeline runs to 7 November 2026; sittings on 9 and 10 November are still scheduled.

	Chapter 1 · FIG. 03The message is readable at the endpoints. Content is readable on devices A and B and encrypted while passing through the relay. Three situations are distinguished: available metadata, endpoint capture and disclosure of decryption information already available.

	Chapter 1 · FIG. 04A legal target and a technical reach. A model of an additional capability shared by several accounts. The authorisation concerns one target; the reach of a compromise depends on the architecture.

	Chapter 2 · FIG. 01Where content becomes readable. Two paths compared: TLS connections terminating at the service, followed by an end-to-end layer over the transport. The relay handles readable content only in the first model.

	Chapter 2 · FIG. 02A linked device can become a reader. Devices linked to one account receive messages according to the service’s functions. An optional history transfer follows a route distinct from delivery of future messages.

	Chapter 2 · FIG. 03A copied key changes the recovery path. Apple’s case with Messages in iCloud and iCloud Backup enabled. The backup contains a copy of the Messages key. Standard protection and Advanced Data Protection allocate the means of reading differently.

	Chapter 3 · FIG. 01Reported difficulties retain their reporting limits. US wiretaps that encountered encryption in 2025, shown on one common scale. Rose represents reported failures to obtain plaintext; gray shows the other cases, calculated by subtraction.

	Chapter 3 · FIG. 02Instructions, data and records follow separate paths. A request defines an operation. Checking and activation direct a chain of collection, preparation and delivery. Execution records feed a separate review.

	Chapter 3 · FIG. 03An operation ending and the fate of copies are distinct. A technical capability may be designed before an operation and maintained after its end. Already captured communications then follow the applicable delivery, retention and deletion rules.

	Chapter 4 · FIG. 01The UK notice distinguishes categories with different protections. Apple’s UK notice distinguishes fifteen default end-to-end encrypted categories and ten additional categories affected by the inability to newly enable ADP. The key path illustrates standard protection of those ten categories.

	Chapter 4 · FIG. 02Contracts, storage, administration and keys follow distinct relationships. A client contracts with an entity and sends data to the service. Administration permissions and control of keys determine separate capabilities within the architecture being assessed.

	Chapter 4 · FIG. 03Resuming operations depends on a validation path. Exporting data starts a process of adaptation, integrity and permission checks, then cutover. Environments may coexist before closure of the former service, depending on the project and applicable rules.

	Chapter 5 · FIG. 01Network entry precedes use of the capabilities reached. The Greek reconstruction and telecom publications distinguish initial access, the capability reached and collection. The two paths represent separate sets of evidence.

	Chapter 5 · FIG. 02The breadth of permissions shapes the potentially accessible perimeter. A compromised shared control may open several illustrative datasets. Genuinely independent controls may limit that exposure, depending on permissions and other access paths.

	Chapter 5 · FIG. 03Service recovery and the fate of copies follow distinct paths. Incident response leads through containment and rebuilding to verified resumption. A conditional branch follows an already stolen readable copy that may remain outside the restored environment.

	Chapter 6 · FIG. 01A court request meets the data actually retained. For four queried numbers, Signal reports three searches without a matching account and one response limited to two types of metadata. Personal identifiers are replaced by A to D.

	Chapter 6 · FIG. 02Notification and emergency status change the request’s route. Article 10 branches distinguish ordinary production, the notified procedure and a statutory emergency. The 96-hour review of use has a separate trigger.

	Chapter 6 · FIG. 03Retaining a flaw can prolong other users’ exposure. The same flaw may enable investigative access and leave others exposed until protection is actually deployed. Branches illustrate conditional choices and possible reconsideration.

	Chapter 7 · FIG. 01From survey inputs to estimated AES benefits. Direct estimates and modelled results are combined before sector extrapolation. The $250.6 billion estimate remains tied to those assumptions.

	Chapter 7 · FIG. 02Concern varies by the actor considered. France and EU27: the share concerned about access to private exchanges without their knowledge or permission. Each pair uses the same question and scale.

	Chapter 7 · FIG. 03Observations should be able to change the decision. The l0g proposal connects definition and evaluation of a capability with oversight resources and observed results. Review may lead to correcting, suspending or withdrawing a measure.
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