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Following the recovery chain
Chapters 1 to 3 follow JLR, its suppliers and insurance from interrupted operations through financing and settlement. Chapter 4 examines the move from those observations to statistics and economic cost.

Chapters 5 and 6 examine services that have to be rebuilt and shared dependencies. Chapters 7 and 8 turn to public risk sharing, then preparation decisions made before an incident. Each investigation also stands alone with its full bibliography.

The glossary brings together the financial, insurance and technical terms used in the book. All thirty-two figures retain their reading notes and sources. Cross-references allow a reader to return to the mechanism behind a number or an announcement.
Scope, evidence and limits
The eight chapters reproduce l0g’s complete investigations, published on 18 and 19 October 2026. The book’s documentary cut-off is 19 October 2026; the earlier chapters retain their own research cut-offs. Historical facts and accounting balances retain their periods. A later ministerial statement remains a dated statement, distinct from the latest available accounts.

The introduction and conclusion refer to the chapters and primary records listed below. Accounts, published contractual terms, regulatory decisions, official statistics and research have distinct evidential roles. Claims by companies and public authorities remain attributed. Specimen policies and general guidance explain mechanisms without establishing the contractual terms or invoices of a particular organisation.

All thirty-two figures preserve the articles’ compositions and data. Units, periods, assumptions and calculations remain attached to each figure. Estimates, scenarios, targets and observations remain distinct. Unresolved differences between sources are retained and explained. This book calculates no common economic cost total, universal price for an hour of disruption or causal return on preparation.

Links between the eight chapters, references to figures and glossary entries are adapted for the digital volume. Bibliographies remain complete. A provenance manifest identifies the sixteen French and English source texts by date and hash; each volume presents eight reading chapters in its own language. Third-party document links require a connection and may change.

This is documentary reporting. l0g examined the cited public records and reproduced the stated calculations, without original interviews, system audits, access to confidential contracts or recovery testing. An unsuccessful bounded search is identified as such. Limits of availability, comparison and attribution accompany the observations they affect.
Introduction
Recovery commits resources to the next step
A car is waiting for its buyer, a supplier for payment, a reader for a document. Completing each transaction involves operations that a cyberattack can interrupt. Opening a building or switching machinery back on leaves further work to do: restoring permissions, reconstructing an order, checking an amount or resuming exchanges with a partner. Wages and payment deadlines continue through that work. This book follows the money and the capabilities needed to make an activity usable again, from the first restored function to the resources required for the next stage.

JLR provides the starting point. On 25 September 2025, the manufacturer announced that its financial wholesale system was back online and that its capacity to invoice had increased. A phased restart of the first manufacturing facilities was subsequently announced for 8 October. Chapter one follows these separate functions within the same business. A vehicle being built, a sale being recorded and cash arriving all contribute to the operation. Their different dates also create different demands on liquidity. A manufacturing announcement therefore leads to further questions about the transactions surrounding the factory.

Chapter two moves into the supplier network. A decline in invoicing can reduce the credit available to a business that borrows against its receivables. Fewer orders can therefore affect both revenue and access to finance. Autins’ disclosures show an instance of this mechanism alongside other pressures on its liquidity. The purchase-order advance programme announced by JLR creates a different route, providing finance before an invoice exists. Its terms describe an option made available to suppliers. Establishing who used it, and how much they received, requires evidence about the programme’s operation.

Insurance introduces another connection between damage and funding. Coverage has to address the relevant event and the direction of the dependency. A customer’s outage can harm a supplier while falling outside a provision designed for disruption at a service provider. Claims then have to be assessed. Vertu’s published accounts allow the recognition of an insurance settlement to be distinguished from its later cash receipt. Chapter three follows that distinction while keeping JLR’s own coverage unresolved. A specimen policy explains contractual questions; it supplies no missing terms of an individual company’s agreement.

The fourth chapter widens the view to the national accounts. Lost revenue, expenditure on repairs and a reduction in value added measure different things. Adding them can count a consequence twice or combine a financial transfer with a resource consumed. The chapter places production statistics, company accounts and the Cyber Monitoring Centre’s estimate alongside one another, retaining their respective periods and methods. A return to a normal production rate describes a flow at a point in time. Measuring accumulated lost output requires the path taken through the interruption and recovery.

The British Library brings the rebuilding work into focus. Its March 2024 incident review describes recoverable copies of collections and metadata alongside infrastructure that needed rebuilding and ageing applications that were difficult to restore. A preserved copy still requires services, validated datasets and reconciled temporary records before it can support a reader. Chapter five examines the funding of that work through accounts, procurement records and response-service terms. Each document illuminates a defined commitment or expense. Together they leave the full price of reconstruction unresolved, including the allocation of internal resources.

Chapter six examines a shared dependency from two distinct settings. CDK’s outage disrupts car dealerships; Synnovis’ disruption affects laboratory testing and its use in hospitals. The activities and consequences remain specific to each case. They raise a related question about contingency arrangements: how much replacement capacity will remain available when several customers seek it at once? Resuming exchanges can also depend on the assurances a user obtains from its partners. A provider’s technical progress and the completion of every customer’s outstanding work need separate observation.

The final chapters connect crisis finance to decisions made before an incident. A British public guarantee shares part of the lending banks’ risk while JLR remains responsible for its debt. Following that commitment requires distinguishing a guarantee, a loan drawdown and money received further down the supply chain. Chapter eight then turns to preparation. TSB’s failed IT migration provides evidence about the limits of tests and exercises. Research on banks and public impact assessments offers ways of examining expenditure, retaining the assumptions and uncertainty attached to their results.

This edition contains all eight investigations, their references, thirty-two figures and a standalone glossary. Its documentary cut-off is 19 October 2026; individual chapters retain the dates of their observations and research. The new opening and closing essays connect the mechanisms without constructing a common cost total for these events. The book follows recovery to a usable operation, then asks which people and organisations advance the resources needed to sustain it.
Chapter 1
JLR: when the factory stops
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At Jaguar Land Rover, invoice and sales processing regained capacity before the manufacturing restart. Read together, the company's crisis statements, financial accounts and dealers' disclosures reveal how long an industrial shutdown really lasts: the time needed to restore systems, rebuild stocks and bring cash back into the business.

On 25 September 2025, Jaguar Land Rover announces progress in its recovery. The financial system that processes sales to its dealers is working again. In the same statement, the carmaker explains that it can now sell and register vehicles more quickly, helping it generate cash. It also reports greater capacity to process invoices and work through overdue supplier payments. Manufacturing operations will begin their gradual return on 8 October, starting with components and individual workshops. Between those two dates, restoring an IT function already has a tangible value: allowing an available car to become a completed sale, followed by a payment. 1 5

This sequence gives the JLR case a significance that reaches beyond the story of a company brought to a halt by a cyberattack. It shows how a digital interruption can strike at several points in the same economic circuit, and why that circuit still bears the effects long after workers return to the factory floor. Following the consequences means reading production, distribution and the accounts together, while keeping track of the different periods each measure describes.

The disruption reaches the dealership

The incident dates from late August. A subsequent financial filing by Tata, JLR's parent company, places it on 30 August 2025; JLR's public announcement follows on 2 September. The carmaker explains that it has shut down its systems as a precaution to limit the incident's impact, severely disrupting production and sales. The statement documents a containment decision taken in response to the incident. The publications reviewed leave open the technical sequence that led to that decision. 2 3

Images of idle production lines capture part of the problem. A dealer group's financial disclosure reveals another, closer to the customer. In results published on 8 October, Vertu Motors describes the difficulties at its ten JLR dealerships in the UK: new cars could neither be registered nor delivered, diagnostic and parts-ordering systems were unavailable, and servicing and repairs were affected. Vertu puts the impact on its September trading profit at £2 million. That is the amount reported by this dealer group for that particular month. 7

A dealership can therefore remain open while losing access to the functions that make a transaction possible. The salesperson, the customer and the car may all be there; registration, delivery or the arrival of a required part can still depend on a service provided by the manufacturer. Vertu's account of the operations it could no longer carry out makes that dependence visible. It also helps explain the priority JLR gives, on 25 September, to restoring its sales system and global parts logistics centre. 1 7

A few months later, Group 1 Automotive describes delayed deliveries, reduced availability of certain models and interruptions to parts supplies following the JLR incident in its annual report filed with the US Securities and Exchange Commission. The dealer group remains uncertain about the total impact. Both disclosures come from businesses directly exposed to the disruption, with interests of their own, but they extend the evidence beyond the manufacturer's communications: the interruption crossed the boundary between JLR and its commercial partners. 8

When a car becomes revenue

A note in JLR's annual accounts provides an essential detail for understanding the system restored on 25 September. JLR generally recognises revenue from a vehicle at the point of wholesale: the manufacturer's sale to a dealer or another external customer, often before the sale to the eventual driver. Revenue is recognised when control of the goods transfers to the customer, generally on dispatch or delivery, depending on the contract. The accounts also describe some special arrangements, including temporarily keeping an already sold vehicle at JLR at the customer's request. 6

The same note says that payment for vehicle wholesales is usually settled immediately, within two working days. This describes the usual payment pattern for wholesale transactions; manufacturing and the vehicle's journey to its final user belong to other stages in the circuit. The distinction links JLR's ability to complete wholesale sales closely to the cash it receives. A blockage at this point can therefore affect receipts quickly. 6

[image: Educational schematic: the vehicle moves from JLR to a retailer and then to the customer. Wholesale revenue is recognized when control transfers, at dispatch or delivery depending on the contract. Retailers usually pay JLR within two working days. Payment obligations have their own timing. Wholesale systems resumed on 25 September 2025, ahead of the manufacturing restart on 8 October.]Open the complete composition
FIG. 01 A vehicle’s path from production to settlement of the wholesale sale. [1] [4] [5] [6] Method and scope
Functional illustration, without individual transaction timing. Revenue is recognised on dispatch or delivery depending on the contract; two working days describes usual wholesale settlement.


The word “sale” thus covers two successive events, which the accounts track separately. JLR may already have sold a car to its dealer network while the final customer is still waiting for it. Dealers may also deliver vehicles from stock while the manufacturer's production is suspended. These situations help explain why retail sales continue to be recorded in a quarter marked by factory shutdowns: vehicles already in the distribution system can sustain some activity, provided that the functions needed to sell them remain available or are restored.

JLR's published indicators require a further distinction. Retail volumes, which measure sales to end customers, include the Chinese joint venture CJLR; the wholesale volumes used here exclude it. Subtracting one from the other would combine different reporting scopes. To examine inventory, we therefore use the movements disclosed in the cash flow accounts, while all comparisons of vehicle volumes use wholesales excluding CJLR. 6 12 13

With those definitions in place, the 25 September statement becomes much more revealing. JLR describes restoring three capabilities: processing more supplier invoices and payments, bringing its parts centre back into operation, and completing vehicle sales more quickly. These functions address three simultaneous needs: paying business partners, keeping customers' cars on the road, and generating receipts. Restoring them can improve the position before another vehicle has been manufactured. This is the mechanism suggested by reading the statement alongside the accounting policies, without assuming that a single system controls all these operations. 1 6

Manufacturing and distribution recover in stages

Manufacturing itself returns in stages. On 7 October, JLR announces a restart beginning the following day, initially setting out plans for engine production, battery assembly, stamping, and certain bodyshop, paint and logistics operations. The statement then anticipates a return that week for the lines at Nitra and the Range Rover and Range Rover Sport lines at Solihull. A further update is to follow for vehicle manufacturing at Halewood. The list describes an industrial sequence in which the return of components and individual workshops prepares the way for vehicle assembly. 4

That wording matters when reconstructing events: 8 October marks the start of a gradual manufacturing restart. JLR's later financial publications confirm this initial return and place the recovery of normal production levels around mid-November. The company itself therefore distinguishes the first restart from the restoration of its usual output. Several weeks of recovery lie between the two. 5 9 10

[image: Proportional timeline from 2 September 2025 to 31 March 2026. Three operational dimensions and quarterly free cash flow recover at different times. Mid-November is approximate. No continuous status is inferred between milestones.]Open the complete composition
FIG. 02 Published recovery milestones: systems, manufacturing and distribution. [1] [2] [4] [5] [9] [10] [14] Method and scope
Dates announced by JLR; normal production resumed around mid-November. The timeline is neither daily output data nor evidence of every plant’s complete recovery.


Replenishing the dealer network then extends the recovery. In its October–December results, JLR explains that volumes suffered both from the late return of production and from the time subsequently needed to distribute vehicles around the world. The annual report draws particular attention to shipments to distant markets served by sea. A production line can have recovered its normal pace while parts of the dealer network are still waiting for vehicles made after the restart. 6 10

The revenue recognition rules introduce a necessary qualification. Depending on the contract, a wholesale sale may be recognised on dispatch or delivery, so a sea voyage does not automatically defer revenue until the vehicle reaches its destination port. At group level, JLR reports a commercial and logistical delay after production resumed. Calculating that delay vehicle by vehicle would require the contracts, the dates on which control transferred and the corresponding shipping records. 6 10

This distinction changes how a restart announcement should be read. Restoring a system, assembling the first vehicle, recovering normal output and replenishing the dealer network each represent a different kind of progress. Their sequence explains how a company can report a real improvement on the factory floor while preparing financial results that remain severely weakened. The timeline records the published milestones; without daily production data, a smooth upward curve between them would go beyond the evidence.

The trading update of 3 October 2026 returns to this lag: JLR says wholesale volumes were hit by the 2025 incident before retail sales, which suffered later as dealer inventories were depleted. That subsequent explanation reinforces the need to track the two channels separately. This investigation’s charts remain limited to the year ended March 2026. 20

The financial trough comes during the recovery

JLR's financial year runs from April to March. The July–September 2025 quarter therefore includes two months before September's industrial disruption, while October–December covers the factory restart, the recovery of output and the beginning of worldwide replenishment. These accounting periods explain part of the gap between the public chronology of the crisis and its financial consequences. 11 12 13

Wholesales fall from 66,165 vehicles in July–September to 59,149 in October–December, both excluding CJLR. Revenue drops over the same period from £4.900 billion to £4.538 billion. In the quarter when production gradually returns to normal, both measures are therefore below the previous quarter's levels. JLR's account of the distribution timetable helps explain this result; it is the manufacturer's explanation, consistent with the dates and figures it publishes. 12 13

[image: Four quarters from 1 April 2025 to 31 March 2026. Wholesales excluding CJLR: 87,286, 66,165, 59,149 and 95,315 vehicles. Revenue: 6,604, 4,900, 4,538 and 6,870 million pounds. JLR free cash flow: minus 758, minus 791, minus 1,509 and plus 829 million pounds. Aligned bars and a zero baseline for each measure. The cyber incident is not assigned sole causality.]Open the complete composition
FIG. 03 Four quarters of activity and free cash flow, April 2025–March 2026. [6] [11] [12] [13] [14] Method and scope
Nominal £ million; wholesales excluding CJLR. January–March: 95,315 vehicles calculated by subtraction. The £1m difference between quarterly revenues and annual revenue is retained. Annual FCF is −£2,229m; these figures do not measure the net cost of the attack.


Free cash flow (FCF) deepens the contrast: an outflow of £791 million in July–September, followed by £1,509 million in October–December. Under JLR's definition, this measure brings together cash from operations, automotive investment and the financing costs included in its calculation. It indicates the cash the business consumes or generates after those expenditures, within the scope set out in the accounts. Its movement therefore also reflects investment and changes in inventories, receivables and operating payables. 12 13

Including the first quarter in the chart is essential to interpreting these figures. Between April and June 2025, before this incident, free cash flow was already negative by £758 million. JLR documented, among other factors, the effect of new US tariffs and adjustments to its shipments. In subsequent results, it continued to cite tariffs, the planned withdrawal of older Jaguar models and worsening conditions in the Chinese market as pressures on the business. A year-on-year comparison can measure an observed change; attributing that change solely to the cyberattack would require a separate analysis built on a credible estimate of what would otherwise have happened. 11 10

From January to March 2026, JLR returns to positive free cash flow of £829 million, with revenue of £6.870 billion. That rebound is the result for the period following two quarters of severe disruption. It leaves the full year with negative free cash flow of £2.229 billion. The four quarters show the scale and persistence of the financing requirement, while leaving open how many delayed sales were eventually recovered and how many were permanently lost. 14 6

Stock cushions the blow, then needs replenishing

The cash flow presentations help trace what happens between manufacturing and payment. In July–September, inventory movements make a positive contribution of £634 million to the cash flow presented by JLR. In October–December, the same line contributes a negative £795 million. The sign reverses: in these accounts, inventory releases cash in one quarter and absorbs it in the next. 12 13

[image: Cash effect of inventory movements in JLR quarterly cash-flow bridges. July–September 2025: plus £634 million; October–December 2025: minus £795 million. Total working capital and accruals cash effect: plus £41 million then minus £667 million. Inventory is one component of that total. The illustrations show a general mechanism, not an isolated cyber loss.]Open the complete composition
FIG. 04 Inventory contributions to JLR’s reported cash movements. [12] [13] Method and scope
Aggregate cash effects in nominal £ million. Inventories: +634 in July–September and −795 in October–December; trade payables: −1,125 in the first of these quarters. Several factors may contribute to these movements.


The mechanism is tangible. When a business sells goods already in its system while slowing their replacement, some of the money tied up in stock can return as cash receipts. Rebuilding that system then commits resources to parts, production operations and vehicles destined for the dealer network. Some of the spending comes before the sale that will recover the money. This describes how an operating cycle works; JLR's published figures show the change in direction across two quarters. They cover the group's inventory movements as a whole, however, and may reflect several influences.

Working capital connects inventories and receivables with operating payables. Payment obligations to suppliers form the other side of this timetable. JLR's table assigns a negative cash effect of £1,125 million to the movement in trade payables in July–September. Invoices for earlier purchases can fall due while new orders or production are slowing. This mechanism helps explain the cash consumption associated with a reduction in operating payables. Here, it is an interpretation of the aggregate movement: the public accounts provide neither a supplier-by-supplier breakdown nor a complete account of its causes. 12

The payment systems themselves recover gradually. On 7 October, JLR says it has been making manual payments and is restoring automated payments that week. That helps explain the significance of its 25 September announcement about processing arrears: restoring IT also changes the speed at which money leaves the company, just as it is trying to bring more in. Some operations can continue through contingency arrangements, at a different capacity and pace. 4 1

The need for finance can therefore remain substantial during a real recovery. Goods have to be put back into the system and obligations settled while the associated receipts arrive progressively. That timing gap makes it useful to compare inventory movements with free cash flow. It explains why the return of productive activity and the recovery of the cash balance follow different paths, while preserving the distinction between an accounting movement and an expense directly caused by the attack.

The £260 million in exceptional charges

The annual report identifies £260 million of exceptional charges relating to the cyber incident for the year ended 31 March 2026. This comprises the £196 million reported with the July–September results and £64 million in the following quarter. The note on exceptional items refers, among other things, to claims and obligations involving third parties and to professional fees. It also explains management's classification: recurring improvements to IT infrastructure and cybersecurity, together with indirect effects such as lost production or development time, remain within underlying operations. 6 5 10

The £260 million therefore answers a specific accounting question: which incident-related charges has JLR identified as exceptional? The figure is useful because its scope is described. Other economic effects of the shutdown sit outside that category, and the amount itself is not a record of payments made from a bank account. An expense may be recognised before it is paid, while an investment may consume cash but enter the income statement on a different basis. Reading the cost of the crisis requires keeping those timelines separate.

The decline in revenue, the loss in earnings, exceptional charges and free cash flow consequently answer different questions. Adding them together would create overlaps and mix missing business with expenditure and temporary financing needs. Establishing the incident's net economic cost would require, among other things, separating postponed sales, lost margins, additional spending, costs avoided during the shutdown and any recoveries. The publications used here allow several of those effects to be followed with varying degrees of precision; they do not provide a complete reconciliation.

The distinction matters beyond careful wording. A supplier waiting for an invoice to be settled faces a cash requirement even if the receivable is eventually paid. A sale that disappears permanently produces a different kind of loss. The manufacturer may finance the first situation through temporary borrowing, while the second reduces the resources it can earn from its business. Understanding who pays means following those paths through to their outcome before assigning an overall price to the crisis.

The money has to last longer than the shutdown

On 28 September 2025, the UK government announces a guarantee intended to enable up to £1.5 billion in bank financing to support JLR and its supply chain. In its November results, JLR confirms that it secured a commercial loan guaranteed by UK Export Finance in October, alongside a £2 billion bridge facility signed in September. The carmaker is expanding the financial resources available to it during the restart. 15 5

The results presentation published on 14 May 2026 adds a revealing detail: at 31 March 2026, the £1.5 billion facility guaranteed by UKEF was still fully available and undrawn. It was included in available liquidity alongside other committed credit lines. The announced amount therefore describes borrowing capacity supported by a public guarantee. Following the sums actually borrowed, or the risk eventually borne by the state, requires further examination of drawdowns, repayments and the guarantee's terms. 14

Later public disclosures underline why each observation needs a date. The 13 August results still show the facility as undrawn at 30 June 2026. On 9 September, minister Blair McDougall told the House of Commons that the guarantee remained in place and JLR had not yet drawn on the financing. This is a dated parliamentary statement, rather than a bank balance observed on this investigation’s publication date. 21 19

The shutdown's effects also appear in a measure outside company accounts. In its first estimate, published on 13 November 2025, the Office for National Statistics reported a 28.6% monthly fall in September in the seasonally adjusted production volume index for the UK “motor vehicles, trailers and semi-trailers” industry. The ONS referred to work by the Society of Motor Manufacturers and Traders, which cited both the cyber incident at a major manufacturer and restructuring at commercial vehicle plants. The bulletin published on 15 January 2026 revised that fall to 29.5%. These estimates from two dated releases concern a sector-wide indicator, covering more than JLR and reflecting several factors. 16 17 18

Read together, the documents reveal several roles within the business experiencing the same shutdown: containing the incident by disconnecting systems, selling to dealers, restoring output in the workshops, and financing the replenishment of the distribution system. Dealerships and suppliers face their own payment and operating deadlines throughout each phase. The restart date remains a major industrial milestone; judging when the crisis is over also means asking when cars, invoices and payments have recovered a rhythm that allows them to move together.

The second instalment follows JLR’s suppliers: from suspended orders to usable credit and the advances offered during the recovery.

Further reading

The US bankruptcy notice outage illustrates another dependency between a digital service and economic operations. The Danfoss investigation connects lost stock, maintenance and contractual responsibilities. Our analysis of Kennametal’s tungsten inventories follows the cash tied up in the operating cycle.

Limitations

This documentary investigation follows the April 2025–March 2026 accounts and the 2025 industrial incident, with context from public statements through October 2026. The documents were consulted on 18 October 2026. It brings together statements by JLR and its parent company, published accounts, dealer disclosures and official publications. Management's explanations remain attributed to JLR; explanatory mechanisms and interpretations are distinguished from directly observed amounts. No interviews or internal documents are presented as having been conducted or obtained.

The collected sources do not allow every factory shutdown, the compromised technical architecture, the initial intrusion sequence or the incident's net economic cost to be reconstructed. The 30 August date comes from a later financial note; 2 September is the date of the public announcement. The timeline begins with that announcement and retains “mid-November” as an approximate indication. The article takes no position on the identity of the attackers or on a possible ransom. Personal data questions fall outside this instalment's scope; the first statements from September are not treated as the state of knowledge in October 2026.

Amounts are in nominal pounds sterling, and the quarterly series follow JLR's April–March financial year. Fourth-quarter wholesales of 95,315 vehicles are calculated by subtracting the first nine months from the annual total; the quarterly presentation rounds the figure to 95.3 thousand. Published quarterly revenues add up to £22,912 million, compared with £22,911 million in the annual accounts. The £1 million difference is retained and disclosed because the documents examined do not explain its precise cause. Quarterly movements in individual cash flow components are not combined into an annual bridge.
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	[14] JLR · JLR Q4 and FY26 results presentation · 2026-05-14. Pages 6–10, results and cash flow; p. 12, liquidity; pp. 23–24, financial summary. January–March results, FCF +£829m and funding facilities as at 31 March 2026. The UKEF-backed facility remains wholly undrawn.
	[15] Department for Business and Trade / UKEF / HM Treasury · Government backs Jaguar Land Rover with £1.5 billion loan guarantee · 2025-09-28. Announcement and explanation of the guarantee mechanism. Announcement of a guarantee intended to unlock up to £1.5bn in commercial lending; distinguish available financing, drawdowns and public payments.
	[16] Office for National Statistics · GDP monthly estimate, UK: September 2025 · 2025-11-13. Main points; section 3, production; data sources and quality. Initial estimate: −28.6% for motor vehicles, trailers and semi-trailers output, in real terms and seasonally adjusted. A later revision is cited separately.
	[17] Society of Motor Manufacturers and Traders · Cyber attack hits vehicle output with new risk arising from tax charge on auto workers · 2025-10-24. Opening paragraphs and commercial-vehicle production discussion. The trade body cites the cyber incident and commercial-vehicle plant restructuring. Its unit counts differ from the ONS seasonally adjusted index.
	[18] Office for National Statistics · GDP monthly estimate, UK: November 2025 · 2026-01-15. Section 4, manufacturing output and motor vehicles industry. The 15 January 2026 bulletin revises September’s fall from −28.6% to −29.5%. This is a dated vintage, not a claim to be the latest revision as at October 2026.
	[19] UK Parliament, Hansard · Jaguar Land Rover: Redundancies · 2026-09-09. Statement by Blair McDougall. On 9 September the minister says the guarantee remains in place and JLR has not yet drawn on the loan.
	[20] JLR · JLR delivers growth in UK and Overseas markets, offsetting challenges in China and the Middle East · 2026-10-03. Introductory commentary. JLR explains the lag between wholesale and retail effects after the 2025 incident. Preliminary volumes in this release are not included in our charts.
	[21] JLR · JLR delivers profitable quarter despite supply and market challenges · 2026-08-13. Q1 FY27, liquidity as at 30 June 2026. The UKEF-backed facility remains undrawn at 30 June. April–June 2026 also reflects other supply and market constraints.
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Restarting a factory takes suppliers able to finance their work. The JLR crisis reveals how that capacity came under strain and how lenders tried to restore it.

In the accounts Autins published on 25 November 2025, its UK invoice-financing facility with HSBC carries a ceiling of £3.5 million. A qualification determines how much of that credit the company can actually use: availability depends on its outstanding customer receivables. Autins makes acoustic and thermal insulation, including for JLR. When the carmaker’s production stopped, fewer new invoices followed, reducing the assets on which part of Autins’ borrowing depended. The supplier identifies the fall in invoicing as one of the reasons its liquidity headroom contracted. 1 2

The first instalment followed JLR’s industrial shutdown. For a supplier, spending on a component comes before the proceeds from its sale. The work has to be financed throughout that interval. The crisis therefore raises a practical question: what can a bank lend against when the business that generates the invoices comes to a halt?

Autins’ disclosures, Lear’s results and the financing arrangements introduced for JLR allow us to follow that change. They also explain why announcing a support facility and establishing what it delivered to factories require different stages of investigation.

The missing orders travel upstream

On 17 September 2025, Autins described its initial response in a regulatory announcement. It was using its banked-hours system, delaying or cancelling purchases of raw materials and suspending discretionary spending. The company identified JLR as a major customer whose production stoppage was affecting its UK operations. These decisions brought the cyber incident into another business’s day-to-day organisation. 2

Following the purchases makes the transmission easier to understand. The carmaker needs fewer components; its supplier revises the quantities of material it had planned to buy. The producer or distributor of that material then receives less demand, even if its own equipment and systems remain available. Commercial dependence carries an industrial interruption beyond the business where it began. Autins’ published decisions provide a concrete example, although the documents reviewed do not identify the suppliers or values of the cancelled purchases. 2

[image: Educational diagram showing how a manufacturer’s shutdown can affect suppliers. Production schedules and orders travel upstream, parts move towards the manufacturer and payments follow commercial terms. A supplier may have incurred costs before collecting cash from new deliveries. Actors are generic; arrows do not measure either time or volume.]Open the complete composition
FIG. 01 How suspended orders travel upstream through the supply chain. [1] [8] Method and scope
The supply chain connects different schedules. A revised production programme changes orders placed with upstream businesses, which may already have incurred costs and committed to payment dates. This is a general mechanism with generic actors. Arrows do not measure either transaction volumes or elapsed time.


Payroll presents another commitment to manage. Autins subsequently described its banked-hours scheme as a way of providing certainty over workers’ pay while customer demand fluctuated. The individual terms are outside the public record examined here. The announcement documents an adjustment to working time; individual hours and effects on earnings would require payroll records. 1

A regional survey captures some of the pressure at the time. In findings published on 26 September by the West Midlands chambers of commerce, 35% of the 84 responding businesses said they had reduced working hours or temporarily stood down staff; 14% said they were making redundancies. These proportions describe the businesses that responded, 79% of which reported being in JLR’s supply chain. They cannot be read as the proportion of workers made redundant or as a representative measure of the entire industry. They do, however, record adjustments already under way before the new supplier-financing programme was announced in October. 3

That sequence matters when production resumes. A business that has slowed its purchasing must secure materials again as its customer starts requesting components. One that has reorganised its workforce must be able to put working hours back into production. A new order offers the prospect of revenue, while the spending needed to fulfil it comes earlier. Financing has to cover that interval.

Credit that depends on the next invoice

Invoice financing uses a trade receivable: money a customer owes its supplier. Under the terms of the financing agreement, a bank can advance part of that money before the customer’s payment falls due. An invoiced sale thereby becomes a source of funding for continued operations. At Autins, the £3.5 million HSBC limit remains subject to available receivables. The headline ceiling has to be read alongside the assets that make it usable. 1

A business interruption can disturb this arrangement in two ways. Existing invoices may await payment, while slower deliveries generate fewer new receivables. As older invoices are settled, the financing attached to them unwinds. If subsequent sales are missing, the usual pool of invoices available for financing is replenished more slowly. A credit facility can retain its contractual ceiling while providing less usable funding, because its availability is tied to trading activity.

Autins’ figures make the distinction visible. Its consolidated liquidity headroom fell from £3.47 million on 30 September 2024 to £1.52 million on 30 September 2025. The measure combines net cash at bank, overdrafts and unused invoice-financing capacity across the group. Comparing it directly with the ceiling on the UK facility would therefore mix two different scopes. Autins attributes the decline mainly to lower invoicing after the cyber incident and repayments of existing loans. The respective contribution of those causes is not disclosed. 1

[image: Autins has a UK HSBC invoice-finance facility of up to £3.5 million, subject to available accounts receivable. Separately, group cash headroom, using Autins’ definition, was £3.47 million on 30 September 2024 and £1.52 million on 30 September 2025. This measure includes net bank cash, UK, German and Swedish overdrafts, and remaining invoice-finance capacity. These are two snapshots. Autins cites several reasons for the decline, including loan repayments.]Open the complete composition
FIG. 02 Autins: the credit ceiling and usable borrowing capacity. [1] Method and scope
Autins’ UK HSBC facility can reach £3.5 million, subject to the available receivables. The bars use a different perimeter: group cash headroom as Autins defines it, on 30 September 2024 and 2025. The company identifies several reasons for its decline, including loan repayments. These two observations do not provide a separate measure of the cyber incident’s cost.


The temporary £250,000 overdraft HSBC granted in October provided another funding option. Autins reported that it remained undrawn when the interim results were published on 25 November. It was additional borrowing capacity, whose availability could offer flexibility in managing payments as they fell due. The disclosure establishes the authorisation and its status on that date; tracing any subsequent use would require further documents. 1

These distinctions change how a business under pressure should be described. A bank balance, an authorised credit line and a liquidity-headroom measure each answer a different question. The balance records money held on a particular date; the credit line sets out a contractual funding option; published headroom brings together several resources still available. Establishing how long Autins could keep operating would also require its expected receipts, payment schedule and detailed borrowing terms. The public accounts reveal the strain without supplying that daily cash calendar.

The cost of keeping capacity ready

Autins’ annual results, published on 29 June 2026 for the twelve months ended 31 March, identify £534,000 of costs classified as non-underlying items connected with the cyber incident at its major customer. This is a defined expense category identified by the company. Lost sales and the wider economic consequences would require a broader assessment; the timing of cash payments would require another set of information. 4

Lear provides a view at a different scale. On its 31 October 2025 earnings call, the chief financial officer explained that the incident’s effect on quarterly earnings included labour costs incurred while production was interrupted. No separate payroll breakdown was provided. The disclosure nevertheless describes the industrial problem: keeping capacity available while volumes are missing weighs on the period’s earnings. 5

In annual results published on 4 February 2026, Lear estimated that the JLR incident had reduced its 2025 sales by $217 million and adjusted operating earnings by $54 million. The latter measure, which Lear calls core operating earnings, excludes certain accounting items. The attribution to the cyber incident is the company’s estimate. It is distinct from a cash payment, a compensation claim or net income. 6

Those estimates changed as more information became available. In October, Lear was still projecting an annual effect of roughly $255 million on sales and $71 million on operating earnings. This article uses the retrospective figures published in February. The difference between the two disclosures records a revised estimate; treating it as money recovered or compensation received would assign a meaning the documents do not support. 7 6

For the same year, 2025, Lear reported positive consolidated free cash flow (FCF) of $527.2 million. The figure covers the whole group, after deducting capital expenditure under Lear’s definition. It places the JLR disruption within a business whose operations, taken together, continued to generate cash. Consolidated accounts describe that overall capacity; understanding how a particular site or team experienced the shutdown would require evidence at that level. 6

The useful comparison with Autins concerns how the interruption is absorbed. One operation can incur an identifiable cost while drawing on the resources of a wider group. Another can see the assets supporting a sales-linked credit facility diminish. Adding their figures together would obscure that distinction, mixing currencies, measures and scopes that describe different constraints.

Bringing the advance forward to the order

On 7 October 2025, JLR announced a phased restart of manufacturing and a new early-payment programme. It would serve eligible suppliers, beginning with those considered critical to the restart. The main advance was to follow shortly after the purchase order, with a final adjustment when the invoice arrived. Subsequent accounts specified a facility of up to £500 million and advances of up to 90% of the order value. 8 9

This form of supply chain finance brings funding forward within the production cycle. Invoice financing starts once the sale has created a receivable. An advance against an order can help fund production itself. It brings the cash receipt closer to the point at which the supplier commits resources, shortening the interval it must cover through its usual sources of funding.

JLR described its ordinary terms as payment 60 days after invoice and said the new programme could accelerate payment by as much as 120 days. That maximum depends on the sequence of ordering, manufacturing and invoicing; it establishes neither an observed average nor a common timetable for every supplier. The announcement also committed JLR to reimbursing participants’ financing costs during the recovery phase. 8

[image: Schematic sequence of the JLR supplier-finance programme announced on 7 October 2025. A majority advance is made shortly after the purchase order, up to 90% of its value according to annual-report note 27. A final true-up payment follows receipt of the invoice. JLR pays the finance provider on the normal due date or an agreed backstop date. Time between steps is not drawn to scale. JLR announced payments up to 120 days earlier than under its normal terms of 60 days after invoice.]Open the complete composition
FIG. 03 Funding production at the order stage: JLR’s advance-payment scheme. [8] [9] [10] Method and scope
The programme JLR announced on 7 October 2025 advances most of the payment shortly after the purchase order, up to 90% of its value according to the annual accounts. A final true-up payment follows receipt of the invoice. JLR pays the finance provider on the normal due date or an agreed backstop date. The 120 days are an announced maximum acceleration; the diagram assumes no fixed interval between order and delivery. Access is phased and subject to programme conditions.


Publications by Crédit Agricole CIB and its legal adviser, Norton Rose Fulbright, identify the bank behind the arrangement. Both describe financing that advances cash to suppliers while preserving JLR’s payment terms. The carmaker’s accounts state that it reimburses the finance provider for each advance according to the supplier’s usual payment terms or by a backstop date. The bank therefore supplies the interim funding, while the manufacturer retains a repayment obligation. 10 11 9

That description explains the movement of money. Reconstructing the full allocation of risk would require the agreement itself: what happens to an advance if a component is disputed, the quantity changes or delivery fails? Which party has recourse against which, and what security applies? The public announcements and accounting notes reviewed leave those clauses unresolved. The bank’s and law firm’s accounts confirm their participation in the transaction; their interest in it also matters when assessing their descriptions of its benefits.

Access to the programme is another practical boundary. The announcement envisaged a phased opening, with expansion to other suppliers, including some outside production. The evidence reviewed does not establish whether Autins or Lear used it. Their disclosures help explain suppliers’ exposure; their individual participation in this financing arrangement remains to be documented. 8

The bank guarantee and supplier advances

Another figure had already entered the public debate on 28 September: £1.5 billion for a credit facility to JLR supported by UK Export Finance, the UK’s export credit agency. That transaction combines commercial lenders with a public guarantee. It provides the manufacturer with a reserve of available funding. The £500 million programme arranges advances to suppliers. The documents describe two routes, with different immediate recipients and obligations. 12 9

In his letter dated 13 October 2025, Business and Trade Secretary Peter Kyle stated that the banks would retain £300 million of uncovered risk on the £1.5 billion facility. Relative to the principal, those amounts correspond to a 20% bank share and, by subtraction, 80% coverage. The split describes exposure in the event of default. Actual disbursements and any eventual loss to the public finances would then depend on use of the loan, its repayment and the guarantee’s terms. 13 The calculation concerns principal; the documents reviewed do not establish the full terms for covering interest and fees. 13

[image: Two separate facilities are represented through their contractual commitments. The JLR bank facility has a £1.5 billion limit. Banks retain £300 million of uncovered principal, or 20%, according to the minister’s letter dated 13 October 2025; the remaining 80% is covered. JLR reports the facility as fully undrawn on 30 June 2026, in accounts published on 13 August. The Crédit Agricole CIB supplier finance programme has a £500 million limit. The bank advances funds to the supplier and JLR pays the finance provider on the agreed due dates. Arrows show commitments and mechanisms, not measured cash disbursements.]Open the complete composition
FIG. 04 The bank guarantee and supplier advances: separate commitments and payment routes. [9] [10] [13] [14] Method and scope
JLR’s bank facility, with a £1.5 billion limit, and its £500 million supplier programme follow separate routes. The ministerial letter dated 13 October 2025 assigns £300 million of uncovered principal to the banks, or 20%; the covered share is therefore 80% of principal. Accounts published on 13 August 2026 show the bank facility as fully undrawn on 30 June. Arrows describe contractual commitments; the limits are not observed cash disbursements.


The £1.5 billion facility remained fully undrawn on 30 June 2026, according to the quarterly accounts published on 13 August. This is the latest specific accounting observation verified for this article. On 9 September 2026, minister Blair McDougall told Parliament that the guarantee remained in place and JLR had not drawn on the facility. That statement is more recent than the June accounts; it does not establish the balance on 18 October. 14 20

In his reply dated 7 November 2025, Kyle argued that an accessible reserve had value: knowing it was there could give JLR greater confidence to commit its existing cash. The reasoning is consistent with the function of a liquidity reserve. Measuring its actual benefit to suppliers, however, would require linking that reassurance to JLR’s payment decisions and the amounts received further down the chain. The letter does not quantify that link. 15

The decision to work through JLR also reflected a need for speed, according to the minister. In his October letter, he explained that lenders’ existing knowledge of the carmaker’s credit quality allowed them to act more quickly. Supporting suppliers individually would have required separate assessments and banking arrangements and, in some cases, overcoming difficulties with eligibility for UKEF’s instruments. The approach therefore concentrated the intervention on a business able to organise payments within its supply chain. That makes tracing the subsequent distribution of funding all the more important. 13

How far down the chain did the money reach?

The parliamentary Business and Trade Committee’s hearing on 11 November 2025 brought this question into focus. MP Antonia Bance relayed the concerns of second- and third-tier suppliers in her constituency. Kyle set out the government’s expectation that money reaching direct suppliers should pass through to their own suppliers. When MP Justin Madders asked how many businesses in those lower tiers had actually benefited from the financing, the minister could not provide a number. 16

The exchange exposes a precise measurement problem. Trading receipts and financial support can arrive in a business’s cash flow at the same time. During the hearing, the minister said he found it difficult to distinguish their respective contributions to the improvement observed among suppliers further removed from the carmaker. The transcript establishes that limit to visibility on 11 November. A complete later assessment would require further data on recipients, amounts and dates. 16

For a second-tier business, several routes are possible. Its direct customer might settle an old invoice, order more material, make an advance payment or temporarily retain cash to meet other commitments. Those transactions have different effects on the business’s ability to restart work. The existence of financing at the top of the chain therefore cannot establish its timing or form at each subsequent stage. Payments would have to be traced from one commercial relationship to the next.

JLR’s annual report subsequently offered the company’s own assessment of the advance-payment programme. It said uptake had been low and the arrangement was being wound down, which it attributed to the speed of the recovery. The notes report accounting positions at particular period ends. They show the scheme within JLR’s accounts, while leaving unanswered the cumulative amount received by each supplier and the needs that fell outside its scope. 9

Limited use is compatible with several situations: needs may have receded quickly, other financing may have been available, participation may have been restricted, or the offer may not have matched some suppliers’ requirements. Distinguishing those explanations requires records of access and payments. JLR’s published assessment belongs in the account, with its attribution; the available data still provide only a partial picture of the experience of recipients and businesses that remained outside the programme.

Who finances the time needed to restart?

The thread connecting these documents is the interval between an order and its payment. Purchasing and labour commit resources before the product brings in revenue. Credit helps organise that interval, but its terms become decisive when sales are interrupted. At Autins, fewer invoices contributed to a reduction in available funding. In JLR’s programme, the advance moved back to the order stage to support production still to come. 1 8

An early payment can buy a supplier time. Depending on its needs and the terms it obtains, the supplier can fund spending before the ordinary commercial payment date. The cost of the lost weeks raises a further question: expenses remain in the accounts of those who incurred them until a contractual payment, compensation or another resource potentially offsets them. Autins’ identified charges and Lear’s estimates show why the inquiry needs to continue beyond the restart of the factories. 4 6

The next decisive document would be a record connecting the announced funding to identified businesses, then to the payment timing of their own suppliers. It would show where credit restored the ability to work and where the wait continued to be absorbed through cash resources, purchasing decisions or the organisation of employees’ time. That is the level at which support for an industrial supply chain becomes verifiable.

Method and limits

The research for this documentary investigation has a cut-off date of 18 October 2026. It draws on regulatory disclosures by Autins and Lear, JLR’s accounts and announcements, documents describing the banking transaction, parliamentary correspondence and hearings, and a chambers of commerce survey. The notes below provide source locations, reporting periods and limits for each document. Later publications identified in the research, including Autins’ trading update of 23 September 2026, were reviewed to follow developments; historical figures retain the date and scope of the reference publication used for them. 19

The work uses public documents, without interviews or access to individual contracts, bank statements or payroll data. Estimates of causal effects remain attributed to the companies publishing them. The diagrams explain documented mechanisms: spacing represents stages, while the lengths of explicitly graduated bars represent amounts. Sterling and dollar figures retain their original currencies.

JLR’s interim accounts and annual report allow the existence and accounting treatment of the financing programme to be checked. The balances at each reporting date also have to be read according to their accounting category. At 31 March 2026, JLR reports £37 million of advances against undelivered orders, representing rights to receive inventory, and £27 million owed to the finance provider. These positions describe rights and obligations at the reporting date; adding them together does not measure cumulative payments to suppliers. Questions about recourse, transmission to subsequent tiers and the precise effect on employment remain identified lines of further enquiry. 17 18 9

Further reading

The third instalment, on cyber insurance, examines cover for JLR’s partners and the passage from an agreed recovery to cash.

The first instalment on JLR’s factories and cash flow follows the carmaker’s recovery. Our investigation of Greensill and future receivables examines the risks of lending before an invoice exists. The operating working capital guide explains the spending committed before sales turn into cash.

Documentary sources

Numbered references link to the documents below. Accessed: 18 October 2026.

	[1] Autins Group plc · Interim Results · six months ended 30 September 2025 · 2025-11-25. PDF p.1, overdraft and restart; p.4, Net debt and financing and Employees; p.5, Going Concern; p.7, balance sheet. Autins reports a £3.5m HSBC invoice-finance limit conditional on available receivables, reduced liquidity headroom and a temporary £250,000 overdraft still undrawn on 25 November 2025. Unaudited interim results; headroom includes borrowing capacity and its decline has several causes.
	[2] Autins Group plc · AGM Trading Update · 2025-09-17. AGM Trading Update; paragraphs identifying JLR and listing banked hours, raw-material purchases and spending measures. On 17 September, Autins names JLR and reports banked-hours measures, delayed or cancelled raw-material orders and a freeze on discretionary spending. April–August results precede the September disruption. Company statement without individual working-time records or a breakdown of cancelled purchases. Five-month revenue of £7.7m is rounded.
	[3] Black Country Chamber of Commerce; Greater Birmingham and Coventry and Warwickshire Chambers of Commerce · Black Country businesses count the cost of JLR cyber-attack - survey · 2025-09-26. Survey findings published 26 September 2025; 84 respondents and percentages for hours, redundancies and JLR supply-chain membership. Regional survey of 84 businesses: 35% report reduced hours or temporary stoppages; 14% report making redundancies. Of respondents, 79% identify themselves as part of JLR’s supply chain. West Midlands respondent sample without established representativeness for the wider industry. Percentages refer to businesses; exact fieldwork dates are not stated.
	[4] Autins Group plc · Final Results · year ended 31 March 2026 · 2026-06-29. Financial Review: Non-underlying items, Borrowing and Taxation; consolidated income statement; note 3. For the year ended 31 March 2026, Autins identifies £534,000 of non-underlying cyber-related costs: £149,000 in cost of sales and £385,000 in administrative expenses. This accounting category does not measure the full economic cost. A separate £802,000 gain from ending a supplier agreement is not identified as JLR compensation. The statutory comparative covers 18 months; the supplementary 12-month comparison is unaudited. Issuer’s regulatory announcement republished by Investegate; FCA original not obtained.
	[5] Lear Corporation · Q3 2025 Earnings Call · Transcript · 2025-10-31. PDF p.6; remarks by chief financial officer Jason Cardew. Lear’s CFO explains that the estimated quarterly JLR impact includes labour retained during the shutdown. The $31m effect on adjusted operating earnings includes more than this labour cost. Company-hosted call transcript. The remarks do not isolate a payroll amount; the recorded date is the call date, while the upload date is unknown.
	[6] Lear Corporation · Lear Reports Fourth Quarter and Full Year 2025 Results · 2026-02-04. PDF p.7, Consolidated Supplemental Data, twelve months ended 31 December 2025: Estimated Impact of JLR Cyberattack and Free Cash Flow; p.3, non-GAAP definitions. Lear estimates the annual JLR incident effect at $217m of lower sales and $54m of lower adjusted operating earnings. Free cash flow of $527.2m covers the entire group. Retrospective management estimate. Core operating earnings is an adjusted non-GAAP measure; these figures identify neither a cash payment nor components to add into a global cost total.
	[7] Lear Corporation · Third Quarter 2025 Financial Results · Presentation · 2025-10-31. PDF p.23, JLR Impact: annual forecast as of 31 October 2025. On 31 October 2025, Lear projected an annual effect of $255m on sales and $71m on adjusted operating earnings. Results published after year-end supersede that forecast. Forecast for the still-incomplete 2025 year. The production-contract description is general and does not establish the terms of the JLR contract.
	[8] JLR · JLR restarts manufacturing and introduces new financing solution to pay JLR suppliers early · 2025-10-07. New financing scheme to support JLR suppliers; opening four paragraphs. JLR announces advances at the order stage for qualifying suppliers, payment acceleration of up to 120 days and reimbursement of financing costs during the restart, with phased eligibility. Announced terms, without a full fee schedule, eligibility list or recourse contract. The 120 days is an announced maximum, not an observed average or universal timetable.
	[9] Jaguar Land Rover Automotive plc · Annual Report FY2025/26 · FY2025/26. Note 27, printed p.198 / PDF p.100 left; note 28, printed p.199 / PDF p.100 right. Note 27 describes the £500m facility, the 90% maximum advance, repayment to the funder and limited use according to JLR. The £37m asset and £27m liability at 31 March have different definitions. Assets and liabilities cannot be added to obtain cumulative disbursements. Note 28 reports the UKEF facility undrawn at 31 March. The PDF version date does not establish its original publication date.
	[10] Crédit Agricole CIB · Financing activities · 2025 Activity Report · 2025. Financing activities; paragraphs on the JLR transaction and strategic suppliers. Crédit Agricole CIB describes its role in advancing finance to strategic JLR suppliers while maintaining the manufacturer’s payment terms. Account published by a commercial participant in the transaction; it confirms the bank’s role without independently evaluating outcomes. The page does not display an exact publication date.
	[11] Norton Rose Fulbright · Norton Rose Fulbright advises Crédit Agricole CIB on innovative financing solution with JLR · 2025-12. Opening two paragraphs; UK press release, dated December 2025. Crédit Agricole CIB’s counsel confirms a solution providing finance at the order stage while preserving JLR’s payment terms. Communication from transaction counsel, dated only to December 2025. It provides neither the full contract nor individual supplier outcomes.
	[12] DBT / UKEF / HM Treasury · Government backs Jaguar Land Rover with £1.5 billion loan guarantee · 2025-09-28. Announcement and Notes to editors on the Export Development Guarantee. The government announces a UKEF guarantee intended to unlock up to £1.5bn of five-year commercial bank finance for JLR. Announcement of a guarantee-backed facility, separate from the £500m advance programme. It documents neither drawdown nor supplier disbursements.
	[13] Department for Business and Trade · Letter from Peter Kyle to Liam Byrne on Government-backed loan guarantee to JLR · 2025-10-13. Letter dated 13 October: p.1, risk split; p.2, individual supplier support and visibility; p.3, expected benefits. Peter Kyle states that banks retain £300m of uncovered risk on £1.5bn and describes commercial pricing and the reasons for routing support through JLR. Letter dated 13 October; full contractual terms, interest, fees and pricing are not established by this document.
	[14] Jaguar Land Rover Automotive plc · FY27 Q1 Narrative Reporting · 2026-08-13. Note 21, Interest-bearing loans and borrowings; printed/PDF p.25, Undrawn facilities. At 30 June 2026, note 21 reports the £1.5bn UKEF facility entirely undrawn, with maturity in October 2030. Latest specific accounting observation verified in this collection. Publication on 13 August does not extend this observation to 18 October 2026.
	[15] Department for Business and Trade · Reply from Peter Kyle to Liam Byrne on the JLR loan guarantee · 2025-11-07. Letter dated 7 November: p.1, drawdown and the value of an available facility; p.2, delivery route and visibility. The minister argues that an accessible credit reserve has value even when undrawn and explains that drawdown decisions rest with JLR and its banks. He also describes limited direct supply-chain visibility. Letter dated 7 November; the government’s rationale does not quantify a causal effect on supplier payments.
	[16] House of Commons, Business and Trade Committee · Oral evidence: The Work of the Department for Business and Trade, HC 450 · 2025-11-11. Questions 118–123: Bance in Q118, Kyle on tier-one support in Q119; Madders in Q122; beneficiary counts and attribution in Q122–123. At the hearing, Peter Kyle describes support routed through tier-one suppliers but cannot count tier-two and tier-three beneficiaries. Questions 122–123 establish that measurement limit. Ministerial statements as of 11 November. The approximate figure of 56 or 57 tier-one participants is not an audited count across the chain; a missing count does not mean no support was received.
	[17] Jaguar Land Rover Automotive plc · Q2 FY26 Interim Financial Statements · 2025-11-14. Note 30, Subsequent events; printed/PDF p.33. Subsequent events describe the £500m order-finance arrangement and £1.5bn UKEF facility signed in October, including a two-year availability period for the latter. Interim statements at 30 September; the agreements are October events. Facility limits do not measure cumulative advances paid.
	[18] Jaguar Land Rover Automotive plc · Q3 FY26 Interim Financial Statements · 2026-02-05. Note 16, Other assets; printed/PDF p.24. At 31 December, note 16 distinguishes £36m advanced on undelivered orders and £22m on delivered orders before their payment due date, and specifies the 90% maximum advance. Closing positions rather than cumulative disbursements. The £22m reported here is not directly comparable with the £27m liability to the funder in the annual report.
	[19] Autins Group plc · AGM Trading Update for the 5 months to 31 August 2026 · 2026-09-23. AGM Trading Update; five months ended 31 August 2026. The September 2026 trading update reports £8.0m revenue for the five months ended 31 August and documents continued Autins operations. This publication does not explicitly revise the identified £534,000 historical charge and does not establish that there were no subsequent effects. Issuer’s regulatory announcement republished by Investegate; FCA original not obtained.
	[20] UK Parliament, Hansard · Jaguar Land Rover: Redundancies · 2026-09-09. Blair McDougall’s replies to Harriett Baldwin and David Reed. Dated statement of non-drawdown, distinct from a bank balance on 18 October.
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From supplier Autins to retailer Vertu, JLR’s shutdown exposes two kinds of dependence that insurance contracts can treat differently. The recoveries reported by Vertu and Marks & Spencer show how an insured loss becomes money, and when it arrives.

In its half-year results on 8 October 2025, Vertu Motors described the disruption that the cyberattack on Jaguar Land Rover had brought to its ten JLR dealerships. Supplies of vehicles and parts had been interrupted, along with the systems on which the dealerships relied. The retailer estimated a possible impact of up to £5.5 million on its annual adjusted profit before tax. It was also examining another route to recovering some of that loss: its insurance included cover for business interruption arising from third-party systems. 1

The following spring, Vertu could identify how much of the loss its insurers would bear. It announced a net insurance settlement of £3.4 million, then reported a cash receipt in May. The sequence included agreement on the amount, the application of an excess and an earlier announcement of an interim payment. Together, the documents make it possible to follow an actual recovery beyond the initial statement that an incident might be insured. 2 3 14

The first two instalments followed the shutdown through JLR’s factories and cash flow, then suppliers’ orders and access to credit. Insurance introduces a further question: where in that chain does the business seeking compensation sit? A component maker depends on the manufacturer's purchases; a dealership depends on the vehicles and parts it supplies. Both relationships create substantial economic dependence, yet a policy can treat them differently. The distance between the production network and the network of insurance cover helps determine where the financial damage ultimately falls.

JLR’s place in the chain changes the insurance question

Consider JLR from the perspective of its business partners. In September 2025, Autins described the effects of its customer's shutdown on its own operations, announcing changes to working hours, purchases of materials and spending. Vertu experienced disruption from the other end of the commercial relationship, through the goods and services that JLR supplied to its dealerships. The same manufacturer therefore occupied two different positions in the claims its partners might prepare. 4 1

Cover described as dependent business interruption might initially seem broad enough to encompass both. In an insurance contract, however, dependence helps define the boundaries of protection. Beazley's public guide gives the example of a supplier's shutdown preventing the insured business from producing its goods as a potentially covered event. It distinguishes that situation from an outage at a customer that removes demand: in the latter example, the relationship falls outside the definition used. 5

Following the order makes the distinction easier to understand. Upstream of the manufacturer, a business may retain its skills and productive capacity while losing its market. Downstream, a retailer may retain its customers while losing access to the goods or services needed to serve them. Revenue suffers in both cases, through different sequences of events. Those sequences matter when the policy is read against the loss.

The scope also changes between insurers and policy versions. For this type of dependence, the UK Hiscox specimen dated April 2023 refers to IT services or outsourced business functions supplied under a written contract; its definition of outsourced business functions excludes supply-chain provision. 6 Comparing the two documents shows why the relationship actually insured needs close attention. These public examples are separate from the individual policies held by Autins and Vertu, which were unavailable to this investigation.

[image: Autins supplies JLR; JLR supplies Vertu dealerships. JLR’s outage reduces orders upstream and disrupts operations downstream. Policy examples distinguish these relationships; the companies’ individual contracts remain separate.]Open the complete composition
FIG. 01 Around JLR, supplier and customer relationships create different dependencies. [1] [4] [5] [6] [7] Method and scope
The arrows represent trading relationships and their disruption. Beazley’s guidance distinguishes a supplier’s outage from a customer’s; Hiscox defines a narrower group of service providers. CFC’s named-customer extension, presented in January 2026, illustrates another approach. Autins’ individual coverage remains unknown, and these policy examples do not describe Vertu’s own contract.


A useful insurance map therefore begins with the flows: who supplies what, who places the orders, and which systems enable the exchange? It can reveal an exposure that is less apparent on a map of IT infrastructure. A manufacturer may have identified its critical hosting provider carefully while depending for its cash receipts on a customer whose technical decisions it has little influence over. That commercial dependence then needs to be compared with the policy purchased, including the entities it names and the events that trigger cover.

For Autins, reaching a conclusion about insurance would require the policy schedule and endorsements in force when the incident occurred. The existence of a loss and the existence of a policy labelled cyber insurance establish separate facts. Evidence linking the two is essential to assessing a claim.

Writing the customer into the policy

On 8 January 2026, CFC described an extension for business interruption at customers, available as an endorsement to its SME offering. The insured business chooses the customers to be named, with an agreed aggregate limit for each. The mechanism described addresses a malicious attack that forces the customer to reduce or stop its purchases. 7

This structure brings into focus an issue that the broad term supply chain can obscure. A business wants to protect the income a commercial partner generates; the insurer wants to identify the exposure it is accepting. Naming the customer aligns those two perspectives. The associated limit then puts a contractual amount on a dependence whose economic value may be substantially larger.

CFC announced the extension after the JLR incident. Its statement describes a product and its commercial purpose, leaving open the terms on which JLR's suppliers were insured in September 2025. Its relevance here is more specific: the loss of a customer's business following an attack can be addressed through an explicit extension. That extension would still need to be purchased, apply to the entity affected and provide sufficient cover for the exposure the business intended to transfer.

The practical assessment begins with the customer relationship. If one customer accounts for a large share of an engineering firm's orders, how much income would disappear during a shutdown, and which costs would continue? When would available cash become insufficient? Reconstructing that situation provides a basis for comparing an insurance limit with the business's needs. It also clarifies the role of commercial diversification: spreading orders among customers changes the underlying dependence, while insurance allocates part of the financial consequences when disruption occurs.

The period used to measure a loss

Once the covered relationship has been identified, the loss still has to fit the policy's timetable. Under the income-loss option in the Hiscox specimen examined here, losses during the time excess, a deductible measured in time, are excluded. Cover ends at the earliest of three conditions: continuous interruption and material impairment of the relevant parts of the system cease, the indemnity period ends, or the applicable limit is exhausted. 6

The next illustration sets out that logic on a symbolic timeline, separating the period during which the business experiences disruption from the period used to calculate covered losses. The durations specified in the individual policies remain unknown for the companies discussed here. Adding a twenty-four- or seventy-two-hour time excess would introduce a contractual detail that the available documents do not establish.

[image: Symbolic representation of the income-loss option in Hiscox’s 04/23 specimen. Losses during the time excess remain with the insured. The covered interval ends at the earliest applicable restoration, indemnity-period or limit condition.]Open the complete composition
FIG. 02 The time excess and the boundaries of the indemnity period. [6] Method and scope
The income-loss option in Hiscox specimen WD-PIP-UK-CCLEAR(5), reference 19029 04/23, page 15. Durations, the monetary excess and limits depend on a schedule absent from the document. This symbolic timeline describes the eligibility window; the recoverable amount also depends on substantiated losses and the remaining policy terms.


The distinction matters beyond the wording of a clause. Restoring an IT system and restoring commercial performance describe different events. An engineering firm might, for example, regain access to a tool before rebuilding its order book. A postponed sale might still go ahead, whereas an order placed with a competitor would follow another course. Assessing the financial damage requires those situations to be distinguished before examining how the contract treats each one.

Missing revenue is therefore a starting point for the investigation, with further work needed to establish the amount that can be claimed. The calculation has to reconstruct earnings over the relevant period, taking account of costs and actual trading. Beazley's guide defines lost income by reference to earnings before interest and tax together with normal expenses that must continue. 5 This helps explain why sales, profit and a need for cash measure different aspects of an interruption.

Consider an order that is delivered late, without assigning it a hypothetical value. The delay can create an immediate cash shortfall and additional costs even though some of the revenue will eventually arrive. When an order is cancelled altogether, the commercial loss may persist, while some associated purchases may have been avoided. Distinguishing the two produces a closer account of the business's experience and helps prevent the same shortfall from being counted under several headings.

The documentary work needs to preserve those distinctions. Order histories, correspondence about cancellations, invoices for temporary arrangements and dates of service restoration could connect the technical incident to its consequences. Public accounts offer a more aggregated view. They are valuable for tracking what a company reports and recognises, while usually leaving the evidence used to negotiate individual elements of a settlement outside the public record.

Vertu’s settlement crosses a financial year-end

Vertu's disclosures offer an unusual opportunity to move from these principles to a verifiable sequence of events. On 5 March 2026, the retailer reported that its JLR operations had returned to normal. It announced that an interim insurance payment of £1 million had been agreed and was expected in the following days. This establishes the agreement and the expectation of payment; the announcement gives no date for the actual transfer. 14

On 30 April, the settlement was set at £3.9 million before a £500,000 excess, leaving £3.4 million net. The interim payment announced in March was included in that total, making the additional amount £2.4 million. 2 The excess provides a directly documented measure of the amount retained by Vertu within the settlement described. Assessing its entire retained exposure would require the full scope of the loss and claim.

[image: The £3.9 million accepted claim divides into a £0.5 million excess and a £3.4 million net settlement. The income is recognised in the year ended 28 February 2026. An agreed advance is announced on 5 March, the final agreement on 30 April and receipt of the settlement is reported in May.]Open the complete composition
FIG. 03 Vertu: from an agreed advance to the net settlement and reported receipt. [2] [3] [14] [15] Method and scope
The £3.4m net settlement includes the £1m advance announced as agreed on 5 March. Results published on 13 May place receipt of the settlement in May. The disclosures leave the detailed transfer schedule unresolved. Bar widths scale with amounts; milestones show their sequence without a duration scale.


The results published on 13 May set the net insurance income against JLR losses assessed at £3.9 million. They recognise the income in the year ended 28 February 2026, while placing receipt after that year-end and referring to cash received in May. 3 The annual report preserves this separation. 15 The same claim thus appears in one year's earnings and the following year's cash flow.

The earlier announcement of an interim payment expected in March requires care when interpreting that sequence. The documents examined establish the first agreement, the final settlement and a reported receipt, while leaving the detailed schedule of transfers undisclosed. They provide insufficient detail to say that the whole £3.4 million arrived in a single transfer in May. Equally, the interval between the attack and the final agreement, taken on its own, would be an inadequate measure of the time needed to process a complete claim.

This chronology illuminates the financing of an interruption. Accounts can recognise a right to an insurance recovery before the money becomes available for the business to use. Assessing its financing needs therefore requires the dates on which wages, suppliers and debt must be paid to be set against the cash actually available. The amount ultimately agreed establishes the loss transferred to the insurer; the payment schedule determines how that recovery contributes to financial continuity.

Vertu also provides a useful qualification to a narrative of cascading disaster: insurance held by one of the manufacturer's commercial partners produced a settlement. The retailer had identified potentially responsive cover and went on to publish the outcome. This investigation remains within those disclosures, without attributing to Vertu either of the specimen policies used earlier to explain the mechanisms.

Marks & Spencer: cash received, wider damage still to assess

Marks & Spencer offers a second vantage point, this time from a company directly affected by an attack. In its first-half 2025/26 results, published on 5 November 2025, the group recognised £100 million of insurance income and £101.6 million of direct incident costs. 9 Its annual results subsequently confirmed that the insurance money had been received during that first half, which ended on 27 September 2025. 10

Receipt is therefore established within a six-month reporting window. That is precise enough to support a material finding: a substantial payment arrived during the financial year in which the crisis occurred. Any account of cyber insurance that assumed claims invariably remained unpaid throughout recovery would miss this case. The analysis needs to follow observed payments at the level of precision the documents provide.

By the annual reporting date of 28 March 2026, direct incident costs had reached £131.3 million. The annual report retained the £100 million of insurance income within adjusted profit, while presenting the direct costs separately as adjusting items. 11 Readers comparing those amounts need to keep the presentation in view: they describe different categories, and adjusted profit follows a reporting convention that the company explains.

[image: Direct costs rise from £101.6 million in the first half to £131.3 million for the year, implying £29.7 million in the second half. The £100 million insurance receipt in the first half is also the full-year insurance amount. Trading effects and the allocation of the proceeds are separate questions.]Open the complete composition
FIG. 04 Marks & Spencer: insurance received and direct costs have different scopes. [9] [10] [11] Method and scope
Direct expenses are adjusting items, while insurance income is included in adjusted profit. The first-half £100m is included in the annual figure. Its allocation by cover section remains unknown; setting the receipt against direct costs alone leaves trading effects outside a calculation of the complete net economic loss.


The question of the total cost extends further. Spending on response and restoration accompanies the commercial effects of an interruption, including missed sales, disrupted stocks and efforts to rebuild trading. Reducing the analysis to £131.3 million of direct expenses alongside £100 million of insurance would treat those expenses as an exhaustive measure of the incident. The publications examined provide no breakdown of the settlement that would justify allocating the entire payment to that category.

Another figure needs similar care. In May 2025, M&S had estimated an impact of around £300 million on operating profit for the 2025/26 financial year then under way, before cost mitigation, insurance and trading actions. 8 This was a forecast made at a particular point in the recovery. Automatically subtracting the eventual insurance payment would turn an initial estimate into a final account, bypassing the work needed to reconstruct the damage actually sustained.

The most useful information comes from reading the documents together: insurance was received, direct costs continued to be recognised, and the isolation of the commercial damage requires further evidence. Keeping those scopes distinct makes the figures more meaningful to both the business and its readers. The contribution from insurance can be established while the full consequences remain open to assessment.

JLR’s own cover remains an open question

At the centre of the chain, JLR's position calls for a different kind of care. On 23 September 2025, The Insurer reported, citing unnamed market sources, that a cyber placement had apparently not been completed before the incident and that JLR appeared to lack direct cover. The publication said JLR, Lockton and Tata had declined to comment, and that it had been unable to verify whether Tata held any separate cover. 12

The claim has since been repeated in Parliament. On 14 July 2026, Baroness Paul of Shepherd’s Bush described JLR as having no cyber insurance. That public statement leaves the group’s policies and the scope of any Tata cover undisclosed. 18

The press report and parliamentary statement warrant reporting with their attributions and qualifications intact. The primary documents examined for this instalment establish neither the insurance programme applicable to the incident nor a final amount recovered by JLR. Its annual report mentions other insurance arrangements and an insurance subsidiary, whose existence alone says little about cover for this particular event. 13 In a chart, this gap should remain an unknown value; replacing it with zero would create an unsupported conclusion.

This care also improves the comparison. Vertu publishes a settlement, M&S describes insurance money received, and JLR's cyber programme remains insufficiently documented in the material reviewed. Ranking them as well or poorly insured would require comparable information about their decisions, policies and losses. The available evidence illuminates particular mechanisms and outcomes, with uneven visibility into the choices that preceded them.

Insuring a dependence creates a concentration to manage

For an insurer, tracing commercial relationships raises a further question: how many policies might one event trigger? If several insured businesses depend on the same manufacturer, their exposures share a common source. An apparently diverse set of policyholders can therefore contain a concentration of risk. That follows from the structure of the network, without requiring an invented aggregate loss estimate.

The UK's Prudential Regulation Authority expects insurers to assess and manage their cyber exposures, including those arising where contracts are silent about whether cyber risk is included or excluded. Its supervisory statement, in the November 2024 version, also calls for testing that takes account of aggregated losses. 17 This framework helps explain why identifying dependencies and setting limits matter on both sides of an insurance contract.

For a business, the starting point is its own operations: an indispensable system, a supplier that would be difficult to replace, or a customer whose shutdown would remove orders. For the insurer, that map has to be assessed alongside all the other exposures it has accepted. An extension can broaden a supplier's protection while requiring a more detailed assessment of concentration around its customer. Product development thus brings commercial relationships into the evaluation of cyber risk.

The next documentary step would be to obtain the policies actually purchased, their effective dates and the settlement decisions. For Vertu, those records would identify the section of cover used and the sequence of payments. For a supplier such as Autins, they would clarify how the cessation of orders was treated. For JLR, the prior question remains the scope of the policies and the entities insured. This investigation draws on public documents; no interviews or company responses have been obtained.

Vertu already offers a concrete answer to this series' central question: part of the loss was transferred to insurers, subject to a documented excess and payment chronology. The comparison with suppliers and M&S identifies the evidence needed to go further: the relationship protected, the damage accepted and the arrival of the money. It is where the map of insurance meets the payments a business must make to keep operating.

Method and scope

This documentary investigation was completed with a cut-off date of 18 October 2026. It combines company financial publications, regulatory announcements, public specimen policies and explanations from insurers, and a statement from the UK prudential supervisor. Vertu's publication of 14 October 2026 was also examined to bring the collection up to date. 16 The press report on JLR's cover and the parliamentary statement remain attributed to their authors. Individual policies, complete claim files and bank-transfer records remain outside the material available. The illustrations distinguish reported amounts, reproducible calculations and explanatory mechanisms; reporting periods are kept separate from publication and receipt dates.

Further reading

The fourth instalment, on JLR’s footprint in GDP, compares the CMC estimate with revised output figures and the work required to recover.

The first instalment on JLR’s factories and the second on supplier funding trace the shutdown’s propagation. The operating working capital guide explains spending committed before cash arrives. Our investigation of Greensill, insurance and future receivables examines a different protection contract, credit insurance, whose scope also shapes access to funding.
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	[13] Jaguar Land Rover Automotive plc · Annual Report FY25/26 · FY25/26. Note 4, printed p.177 (PDF p.89); insurance pp.109 and 202; subsidiaries p.229; approval p.151 (PDF p.76). JLR classifies £260m cyber expenses as exceptional and mentions other insurance without publishing an applicable cyber policy. Recognised expenses; indemnification details remain unavailable, without establishing the absence of every possible coverage. Authorised for issue on 21 May 2026; first publication date unestablished. The 16 July date in the web path identifies the hosted version.
	[14] Vertu Motors plc · Trading Update · 2026-03-05. PDF p.4, JLR: agreed interim payment and expected receipt. Vertu announces an agreed £1m interim payment, expected in the following days and to be recognised in FY26. Agreement and expectation are disclosed; the instalment’s actual bank receipt date is not established.
	[15] Vertu Motors plc · Annual Report and Accounts 2026 · 2026-05-22. PDF pp.3, 20 and 29; note 6, p.118 (printed p.117). The report confirms insurance treatment; note 6 gives £3.391m, rounded to £3.4m in the narrative. Detailed amount consistent with the announced rounded figure; report availability notice dated 22 May. Official publication notice.
	[16] Vertu Motors plc · Unaudited interim results for the six months ended 31 August 2026 · 2026-10-14. PDF p.1, dates and results; p.30, principal risks. Latest interim publication checked before the research cutoff; the new results cover six months ended 31 August 2026. Currentness check; the document does not establish a new cyber settlement payment schedule.
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The £1.9 billion estimate of the JLR disruption rested on a recovery path that was still uncertain. Revised statistics and company disclosures now allow that scenario to be tested, the missing production to be traced and the work behind the rebound to come into view.

On 13 November 2025, the cyberattack on Jaguar Land Rover appeared in Britain’s gross domestic product figures. The Office for National Statistics estimated that manufacturing of motor vehicles, trailers and semi-trailers had fallen by 28.6% in September compared with August. The industry subtracted 0.17 percentage points from the monthly change in GDP, while the economy as a whole contracted by an estimated 0.1%. Activity elsewhere had therefore offset some of the industrial decline in the national result. 1

A few weeks earlier, on 22 October, the Cyber Monitoring Centre had put a different measure on the disruption: an estimated £1.9 billion financial impact on the UK operations of affected organisations. Its assessment extended through the businesses that depended on the carmaker, from suppliers to dealerships and local companies. It used information available up to 17 October, while production was still restarting. 3

Together, these publications bring another dimension to the question running through this series. Having followed JLR’s factories, suppliers’ borrowing and insurance settlements, we need to examine what the disruption takes away from an economy. A lost order, a wage paid during a stoppage, a car delivered later and a repair bill each follow a different path. Understanding the £1.9 billion estimate means tracing those paths, then testing October’s scenario against the months that followed.

Several industrial stories behind the missing cars

The first measure is tangible. For September 2025, the Society of Motor Manufacturers and Traders counted 51,090 cars leaving British factories, compared with 70,039 a year earlier. The difference was 18,949 cars, a decline of 27.1%. The industry body attributed most of the fall to the shutdown caused by the cyberattack, while reporting growth at the other volume manufacturers. 2

That comparison gives the disruption a scale readers can picture, although September 2024 remains a historical benchmark. Establishing how many cars were actually lost because of the attack would require an estimate of what the same factories would have produced in September 2025 under that year’s trading conditions. Orders, available models and manufacturing capacity could all have changed between the two dates.

The SMMT release itself shows why attribution requires care. Its headline reported a 35.9% decline in total vehicle production. That total also included commercial vehicles, whose output fell from 14,643 to 3,229 units amid the consolidation of manufacturing at another major producer. Treating the entire fall in cars and commercial vehicles as a cyber loss would combine two separately documented mechanisms. 2

The ONS index has a different scope again. It covers the automotive industry as defined in the statistical classification, including trailers and some component manufacturers. Turnover data are adjusted for price changes to approximate the volume of activity; the series used here is also seasonally adjusted. The SMMT counts vehicles. Differences between a high-value car, a small car and an industrial component therefore matter more to the ONS measure than to a simple count of units. The statistical office explains these methodological differences in a dedicated comparison. 16

To follow the recovery using a consistent set of figures, we took a single version of the ONS series, published on 15 October 2026. Setting August 2025 to 100 puts September at 69.9, October at 77.5, November at 97.3 and December at 94.1. All five underlying index values come from that release; the raw values and formula appear beneath the chart and in source note 4. 4

[image: ONS K23U, released 15 October 2026, is rebased to 100 in August 2025. The levels are 100 in August, 69.9 in September, 77.5 in October, 97.3 in November and 94.1 in December. A hatched area shows only the gap from the August benchmark, not a causal loss estimate.]Open the complete composition
FIG. 01 UK automotive production: the trough and recovery within a single statistical vintage. [4] [5] Method and scope
ONS K23U covers the entire UK motor vehicles, trailers and semi-trailers industry. Every point comes from the 15 October 2026 version and is rebased to August 2025. The hatched area represents the gap from that descriptive benchmark, not a causal loss. The segments connect monthly observations; they do not describe daily output. ONS K23U values for August to December 2025, in order: 88.5; 61.9; 68.6; 86.1; 83.3 (series reference: 2024 = 100). Rebasing: monthly index ÷ 88.5 × 100. Change between months: (final index ÷ initial index − 1) × 100. Calculations are rounded to one decimal from published inputs that are themselves rounded.


The trough and subsequent recovery are clear. Between October and November, the index rose by about 25.5%, while remaining 2.7% below its August level. This combination helps explain how a rebound works: it measures the pace of recovery from a low starting point. Restoring a production rate and making up the volume missed during a stoppage involve two separate efforts.

Revisions also matter. The October 2026 release implies a fall of about 30.1% between August and September 2025, whereas the initial bulletin reported 28.6%. The ONS says the newer release incorporates revisions associated with Blue Book 2026, among other changes. The contribution of 0.17 percentage points quoted at the start of this article belongs to the estimate published on 13 November 2025. Keeping that publication date attached preserves what the figure told readers at the time. 1 4 5

The £1.9 billion estimate had a timetable

The Cyber Monitoring Centre’s model addressed a more ambitious question than the number of cars built: what would the eventual financial loss be across affected UK operations, once dependence on the carmaker was taken into account? The centre published an estimate of £1.9 billion within a modelled range of £1.6 billion to £2.1 billion. The assessment included lost profits, fixed costs and the restoration of systems, then extended to suppliers and businesses further along the commercial chain. Its geographical boundary was the UK. 3

There is an immediate use for this approach. During a crisis, waiting for every company’s annual accounts would leave decision-makers without an assessment of its scale for a long time. A model can connect fragments of evidence, provided its assumptions remain visible and its result retains the status of an estimate. That is what makes the October document useful to revisit after production has resumed.

Its manufacturing scenario assumed a linear recovery from 8 October to full production in early January 2026. It also incorporated three months at 120% of pre-incident capacity, drawing in part on banked working hours, without giving precise dates for that period of additional production. Both the date of recovery and the shape of the climb towards it therefore influenced the expected loss. 3

Later information from JLR changes how we assess that assumption. In results published on 5 February 2026, the group said vehicle production had returned to normal levels by mid-November. It then described the time required to distribute the newly produced vehicles around the world. The production milestone reported by the company came appreciably earlier than the beginning of January assumed in the scenario. Deliveries and commercial results followed their own timetable. 7

[image: CMC estimates an economic impact of £1.9bn, with a £1.6–2.1bn range. Its 17 October 2025 scenario assumes a straight-line recovery from 8 October to early January 2026 and a three-month period at 120 per cent of pre-event capacity without specifying its calendar placement. JLR subsequently reports normal production by mid-November. That milestone alone cannot recalculate the CMC estimate.]Open the complete composition
FIG. 02 The CMC scenario and JLR’s reported production milestone. [3] [7] Method and scope
CMC’s scenario is assessed as of 17 October and published on 22 October 2025. It assumes a straight-line recovery from 8 October to early January 2026. The same document includes three months at 120% of pre-event capacity without fixing exact calendar dates; that duration is shown separately. On 5 February 2026, JLR reports that normal production had resumed by mid-November. Differences in scope and the available evidence prevent a mechanical recalculation of cost from that timing difference alone.


That difference warrants a reassessment using the realised data. It provides too little information, however, to announce a new total in pounds. Replacing January with November in a rough calculation would leave the daily recovery profile, losses already incurred, suppliers’ circumstances and subsequently recovered sales unresolved. JLR’s statement about normal production and the index for an entire British industry also cover different sets of operations.

Both findings deserve to stand. The production milestone reported by JLR predates the one assumed in the original scenario. CMC models affected UK operations, whereas JLR describes group production. The gap between those dates, by itself, leaves the final value of the wider loss open. A revised amount would require the detailed model, its parameters and recovery data comparable with what it sought to forecast.

The CMC’s classification serves a particular purpose. Its method combines the scale of financial impact and the number of affected organisations on a scale from 1 to 5. To be included in that population, an organisation must sustain a financial impact of at least £1,000 on its UK operations. Category 3 therefore describes economic severity within this framework; it is a different measure from the technical sophistication of the intrusion. 8

The centre also says later information will inform its learning without changing the classification assigned to this event. 3 That choice can preserve consistency in an indicator produced during unfolding crises. For readers seeking the cost actually incurred a year later, it makes the date and status of the original figure all the more consequential.

A car passes through several companies’ accounts

Consider a component made by a supplier and then fitted into a car. Its sale creates revenue for the supplier and a purchase for the manufacturer. When the car is sold, part of the component’s value is already included in the vehicle’s value. Adding up every successive company’s turnover would count some of what moves through the chain more than once.

National accounts address this by measuring value added. Each activity contributes the value of its output less the goods and services consumed in producing it. Assembly adds value to the components received; the value created by their manufacturer has already been counted at the preceding stage. Adding up the value added produced within the territory, then adding taxes on products and subtracting subsidies on products, gives GDP. 9

Distribution requires a further distinction. In wholesale and retail trade, the output of the trading service is measured by the margin on goods resold. The service’s other intermediate consumption must still be taken into account to arrive at its value added. Counting the full price of the car again as the dealership’s output would artificially inflate the activity being measured. 17

[image: A simplified chain connects parts, assembly and distribution. Parts bought by the assembler are already embodied in the car’s value. Each business subtracts the goods and services used in producing its output to obtain value added. Trade output is its trading margin; value added also deducts other intermediate consumption. For the whole UK economy, total value added plus taxes on products less subsidies yields GDP. All areas are symbolic.]Open the complete composition
FIG. 03 Value added follows successive contributions to production. [9] [17] Method and scope
A simplified production chain, without amounts or proportional areas. A component bought by the assembler is already embodied in its output; following value added distinguishes each stage’s contribution. The distributor’s output is its trading margin, while its value added also deducts the intermediate consumption used to provide the service. The GDP formula applies to gross value added across the whole UK economy, plus taxes on products less subsidies.


This explains why the CMC’s £1.9 billion and the automotive industry’s contribution to GDP need to be read differently. The first estimates a set of financial losses associated with an event. The second forms part of a measure of national production over a specified period. Their scopes can overlap while omitting different things: a customer’s waiting time, spending to rebuild systems and a sale redirected to a competitor each require a particular treatment.

The national boundary matters just as much. A car made in the UK and then exported contributes to British activity; imported components incorporated into that car were produced elsewhere. The country in which a group has its headquarters or principal shareholder, meanwhile, tells us little about the location of all its production. Connecting a company’s loss to British GDP means tracing the operations performed in the UK and their intermediate purchases. 9

Even official statistics take time to refine this picture. The ONS explains that intermediate consumption data are collected annually and that, for most industries, the initial monthly estimates use output volumes or turnover adjusted for prices as a proxy for value added. Full balancing follows in the annual accounts. 15 The monthly index is therefore a valuable signal of industrial activity, subject to the conventions and revisions involved in its construction.

Britain’s department responsible for digital policy makes a similar methodological point about its own cyber cost studies. Presenting them in November 2025, it explained that the research used different methods and scopes, so the estimates should not be added together to produce a single GDP impact. 10 That warning concerns this particular collection of studies. Its relevance here lies in the method: a sum of carefully sourced figures can still mislead when the things being measured overlap.

The work required to fill the trough

The area below August’s level in our chart gives a visual sense of the production missing relative to that benchmark. It helps distinguish a rate from a cumulative amount. Converting it into a cyber loss would require showing that August provided an appropriate reference path for every subsequent month, then isolating the attack’s effects within an entire industry.

Other influences are documented. In its review of 2025, the SMMT describes an industry affected by tariffs, preparations for new models, restructuring and the cyberincident. JLR also identifies the planned end of production of older Jaguar models, a weakening Chinese market and US tariffs among the factors affecting its volumes or profitability. 6 7 A comparison with the previous year brings those changes together with the consequences of the outage itself.

A rebound can also create a stronger impression of catch-up than the underlying measure supports. In May 2026, the ONS explained that the automotive industry’s 10.9% growth in the three months to March, compared with the preceding three months, reflected a base effect: the comparison period still included October 2025, when disruption continued to affect activity. 15 Moving beyond a depressed quarter mechanically improves the growth rate. Establishing whether cars whose manufacture was delayed were eventually made would require following cumulative volumes and orders through to delivery.

At Autins, the organisation of working time gives that effort a human dimension. Well before the attack, in its 2023 annual report, the components supplier described a banked-hours scheme designed to keep monthly income stable while working hours adjusted to demand. Staff could work less when production slowed and more when they were needed. 12

On 17 September 2025, Autins announced that it was using the scheme during the JLR stoppage, alongside changes to raw-material orders and spending. 13 In results published on 29 June 2026, management said this combination had limited the financial impact and preserved operational readiness for the resumption of production. 14 The documents trace an existing arrangement, its use during the crisis and the company’s subsequent assessment of its role.

[image: Schematic of the banked-hours arrangement described in Autins’ 2023 report. Working hours move from a lower-activity phase to a phase when work is needed, while the arrangement aims at steady monthly income. Use during JLR’s shutdown is documented on 17 September 2025; 29 June 2026 results cite it among measures preserving operational readiness. No actual hours or salary amounts are shown.]Open the complete composition
FIG. 04 At Autins, banked hours allow working time to adjust to demand. [12] [13] [14] Method and scope
The diagram shows the banked-hours arrangement described in Autins’ 2023 report and activated during JLR’s shutdown according to its 17 September 2025 statement. Results published on 29 June 2026 cite the arrangement among measures management says limited the impact and maintained operational readiness. Cells and intervals are symbolic. No number of hours, salary amount, individual balance or recovery schedule is inferred from these documents.


The principle moves part of the adjustment into the working calendar. It can help maintain income and keep a team available while reserving hours for periods when orders return. Recovery then depends on people, skills and the organisation of shifts as well as the restoration of systems.

The consequences for individual workers still need documenting. The publications establish the arrangement and its use, without detailing time balances, applicable limits, premiums or each employee’s payments in 2025. They support a diagram of the mechanism using a symbolic timeline. The precise distribution of disruption between the company, permanent employees and agency workers remains open.

That distinction matters when interpreting a national cost. Maintaining wages during a fall in activity can protect household income while leaving the company to absorb more of the shock. Reduced pay transfers some of the pressure to the worker. Moving from these situations to an assessment of the wider cost requires tracing both the resources lost and who bears the burden, taking care to avoid counting the same consequence repeatedly as it appears in different accounts.

Compensation shifts the burden; repair uses resources

The previous article followed the path from disruption to an insurance settlement. Across the economy, insurance reveals another boundary. The Home Office’s methodological framework distinguishes domestic financial transfers, including insurance payouts, from the resources actually used to administer insurance. The former redistribute a burden; the latter occupy people and resources that could have served another purpose. 11

The same reasoning helps us examine repair costs. A service that restores systems is a bill for its purchaser and business activity for its provider. It uses time, skills and sometimes equipment. It can be essential to restarting operations while also drawing resources away from other possible uses. Calculating its effect on GDP would require tracing its economic treatment, intermediate purchases and the activities it displaces.

The investigation therefore needs to ask who pays alongside what resources are consumed. An insurance agreement tells us about the financial distribution of the burden. Factory days, orders eventually cancelled and restoration work tell us what had to be absorbed or rebuilt. These perspectives complement each other when transfers, production and opportunity costs retain their distinct meanings.

The next evidence to obtain is an explicit reconciliation of the CMC scenario with realised outcomes: production profiles by site, orders recovered or lost, suppliers’ retained capacity and the cost of additional resources employed. Public information already allows us to test one timing assumption. A verifiable reassessment would show how each new observation changes the calculation, and with what uncertainty.

JLR’s restart restored its ability to manufacture. The attack’s ultimate cost also depends on what happened to delayed orders and the resources used to fulfil them. That is where an economic investigation returns to employees and suppliers: in the work required to turn a restart into delivered cars, and in the resources absorbed while they waited.

Method and limits

This documentary investigation uses material checked as of 18 October 2026. ONS figures retain their publication dates: the initial bulletin reconstructs the information available in November 2025, while the chart exclusively uses the K23U series published on 15 October 2026. Raw values and formulas for rebasing the index and measuring changes appear beneath the first chart and in source note 4. August = 100 remains a descriptive benchmark.

The CMC amount is a scenario estimate with a specified information cut-off and UK scope. We retain its published range without assigning a statistical probability that the document does not provide. JLR’s recovery milestone and Autins’ assessment are attributed to the companies that published them. The detailed CMC model, internal orders and individual working-time accounts remain outside the documentary record. No interviews were conducted. Source notes provide original references, locators and the limits of each item of evidence; the two mechanism diagrams use symbolic quantities.

Further reading

The fifth instalment, on the work of recovery, follows the work and contracts required to restore usable services after a cyberattack.

The instalment on supplier funding traces the cash needed to wait and restart. The investigation of cyber insurance cover examines the passage from a loss to compensation. The glossary explains GDP, value added and base effects.
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A backup preserves files; turning them into a usable service can require a much larger rebuilding effort. Documents from the British Library, M&S and JLR trace that work, while a public rate card reveals what an incident response contract buys.

In December 2023, the British Library confirmed that usable backups had been identified for its digital collections and their metadata, unaffected by the cyberattack of 28 October. This answered a fundamental question about preservation. Making the documents available again required another kind of work: in its incident review, published on 8 March 2024, the Library described extensive damage to its infrastructure and ageing applications that could no longer run in the secure environment it was building. The copies had survived; the means of using them had to be rebuilt. 1

That gap between a preserved file and a functioning service is the subject of the fifth instalment in our investigation. Having followed suppliers, insurance and the measurement of the economic shock, we now examine the work organisations buy or undertake to resume operations: technical investigation, restoration, data reconciliation, legal advice and the rebuilding of business systems. Public documents reveal several of these mechanisms and some of their prices. They also expose the distinctions between an expense recognised in the accounts, a contract awarded and the value of a service actually restored.

The files need somewhere to run

The British Library’s account shows how many elements must come together to deliver a service. A collection needs its files, the information describing them, a catalogue through which to find them, compatible applications and infrastructure capable of running those applications. The incident review explains that some essential software had lost vendor support or could not operate within the new architecture. It also distinguishes having copies available from fully validating them, a process that would continue as each dataset returned to use. 1

The work becomes easier to grasp from the reader’s perspective. Someone searches for a reference, identifies a document and requests access to it. Each action depends on several components working together. Rebuilding therefore involves testing the whole journey through to the function the user expects. These dependencies help explain why restoring files can precede the restoration of access by a considerable interval.

The UK National Cyber Security Centre makes the same point in its operational guidance, reviewed on 1 October 2026: recovery should begin with business priorities and the dependencies between systems. Investigators need to establish what happened and inform the recovery; restoration teams need an environment whose security has been sufficiently established. The condition of the backups matters alongside the ability to use them. 11

NCSC then recommends aiming for minimum viable operations (MVO): a sufficiently safe level of activity to meet the organisation’s obligations and retain its partners’ confidence. Those partners may seek independent assurance before reconnecting their own systems. An organisation can consequently have its computers running again while still completing the work required to reopen its exchanges with others. 12

[image: An explanatory reconstruction mechanism based on the British Library’s 8 March 2024 review. Safe copies of collections and metadata require trusted infrastructure, compatible applications and restored service functions. An interim route connects a searchable catalogue and manual requests with available uses. Cloud email, finance and payroll are described as functioning normally in the review. The drawing explains dependencies schematically; it is neither an observed topology nor a complete execution schedule.]Open the complete composition
FIG. 01 The dependencies between a preserved copy and a document a reader can access. [1] Method and scope
Several dependencies stand between a retained copy and the reader. The 8 March 2024 review describes safe copies of digital collections and metadata, infrastructure to rebuild, and applications to adapt, migrate or replace. The drawing organises those dependencies through to search, request and access functions. An interim route combines a searchable catalogue with manual requests for available material, while cloud email, finance and payroll are functioning normally at the time of the review. The arrows explain the mechanism; their arrangement is schematic.


Looking at recovery this way also clarifies the role of temporary arrangements. They let staff work while permanent applications are repaired or replaced, but generate information that will eventually need to be brought back into those systems: orders recorded through another process, data held in temporary tools and transactions awaiting reconciliation. NCSC points out that clearing this backlog can demand substantial effort. An overly ambitious technological transformation can also lengthen the rebuild. 13

At M&S, restoring systems and confidence in the accounts

Marks & Spencer provides a documented measure of the resources absorbed by technical recovery. For the 52 weeks ended 28 March 2026, the group reported £131.3 million of costs directly associated with the cyberattack, including £109.3 million for immediate systems response and recovery. The results published on 20 May allow a £22 million residual to be calculated. The company describes those remaining charges as third-party costs, predominantly for specialist legal and professional services. Its disclosure retains that broad definition; the amount attributable specifically to lawyers remains unknown. 18

Systems response and recovery thus account for 83.2% of this direct-cost category, according to our calculation. The denominator has a defined boundary: the interruption’s effects on sales and trading belong to a different measure. Similarly, the £109.3 million combines work for which this breakdown does not disclose the split between internal resources and outside providers. These are expenses recognised during the financial year, offering only a partial view of when payments were made. 18

The annual report adds a more tangible account through Deloitte, the financial auditor. Taking systems offline increased reliance on manual processes before a gradual return to automation. In checking the accounts, Deloitte says it attended more physical inventory counts, examined purchase orders and invoices, and obtained balance confirmations directly from suppliers. It also tested incident-related expenses to assess whether they were incremental and directly attributable to the attack. 5

These procedures reveal a practical dimension of recovery. A restarted system must once again account for goods, purchases and payment obligations. Evidence comes from stores, commercial documents and counterparties, as well as from applications. The work Deloitte describes forms part of the financial audit; any additional fees for it would need to be identified separately. Within the scope and materiality thresholds of its audit, Deloitte concluded that it had identified no material misstatement resulting from the incident. 5

[image: M&S reports £131.3 million in direct costs, including £109.3 million for immediate response and systems recovery. The calculated £22 million residual is for third parties, predominantly specialist legal and professional services. A separate panel shows financial audit checks without assigning a cost to them.]Open the complete composition
FIG. 02 M&S: direct response and recovery costs, alongside separate financial audit work. [5] [18] Method and scope
The bar splits the direct costs recognised by M&S for the 52 weeks ended 28 March 2026. The £22.0 million residual and 83.2% share are calculated; the residual concerns third-party costs, predominantly specialist legal and professional services. The internal and external split of the £109.3 million remains unknown. The second panel describes financial audit work without pricing it or assigning it to either segment of the bar. Calculations, in millions of pounds: 131.3 − 109.3 = 22.0; 109.3 ÷ 131.3 × 100 = 83.244…%, rounded to 83.2%. The ratio concerns only M&S’s recognised direct costs for these 52 weeks.


Part of the cost of restarting is therefore the work of reconciliation: bringing what an organisation continued to do during the crisis into line with what its systems can now record and substantiate. This largely unseen effort underpins the confidence both the business and its partners can place in subsequent transactions. It also suggests a precise line of inquiry: which tasks are included in the published amounts, and what evidence establishes that each has been completed?

Buying response capacity before the first intervention

Victims’ reports disclose aggregate amounts. A supplier’s rate card offers a closer look at how a service is assembled. We examined NCC Group’s publicly available incident-response offering under the UK’s G-Cloud 14 framework, together with its terms and service definition, as available on 19 October 2026. These are published prices for a particular offering, subject to the agreed scope of work. They explain the structure of a purchase; the invoices and client contract would establish the prices actually charged. 8 9 10

The Bronze package combines a £9,500 annual retainer fee with at least three prepaid days at £2,200 each. The arithmetic gives a minimum commitment of £16,100 excluding VAT. The rate card covers one legal entity and sets conditions that take account of factors including the organisation’s size and geographical reach. Emergency response without a retainer is also listed at £2,200 per day. 8

The price brings together two useful functions: arranging access to expertise and paying for working time that can be called upon. The service definition describes familiarity with the client’s environment, scoping, support during the response and a final report. The terms distinguish the annual fee from prepaid hours and provide for billing at signature and on subsequent anniversaries; additional work depends on the document defining the engagement. 9 10

This structure helps put the commercial promise in context. An agreed availability arrangement organises how a team is brought in and begins its work. Restoring a service then depends on what the team discovers, which data can be used, which applications need rebuilding and the other teams it must work with. The contract arranges response capacity; the recovery programme must turn that capacity into functioning operations. 10 12

[image: NCC Group’s public G-Cloud 14 Bronze tariff combines a £9,500 annual retainer fee with three prepaid consultancy days at £2,200, giving an arithmetic minimum commitment of £16,100 excluding VAT. The bar is proportional to these two amounts. A schematic circuit links access to specialists, defined work, prepaid days, delivery and reporting. An ordinary week without a bank holiday shows normal Monday–Friday hours from 09:00 to 17:30. Out-of-hours, weekend and bank-holiday work carries twice the day rate, £4,400 per applicable day. No actual JLR or British Library invoice or time consumption is shown.]Open the complete composition
FIG. 03 NCC: annual availability, prepaid days and the pricing of work. [8] [9] [10] Method and scope
Arranged access, followed by billable work. NCC’s G-Cloud 14 Bronze tariff combines a £9,500 annual commitment with at least three prepaid consultancy days at £2,200: an arithmetic minimum of £16,100 excluding VAT. The top bar preserves those proportions. The circuit shows the contractual organisation of work and an initial balance of three days, without simulating actual consumption. The calendar represents an ordinary week without a bank holiday, using the published 09:00–17:30 UK office-hours window. Work outside that window, at weekends or on bank holidays carries a £4,400 day rate. Scope, expenses and additional services remain subject to agreement. Calculations in pounds excluding VAT: 9,500 + 3 × 2,200 = 16,100; 2 × 2,200 = 4,400. A minimum commitment and an increased day rate, without a bill ceiling or observed expenditure at a victim organisation.


Timing also changes the price. NCC’s document defines normal office hours as Monday to Friday, 09:00–17:30 UK time, with the daily rate doubled outside that window, at weekends and on public holidays. For Bronze, that means £4,400 for an applicable day, calculated from £2,200. Travel and accommodation expenses may be added. The duration of an outage therefore provides an insufficient basis for reconstructing the bill: that would require the time actually charged, the skills and people involved, and the scope accepted by the client. 8

The standard terms qualify response-time commitments when a large-scale event affecting the majority of incident-response clients causes, in NCC’s reasonable opinion, an exceptional influx of requests. The clause makes a risk to shared response capacity visible within an individual contract. The documents examined provide no example of NCC invoking it, but they raise the question of specialist availability when several clients need help simultaneously. 9

NCC appears in the British Library’s incident review, which says it engaged the firm immediately after discovering the attack, following consultation with NCSC. The connection identifies a provider and a later public version of its offering. The fee for its work at the Library remains unknown in the documents examined; the Library’s contract and invoices would be needed to establish the actual cost of that engagement. 1 8

Legal advice, negotiation and the usefulness of a decryptor

The precise purpose of the legal services in M&S’s breakdown remains to be documented. Advice on whether to make a payment is a separate question, addressed by guidance published in May 2024 by NCSC with UK insurance organisations. It asks victims considering payment to assemble the relevant operational, financial and legal information, consult appropriate specialists and examine alternative routes to recovery. Advisers’ work, in this setting, is to make a decision as well informed as possible while the damage continues to develop. 14

The guidance points out that deploying a decryption tool across a complex network can take time; backups may sometimes offer a faster route. Possessing a key creates a technical possibility whose practical usefulness depends on the systems and data concerned. Other aspects of the incident still require attention, including compromised access and the consequences of information being disclosed. 14

The economics of these services are particularly difficult to reconstruct from the available documents. Establishing the price of a negotiation would require the terms of the engagement and its remuneration, followed by verifiable evidence with which to assess the outcome. The selected sources disclose no individual negotiator’s fee, commission or legal rate specific to JLR, M&S or the British Library. M&S’s residual therefore retains its broad description as third-party expenditure, predominantly for specialist legal and professional services. 18

That degree of precision matters when considering the interests involved. A possible payment to criminals, an adviser’s remuneration and the spending needed to regain a service are different flows. Assessing them would mean tracing who made the decisions, who accepted the work and what was obtained. NCSC’s guidance supplies criteria for making a decision; companies’ aggregate amounts reveal only part of the resources committed.

Rebuilding as services return

At the British Library, work to restore access proceeded along several fronts. The programme approved by its board on 20 December 2023, and described in the following March’s incident review, combined an immediate response with an adaptation phase planned for six months and a renewal phase planned for eighteen. Adaptation was intended to provide interim solutions; renewal would establish durable infrastructure and applications. These durations belong to a historical plan in which the phases were explicitly concurrent. 1

The arrangement responds to a straightforward tension. Each temporary service can restore some of the institution’s usefulness while the foundations for its permanent replacement remain under construction. Readers need to know what they can access today. The teams responsible must also consider the migration that will preserve that access tomorrow. Tracking recovery therefore means following functions and the conditions under which they can be used, with several possible milestones within a single institution.

Public procurement makes part of this rebuilding visible. A Web Foundations contract was awarded to Q42 for £396,908 excluding VAT, signed on 11 November 2024. Another contract, awarded on 20 November to Ex Libris UK, covers Alma, Primo and Rapido for £2,659,973, over the period from 30 November 2024 to 29 November 2026. The notices identify contractual commitments and suppliers; records of delivery and payment would be needed to establish the expenditure actually incurred. The VAT basis of the second amount is not stated in the official JSON collected. 15 16

These commitments overlap with a transformation that was already planned. The incident review and 2023/24 accounts explain that the Library had allocated funds to renew equipment and applications, and that the attack led it to accelerate part of that planned programme. The 2025/26 accounts subsequently reported £4.2 million of technology capital expenditure, compared with £0.7 million the previous year, linking the increase to rebuilding. The category covers a range of work and assets; its scope is broader than expenditure isolating the additional cost of the attack. 1 2 3

Following services gives another view of what that work has delivered. A searchable catalogue returned on 15 January 2024. The 2025/26 annual report then describes the launch of a new platform in December 2025. On 8 July 2026, the Library announced the return of EThOS as a service providing records and links to university repositories. The platform provides a route for finding theses again, with access to full text dependent on the institutions concerned. These three milestones describe different capabilities. 1 3 4

[image: Two panels separate March 2024 plans from documented milestones. The British Library programme approved on 20 December 2023 provides for three concurrent phases: Respond, with no quantified duration, Adapt, six months, and Renew, eighteen months. The two bars have a one-to-three length ratio and compare planned durations, without an observed completion date. A linear calendar timeline shows the searchable catalogue on 15 January 2024, the new main catalogue in December 2025, and the 8 July 2026 announcement of EThOS records and university links returning. December is a band covering the entire month. Each milestone concerns its own service perimeter.]Open the complete composition
FIG. 04 British Library: the historical programme and documented returns of service. [1] [3] [4] Method and scope
Two readings of reconstruction time. The programme approved on 20 December 2023 and described on 8 March 2024 organises three concurrent workstreams: Respond, with no quantified duration; Adapt, planned over six months; and Renew, over eighteen months. The two bars share a graphical origin to compare announced durations, preserving an exact one-to-three ratio. The lower timeline uses a linear calendar scale and documented milestones: a searchable catalogue on 15 January 2024, a new main catalogue in December 2025, and the 8 July 2026 announcement of EThOS returning with records and links to university repositories. The December band covers the entire month. Each milestone concerns its own service perimeter; EThOS hosts records and points to files available elsewhere.


The elapsed time becomes more intelligible when seen through these functions than through a single availability indicator. A reader may be able to find a reference before all the means of ordering or consulting it are restored. An application can be modernised while a temporary tool continues alongside it. Assessing a programme’s results involves connecting the money committed to the functions that have returned, their limitations and the work still required.

At JLR, work continues after the exceptional charge

JLR brings this distinction back to the central case of our series. For the year ended 31 March 2026, the manufacturer reported £260 million of exceptional charges associated with the incident. The note includes third-party claims and obligations alongside professional fees. Recurring spending to strengthen IT and cyber security, together with indirect effects on performance, receives different treatment. The £260 million therefore cannot be treated as the remuneration of incident-response teams. 6

The quarterly report published on 13 August 2026 adds another piece of evidence. It describes investigation, recovery and remediation as ongoing, alongside work to strengthen resilience. Its financial note records no exceptional items for the three months ended 30 June. The two statements are compatible because the financial category and operational progress answer different questions. The document confirms that work continues without isolating a subsequent budget for it. 7

For this investigation, the absence of a new exceptional charge during that quarter therefore provides a financial-reporting milestone. Establishing that the work itself is complete would require other evidence: restored functions, verified dependencies, data from temporary processes brought back into the systems and the ability to sustain operations over time. These are the outcomes NCSC’s recovery guidance asks organisations to plan for and test. 12 13

The issue now extends beyond the victims whose documents we have examined. In his Mansion House speech on 14 July 2026, Bank of England Governor Andrew Bailey called for substantially stronger recovery capabilities and referred to rebuilding systems from scratch, known as bare-metal recovery. He was setting out a direction for resilience; the speech alone establishes no new regulatory obligation. 17

The British Library and M&S cases give that ambition practical substance: reassembling usable services and restoring confidence in their operations. Specialists, internal teams and partners contribute expertise whose usefulness is visible in the documents, although those documents do not allow the return on each item of spending to be measured. That leaves a precise question for buyers and providers: what work was paid for, which function did it make possible, and what evidence was used to validate the recovery?

Method and scope

This documentary investigation has an information cutoff of 19 October 2026. It draws on eighteen selected primary references: accounts and audit reports, the British Library’s incident review, service announcements, public procurement notices, commercial documents, NCSC guidance and a Bank of England speech. Organisations’ statements are attributed to their authors, and the auditor’s conclusions are presented within their own scope.

The calculations are confined to the M&S breakdown and arithmetic explicitly derived from NCC’s rate card. Their formulas and denominators appear beneath the charts and in source notes 8 and 18. Publication dates, financial periods and milestones in service availability are distinguished. Awarded contracts, recognised expenses and capital expenditure retain their respective boundaries, with no aggregate cost reconstructed across victims. No interviews or requests for comment were conducted for this edition.

The notes below identify the documents actually consulted, their locators and their limitations. Calculation formulas appear on this page; third-party originals remain available from their publishers.

Further reading

The sixth instalment, on shared providers, follows the interruptions at CDK and Synnovis into their customers’ operations.

The fourth instalment on JLR’s footprint in GDP distinguishes output, financial losses and the work of recovery. The investigation of cyber insurance follows the passage from a loss to compensation. The glossary explains minimum viable operations, incident response retainers and service availability.

Sources
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	[1] British Library · Learning lessons from the cyber-attack: British Library cyber incident review · 2024-03-08. PDF pp.2 and 4: preserved copies, unavailable infrastructure and NCC engagement; pp.9, 12–16: software, parallel phases, renewal planned from 2022 and intended architecture. The Library explains why safe copies were insufficient to restart its services and sets out its Rebuild & Renew programme. The affected institution’s own review. Architecture and durations were intentions stated in March 2024; phases were planned to run concurrently. NCC fees are not disclosed.
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	[13] UK National Cyber Security Centre · Recovering from a highly disruptive cyber attack : 3. Rebuild · 2026-07-28. Introduction; sections 3.2–3.2.1 on improvements and ongoing funding; 3.3 on data reconciliation. A durable rebuild goes beyond minimum operations and requires reconciling backups with data created through temporary processes. NCSC warns that an overly broad transformation can burden recovery. The framework does not allocate actual spending between repair and modernisation. Page reviewed on 1 October 2026.
	[14] UK National Cyber Security Centre, with ABI, BIBA and IUA · Guidance for organisations considering payment in ransomware incidents · 2024-05-14. Consult experts; Assess the impact; Investigate the root cause; discussion of decryption-tool and backup timescales. The guidance places any negotiation within a broader decision and explains that a decryptor can take time across a complex network. Backups may sometimes be faster; no universal ranking or ransom payment by the cases examined is inferred. The guidance prices no individual engagement.
	[15] British Library / Find a Tender, Cabinet Office · 002434 British Library Web Foundations Project : award notice 038013-2024 · 2024-11-25. Notice 038013-2024, II.1.7 and II.2; official JSON: contracts[0].value/dateSigned, tender.lots[0].description, awards[0].suppliers; supplementary Contracts Finder JSON. The £396,908 award to Q42 replaces the interim website and prepares later integrations, within a workstream begun before the attack. Contract value, distinct from payments and the attack’s incremental cost. The same award appears in two registers. An isolated “cancelled” lot field conflicts with active award and contract statuses. Official contract data.
	[16] British Library / Contracts Finder · Supply of Library Management Systems & Associated Services : award 002498 · 2024-12-11. Published-notice JSON: notice.description/publishedDate; awards[0].value, supplierName, awardedDate, startDate and endDate. The notice awards Ex Libris (UK) Limited the supply and implementation of Alma, Primo and Rapido for £2,659,973. The JSON does not explicitly state the VAT basis. Award value, without a payment schedule or repair/licensing/modernisation breakdown; the platform programme predated the attack. Official award data.
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An unavailable dealership system pushes payments into the next month; disrupted blood testing puts additional pressure on blood stocks. Disclosures from CDK’s customers and the NHS reveal how a shared dependency changes daily work and distributes the consequences of a cyberattack.

On 7 October 2024, the US Securities and Exchange Commission asked Asbury Automotive Group to clarify the effects of a cyberattack. The automotive retailer had described disrupted sales, additional expenses and delayed payments. The SEC wanted to understand their significance for earnings and cash flows. The affected system belonged to CDK Global, a provider used by other dealership groups too. An interruption at the supplier was appearing in the disclosures of several customers.4

That correspondence opens another way of investigating the cost of cyberattacks. A business can secure its own computers while remaining dependent on the software that runs its sales, a laboratory that processes its tests, or infrastructure used by its subcontractors. When that service becomes unavailable, customers have to adapt at the same time. Each has its own staff and contracts, while part of the recovery timetable is determined elsewhere.

Disclosures from CDK’s customers, followed by NHS documents about the Synnovis attack, trace that dependency to tangible consequences: a debt is paid in a different month, unavailable testing increases demand for a particular blood group, and a replacement software system requires a gradual migration. This investigation follows those documented connections. The public record explains how the disruption travels more precisely than it measures an aggregate loss across all those affected.2108

The fifth instalment on the work of recovery followed the effort required to restore usable services. This instalment examines their reliance on a shared provider.

Shared software becomes part of everyone’s working day

A dealer management system (DMS) connects several everyday operations. Asbury lists sales, service, inventory, customer relationship management and accounting among the functions affected by the CDK incident. AutoNation describes the same set of dependencies. The system connects a vehicle to its sales record and the administrative work surrounding it, so an interruption reaches several teams within a single dealership.23

Asbury’s quarterly filing offers a particularly useful comparison. From 19 June 2024, the outage affected its locations except for the Koons dealerships, which used a different DMS. Within the same group, the boundary of the disruption followed the choice of management system. That observation helps establish the connection to CDK, while leaving the broader security of the different software products untested.2

Recovery had several boundaries too. AutoNation says access to its DMS and core functions was restored on 29 June. Ancillary systems and integrations that automate processes including ordering, scheduling, payment and reporting returned by the end of July. Asbury regained CDK’s functions on 8 July, with other applications coming back online in the following weeks. Those dates describe different customers and different layers of functionality.36

A management system can therefore be back online while a workshop still lacks an automation it normally relies on. AutoNation says its parts and service business continued to experience adverse effects in July. To understand the cost to the customer, a useful milestone is the return of an operation that can actually be performed, with its connections and working capacity restored. A provider’s recovery announcement needs to be read at that level.3

[image: An interruption at CDK Global on 19 June 2024 affects Asbury dealerships using its DMS and AutoNation. Within the same Asbury group, Koons uses a different DMS and is spared this interruption. Connectors show service dependencies. Two schematic routes then group functions described in the customer filings: vehicle and customer records, financing and accounting for sales; appointments, service work and parts, then billing for the workshop.]Open the complete composition
FIG. 01 CDK: shared dealership dependencies and affected workflows. [2] [3] [6] Method and scope
The outage perimeter follows the service in use. Asbury says the interruption beginning on 19 June 2024 affected its locations except Koons, which used another dealer management system, or DMS. AutoNation describes its reliance on the same provider for sales, service, inventory and accounting. The Asbury frame highlights different exposure within a single corporate group. The two lower routes group functions mentioned in the customer disclosures; their sequence and layout are schematic. Connectors represent service dependencies.


The documented transmission here is through service unavailability. The cited disclosures establish interruptions to functions dependent on CDK; they do not establish an intrusion into every dealership’s systems. That distinction directs the investigation towards continuity: which tasks can still proceed, through what alternative process, and at what volume?

A deferred payment changes the movement of money

The most visible effect appears in completed sales and services. In its second-quarter 2024 results, Asbury estimated that the incident reduced diluted earnings per share by $0.95 to $1.15, before any potential recoveries. This is a management estimate. It encompasses lost or deferred revenue and expenses associated with the outage, retaining uncertainty in an assessment that depends on judging what normal operations would have produced.1

Cash tells a slightly different story. Asbury’s quarterly filing explains that certain amounts normally paid in June were paid in July because of the CDK outage. At 30 June, accounts payable and vehicle inventory financing balances were consequently higher than expected. That inventory borrowing, known as floor plan financing, funds vehicles before they are sold; its repayment is also a cash outflow.2

The mechanism deserves attention. While a payment awaits execution, the money remains with the debtor and the obligation remains on its balance sheet. Once payment is made, cash leaves and the corresponding liability falls. A reporting date between those two moments captures the waiting period. Deferring an outflow can temporarily cushion the decline in cash even while the business is suffering operationally. It also postpones the creditor’s receipt, although that alone tells us little about the creditor’s financial position.

[image: Asbury disclosed that some payments normally made in June 2024 were paid in July because of the CDK outage. The timeline separates 19 June, the 30 June reporting date and restoration of CDK functions on 8 July. The schematic explains temporary cash retention and subsequent settlement, with no invented amounts.]Open the complete composition
FIG. 02 Asbury: payments deferred from June to July 2024, with no isolated amount. [2] [6] Method and scope
Asbury links the CDK outage to some payments moving from June into July 2024. The calendar follows disclosed dates; the cash-flow schematic explains the mechanism without assigning an amount. CDK functions returned on 8 July, ahead of other applications.


Asbury does not isolate the amount attributable to this timing effect. The broader change in liabilities discussed near the relevant passage combines several causes and cannot be used to reconstruct a CDK-specific sum. The available disclosure establishes a movement from June into July, with an economic mechanism that is clear and a monetary magnitude that remains unknown.2

This helps explain the SEC’s questions. The regulator compared the estimated earnings impact with reported diluted earnings of $1.39 per share and requested further quantification. Asbury’s release also reported adjusted earnings of $6.40 per share, a company-defined measure that removes items including asset impairments. The choice of earnings denominator substantially changes the impression a percentage creates. The investigation therefore retains the values, their status and the discussion around them.41

Asbury argued for a broader assessment. Its 30 September response said it had considered estimated effects on the quarter, the full year and subsequent periods, using quantitative and qualitative factors. On 17 October, the group proposed adding the estimated earnings range to its next quarterly filing while maintaining its assessment of the incident’s materiality for investor disclosure. It explained the absence of further detail on payables by pointing to their settlement very shortly after the reporting date. The SEC closed its review on 23 October, reminding the company of its responsibility for its disclosures.567

The exchange reveals a limit in public measurement. A single provider can affect several customers, while their earnings and payment effects are reported across different categories and periods. Reconstructing the collective cost would also require tracking transactions with their counterparties, to avoid counting the same transfer more than once or treating a deferral as a permanent loss.

In London, the fallback draws on a shared reserve

On 3 June 2024, a ransomware attack affected pathology provider Synnovis. Several NHS organisations depended on its services, including King’s College Hospital and Guy’s and St Thomas’. The NHS describes both hospital trusts as co-owners of the provider with SYNLAB. Here, the disruption travelled through laboratory work and decisions about care. NHS Blood and Transplant’s 2024/25 annual report describes the impact on systems used to determine patients’ blood groups and check compatibility for transfusions.121013

Difficulties in checking blood compatibility increased reliance on O-negative units. A technology problem at the pathology provider therefore changed the demand placed on a service supplying blood products to hospitals. The adaptation helped care continue, while drawing more heavily on a resource shared with other institutions. Its specialist testing team took on more work and operated longer hours, giving urgent cases priority.10

In its alert of 25 July 2024, the organisation said affected London hospitals had needed 94% more O negative blood since the incident began than in the corresponding period of 2023. The comparison covers those hospitals and that period. It measures neither demand across the whole country nor an annual increase. The alert attributed pressure on stocks to higher demand alongside reduced collections, unfilled donation appointments and the usual difficulties of the summer period.11

[image: Disruption to grouping and crossmatching systems after the Synnovis attack required specialist support and greater use of O-negative blood. On 25 July 2024, NHSBT reported a 94% rise in requirements at the affected London hospitals compared with the same period in 2023. The chart converts this percentage to indices of 100 and 194. Reduced collections, in a summer context, also put pressure on national stocks. The qualitative relationships are not weighted.]Open the complete composition
FIG. 03 Synnovis: from disrupted testing to demand for O-negative blood. [10] [11] Method and scope
Maintaining care draws on another shared resource. Disrupted access to grouping and crossmatching systems increased reliance on O-negative blood. NHSBT describes specialist support and, on 25 July 2024, reported a 94% rise in requirements at the affected London hospitals since the incident began, compared with the same period in 2023. The indices of 100 and 194 are calculated from that percentage. Reduced collections also put pressure on national stocks; qualitative relationships carry no causal weights. The source does not provide absolute volumes or the exact statistical window. Calculation: an index of 100 for the comparable period in 2023 becomes 100 × (1 + 94 ÷ 100) = 194 in 2024. This index concerns requirements at affected London hospitals only, without absolute volumes or causal weights for national stock pressure.


The reserve becomes the meeting point of several constraints. The cyberattack contributes to increased demand for one type of product, while collections determine the ability to replenish stocks. The documents do not allocate national stock pressure quantitatively between those causes. They do, however, establish a full mechanism from interrupted laboratory services to the blood supply service brought in to support them.

Postponed care provides another measure of disruption. NHS England’s update published on 26 September reported a cumulative 10,152 acute outpatient appointments and 1,710 elective procedures postponed at the two most affected trusts, through 22 September. These are provisional, unvalidated management figures. They count postponements and may include the same person more than once. Adding the sixteen rows in the separately published weekly table gives 10,257 appointments and 1,857 procedures, exceeding the announced cumulative figures by 105 and 147. No explanation for that difference has been established. The figures quoted here remain those of the dated announcement, with their provisional status; source note 12 explains the comparison.12

By 26 September, NHS England said GPs in south-east London again had access to the full range of pathology tests, while blood transfusion systems were still being restored. The NHS update dated 10 November 2025 says Synnovis services had been fully restored by December 2024. As with the dealerships, recovery has to be followed function by function. In hospitals, it also involves backlogs and mutual aid that a simple measure of IT availability captures only partially.1213

The difficulty of switching is part of the dependency

The Koons exception raises a reasonable question: why remain with a shared service when another product exists? Asbury’s later filings provide a practical answer. Its 2025 annual report, filed in February 2026, says 38 stores had moved from CDK to Tekion by 31 December. It describes potential expenses from running both systems, the work involved in the transition and temporary productivity losses as staff learn the new software.8

The project continued in 2026. The second-quarter filing records 25 store conversions during that quarter and, in its analysis of the first half, discusses implementation and duplicate system costs. Those observations document a migration proceeding over time. The filings also describe expected efficiency gains and technological improvements; they do not support attributing the entire project or its budget to the 2024 cyberattack.98

In banking, European supervisors have an indicator of this difficulty. An ECB analysis published on 19 February 2025 uses significant institutions’ outsourcing registers as at the end of 2023. Among contracts that were both critical and external, 73.7% of the budget concerned providers whose replacement was assessed as difficult, and 8.6% providers whose replacement was assessed as impossible. Together, those categories accounted for 82.3% of the relevant budget. These are reported assessments weighted by budget, rather than a share of banks or the results of completed migration tests.15

Another difficulty can sit behind the apparent diversity of contracts. In its December 2023 toolkit, the Financial Stability Board describes an institution using the same provider directly and through other suppliers’ subcontracting arrangements. Several commercial relationships can therefore converge on a shared technical dependency. The UK National Cyber Security Centre recommends mapping suppliers, their services and subcontractors, with the depth of investigation guided by their importance to the business.1419

[image: Two independent visual sections. A hypothetical network shows a client purchasing two services from separate providers that depend on shared infrastructure. An incident at that infrastructure may interrupt both services. This illustrates the FSB framework and does not depict any real company. A proportional bar then shows year-end 2023 ECB register data, published 19 February 2025: 17.7% of the total critical and external outsourcing budget was classed as easy to substitute, 73.7% as difficult and 8.6% as impossible. The last two categories total 82.3%. These are budget shares based on reported assessments and cover relevant outsourcing beyond cloud services alone.]Open the complete composition
FIG. 04 Shared dependencies and provider substitutability: two distinct mechanisms. [14] [15] Method and scope
Separate contracts can share one dependency. The upper network illustrates a mechanism described by the FSB: shared infrastructure may transmit an interruption to several services. It is independent of the banking measure below. The bar reproduces the values in the ECB chart published on 19 February 2025, based on year-end 2023 outsourcing registers. These are shares of the total critical and external outsourcing budget of reporting significant institutions. Categories marked difficult and impossible account for 82.3% of that budget, reflecting the assessments entered in the registers. Calculation: 73.7 + 8.6 = 82.3%. The remaining share is 17.7%. Shares concern the budget of critical external contracts, using substitutability assessments reported for year-end 2023, rather than a count of banks.


Concentration also brings benefits that the analysis needs to retain. The FSB explains that, in some circumstances, relying on a market-leading provider can pose less risk than an in-house solution or several suppliers. Size or market share therefore describes only part of the risk. The importance of the service and the practical ability to replace it help determine how severe an interruption could become.14

Preparing an exit means making migration workable: moving data and applications, identifying an alternative provider or an in-house solution, and checking the skills available. Published on 16 July 2025, the ECB’s cloud outsourcing guide recommends preparing those resources and reviewing exit plans, with proportionate testing of critical migration steps. An exit clause becomes useful when the necessary resources are actually available.16

Organising recovery across the customer network

A supplier relationship allows each business to negotiate its own continuity arrangements. Shared dependencies introduce a collective constraint: several customers may need assistance, alternative capacity and restoration at the same time. A contingency plan therefore benefits from examining whether those resources will be available when the rest of the network needs them too. This is an analytical implication of the common dependencies described by the FSB, which distinguishes an individual firm’s resilience from that of the system in which it operates.14

In the United Kingdom, financial oversight has begun to reach certain critical providers directly. An announcement on 10 July 2026 set out the first designations, effective on 13 July, covering AWS EMEA, Google Cloud EMEA, Microsoft Ireland Operations and Oracle UK. UK authorities connect this oversight to services whose disruption could threaten financial stability. It applies to the providers and services within that regime; it is not a general certification of their products.17

On 8 October 2026, SIMEX26 brought together 38 major banks and market infrastructure operators to rehearse a global cloud services disruption. The statement published the following day says the scenario was developed for the exercise and was not informed by intelligence about a specific threat. Participants worked with the authorities on a coordinated response. The announcement does not provide detailed results, but the exercise’s scope shows the level at which preparations are now being discussed.18

The CDK record brings dealership operations and payment dates into that discussion; Synnovis adds laboratory capacity and the reserves needed to sustain care. In both cases, the purchased service becomes part of work extending beyond the supplier. A precise question follows for the period before a crisis: which activities could continue, using which resources, when other customers are seeking those resources at the same time? Answering it involves the contract, the organisation of work and the collective capacity available to absorb the interruption.

Part seven on JLR’s public guarantee examines the risk decision, borrowing used and the monitoring of suppliers.

Further reading

The fifth instalment on recovery follows the work and contracts involved in rebuilding. The cyber insurance investigation examines cover for interruption at a third party. The glossary explains shared dependencies, reversibility and service availability.

Sources and method

This documentary investigation is current to 19 October 2026. It draws on nineteen primary references: regulatory filings, public correspondence, institutional reports and supervisory publications. The source notes distinguish incident dates, observation periods and the dates written on letters; the SEC correspondence’s first public release dates remain unestablished. Company figures are attributed to their authors, and the illustrations’ calculations can be reproduced with their scope made explicit.

The selected public record does not include CDK’s contracts with the customers studied, detailed invoices or a separately quantified amount for the deferred payments. Hospital outcomes retain the status assigned to them by the NHS. This investigation uses public documents, without interviews or external requests. Calculations and denominators appear beneath the charts. Customer contracts and execution records would be needed to take the investigation further.

Numbered references link to the documents below. Accessed: 19 October 2026.

	[1] Asbury Automotive Group · Asbury Automotive Group Reports Second Quarter Results · 2024-08-02. Pages 1–2: GAAP and adjusted EPS, estimated CDK impact; p.13: reconciliation; p.5: calculations use unrounded amounts. The release estimates the Q2 earnings effect and permits comparison with the two reported EPS measures for the same period. Management range including lost or deferred income and one-time costs, before recoveries. Adjusted figures are non-GAAP; displayed reconciliation items are rounded.
	[2] Asbury Automotive Group · Asbury Automotive Group Q2 2024 Form 10-Q · 2024-08-09. Page 28: CDK-dependent services, Koons exception and restoration sequence; p.49: payments normally due in June made in July. Asbury describes the operational perimeter of the outage and its effect on the timing of certain payments. The amount of payments deferred because of CDK is not isolated. Nearby aggregate cash-flow or liability changes do not measure that effect.
	[3] AutoNation · AutoNation Q2 2024 Form 10-Q · 2024-08-01. Page 27: DMS/core access restored on 29 June, integrations by end-July, earnings effect; pp.36–40: inventory, service and F&I; p.46: continuity compensation. A second customer of the same provider confirms dependency across business functions and the gap between restoring core access and restoring automation. AutoNation’s reported timeline. Lost-income assessments are internal estimates, not itemised invoices or evidence of infection of customer systems.
	[4] SEC Division of Corporation Finance · SEC letter to Asbury dated 7 October 2024 · 2024-10-07. Pages 1–2, comment 1: comparison with 68–83% of reported EPS and request to quantify effects cited on results and operating cash flow. SEC staff seek quantitative information to assess the incident’s significance in Asbury’s disclosures. Financial disclosure review; the letter establishes neither a final loss amount nor a sanction. Letter dated 7 October 2024; first public release date unconfirmed.
	[5] Asbury Automotive Group · Asbury response to SEC dated 30 September 2024 · 2024-09-30. Response to comment 1, indexed primary passage covering the assessment of quarterly, full-year and subsequent-period effects using quantitative and qualitative factors. This is the company’s position. The complete original could not be reread during verification; only that scope of the indexed passage is used here. Letter dated 30 September 2024; first public release date unestablished. Official issuer copy, indexed passage.
	[6] Asbury Automotive Group · Asbury response to SEC dated 17 October 2024 · 2024-10-17. Page 2: planned insertion of the estimate into the next report, retained materiality judgement, payments made shortly after period-end. The response links a proposed disclosure change with the temporary nature of some outstanding liability balances after the outage. The specific amount of deferred payments remains unknown. The company retains its non-materiality judgement; this is not a regulator’s finding. Initial public release date unconfirmed.
	[7] SEC Division of Corporation Finance · SEC completion letter to Asbury dated 23 October 2024 · 2024-10-23. Page 1: notice of completed review and reminder of the company’s and management’s responsibility for disclosures. The final letter establishes the conclusion of this 2024 comment exchange. Completion of this document review, not a general approval of disclosure accuracy or cybersecurity. Initial public release date unconfirmed.
	[8] Asbury Automotive Group · Asbury Automotive Group 2025 Form 10-K · 2026-02-20. Page 29: 38 stores moved from CDK to Tekion by 31 December 2025; overlapping systems costs, migration difficulty and learning effects. The report describes the commitments and practical difficulties involved in replacing the DMS. Expected Tekion benefits remain attributed to Asbury. This document does not establish that the cyberattack caused the project; migration and incident damage have different perimeters.
	[9] Asbury Automotive Group · Asbury Automotive Group Q2 2026 Form 10-Q · 2026-07-31. Page 56, changes in internal controls: 25 stores converted from CDK to Tekion during Q2 2026, with procedures adapted. The latest follow-up document examined confirms a staged migration continuing during 2026. The 25 stores are a quarterly flow, not a cumulative total. They cannot simply be added to the 38 at end-2025 without reconstructing Q1 and perimeter changes.
	[10] NHS Blood and Transplant · NHS Blood and Transplant annual report and accounts 2024–25 · 2025-07-17. Printed/PDF p.22: blood grouping, antibody-screening and crossmatching systems, specialist support and greater reliance on O-negative units; repeated on p.97. NHSBT explains how a pathology-provider outage affected blood requirements and the capacity of supporting teams. Management narrative from an organisation involved in the response. Higher requirements contributed to stock pressure; no quantified share of the national shortage is given. The narrative paragraph is not an independent incident audit.
	[11] NHS Blood and Transplant · NHS calls national blood shortage amber alert · 2024-07-25. Opening paragraphs; “Why is there a shortage?” section. Date visible in original HTML: 25 July 2024. O-negative demand at the affected London hospitals was 94% higher since the incident began, compared with the same period in 2023. The statement also describes reduced collections and summer donation constraints. Percentage attributed to NHSBT: absolute volumes, exact statistical window and extraction time are not published. The 2023=100 / 2024=194 index is calculated from this percentage. Additional hospital demand is not the whole national demand. The 170 donations per week are another expression of the same increase.
	[12] NHS England · Update on cyber incident: Clinical impact in south east London : Thursday 26 September 2024 · 2024-09-26. Announcement of 26 September 2024, covering the period through 22 September: 10,152 hospital outpatient appointments and 1,710 elective procedures postponed at the two most affected trusts. Provisional, unvalidated management information; postponements may include the same person more than once. Transfusion systems remained under restoration after GPs regained access to pathology tests. The primary content was read through its indexed copy because direct HTML access was unavailable during verification.Comparing cumulative totals and weekly rows
The official weekly table, also consulted through its indexed primary content, covers sixteen weeks from 3 June to 22 September 2024. We sum hospital appointments and elective procedures only, excluding community appointments. The 5–11 and 12–18 August rows are cross-checked against the 22 August announcement. Appointments: 900 + 1,301 + 1,300 + 1,517 + 1,286 + 1,028 + 1,122 + 1,074 + 578 + 53 + 29 + 21 + 25 + 11 + 6 + 6 = 10,257; 10,257 − 10,152 = 105. Procedures: 814 + 383 + 205 + 136 + 100 + 71 + 46 + 52 + 20 + 13 + 3 + 4 + 2 + 2 + 1 + 5 = 1,857; 1,857 − 1,710 = 147. The documents read do not explain the difference. We retain the announced cumulative figures and publish this comparison separately, without an assumed reconciliation.

	[13] NHS England · Synnovis cyber incident : update of 10 November 2025 · Date unestablished. Update dated 10 November 2025, first three paragraphs. NHS England describes Synnovis ownership, the 3 June 2024 attack, its effect on testing and full service restoration by December 2024. 10 November 2025 is the displayed update date; the original publication date is not established. Provider service restoration does not date the completion of every deferred appointment or resolution of every consequence. The page’s primary content was consulted through its indexed copy because direct HTML access was unavailable during verification.
	[14] Financial Stability Board · Enhancing Third-Party Risk Management and Oversight: A toolkit for financial institutions and financial authorities · 2023-12-04. Section 3.5.4, printed p. 25 / PDF p. 29: overlapping direct and indirect dependencies; sections 3.8 and 4.3.2, printed pp. 28–30 and 35–37: potential benefits of concentration and criteria for systemic risk. The FSB explains indirect dependencies and the conditions under which a common provider can transmit a disruption to several institutions. Non-binding analytical framework. The l0g network is an explanatory diagram; no probability, quantified loss or named company architecture is inferred.
	[15] ECB Banking Supervision · Outsourcing trends in the banking sector · 2025-02-19. Introduction: 2024 analysis based on year-end 2023 registers. Chart “Substitutability of providers per contract”: share of the total critical and external budget. “Sub-outsourcing” section. The chart distinguishes easy, difficult and impossible substitution within reporting significant institutions’ budgets for critical external outsourcing contracts. Budget shares, not bank counts or a cloud-only measure. Historical year-end 2023 data and reported categories; 82.3% is the calculation 73.7 + 8.6, rounded to 82% in the ECB prose.
	[16] ECB Banking Supervision · ECB Guide on outsourcing cloud services to cloud service providers · 2025-07-16. Guide, pp. 6–9: concentration, shared dependencies and continuity; pp. 13–15: exits, transition, costs, skills and testing. Release of 16 July 2025: the Guide’s legal nature. The final Guide links continuity and exit arrangements to the applications, data, timing and people required. Supervisory expectations and good practices must be distinguished from underlying DORA obligations. The Guide creates no new binding rules and gives no universal switching time. Guide publication announcement.
	[17] Bank of England, PRA and FCA · UK financial regulators to begin overseeing Critical Third Parties announced by HM Treasury · 2026-07-10. Release, opening paragraphs and Notes to editors: first four designations effective 13 July 2026, rules effective 1 January 2025. SI 2026/777, regulations 1(2) and 2; current FCA list. UK regulators start oversight of the systemic services of four cloud entities designated by the Treasury. Oversight concerns services to the UK financial sector; designation is not general authorisation. Banks retain their own third-party risk responsibilities.
	[18] Bank of England · CMORG holds sector-wide cloud outage simulation exercise · 2026-10-09. Opening three paragraphs: exercise held on 8 October 2026, 38 banks and market infrastructure operators, global cloud disruption scenario. Note to editors 4: no specific threat information. SIMEX26 brings banks, infrastructures and authorities together to rehearse a collective response to unavailable cloud services. A simulation, distinct from an actual attack or outage. The release publishes no loss estimates, individual recovery results or success rates.
	[19] National Cyber Security Centre · Mapping your supply chain · 2023-02-16. Sections What information should SCM contain? and Subcontractors in the supply chain. Page published on 16 February 2023 and reviewed on 12 October 2023. NCSC connects supplier and subcontractor mapping with an understanding of critical services and shared dependencies. Guidance, with no loss estimate or company-specific architecture. Useful mapping depth depends on criticality and collection costs.
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Britain backed a bank loan to help JLR recover and support its suppliers. Ministerial letters, company accounts and parliamentary scrutiny reveal how risk was shared, which borrowing was used and why the guarantee’s effect on suppliers remains difficult to measure.

On 25 September 2025, Tim Reid wrote to Britain’s business secretary to request approval for support that exceeded his agency’s normal framework. The chief executive of UK Export Finance, UKEF, considered the risk associated with Jaguar Land Rover acceptable and the proposed premium adequate compensation. His concern was the accumulation of commitments: further support for JLR would leave the agency heavily exposed to a single company at a time of considerable uncertainty. He requested a written direction. 1

Peter Kyle signed it the next day. His reply cited the national interest, the manufacturer’s 34,000 direct UK jobs and around 120,000 jobs in its supply chain. He accepted that the transaction could create a contingent public liability of up to £1.5 billion. Final terms, full due diligence and confirmation of Treasury consent were still to follow. Both letters were made public on 27 October. 2 19

The exchange records the point at which the consequences of a cyberattack become a decision about public financial risk. The manufacturer needs liquidity to get through a production stoppage; the minister wants to preserve companies dependent on its orders. Connecting those objectives is a loan guarantee: a commitment by the state to lenders, whose benefits and costs will become visible on different timescales.

The previous instalment on shared providers extends a series that has followed supplier invoices, insurance contracts and the work required to restart operations. Part seven examines the public commitment: the conditions that made it possible, the borrowing actually used and the information the government chose to require when following the beneficiaries.

A company already in the public portfolio

UKEF is Britain’s export credit agency. Its Export Development Guarantee, or EDG, supports bank lending for an exporter’s working capital or investment, covering part of the lenders’ risk. Financing can serve the company’s general needs without being tied to a particular export contract. That flexibility explains how an export finance instrument can be used during an industrial interruption. 3

JLR was familiar with this route. Its annual report records a separate £1 billion UKEF-backed loan, obtained and fully drawn in August 2025. The facility arranged after the cyberattack therefore extended an existing relationship. Further difficulties at the manufacturer could affect several of the agency’s commitments simultaneously. 7

Reid’s letter describes the constraint. The framework agreed with the Treasury governs the risk of an individual transaction and its place in the wider portfolio. A transaction can carry an acceptable level of individual risk while concentrating more exposure on one borrower than the normal rules allow. The test Reid identifies is regularity: compliance with the authorisations governing his actions. The published documents leave the numerical concentration threshold undisclosed. 1

The ministerial direction places responsibility for proceeding in those circumstances with the minister. Kyle adopts a broader objective: preventing the problems of a major exporter from spreading to firms whose survival depends on JLR’s orders. His letter retains financial due diligence and the requirement for final Treasury consent. It combines a political decision about risk with the work needed to establish the financing terms. 2

[image: On 25 September 2025, Tim Reid considers JLR’s individual risk acceptable and the premium adequate. Concentrated exposure to one company nevertheless falls outside UKEF’s normal criteria agreed with the Treasury. This regularity issue leads to a request for a written instruction. On 26 September the minister directs support in the national interest, with final terms, full due diligence and confirmed Treasury consent still required. The letters are released on 27 October. In November the PAC chair accepts the rationale in principle and the urgent circumstances, recalls normal timelines and announces C&AG monitoring. A qualitative mechanism with no numerical amounts or probabilities.]Open the complete composition
FIG. 01 The public decision and concentrated exposure. [1] [2] [18] [19] Method and scope
An acceptable risk on one company can create concentration outside a public agency’s normal criteria. The 25 and 26 September 2025 letters show how that change of scale leads to a ministerial direction and a requirement to document the decision. Parliamentary scrutiny in November accepts the rationale in principle while retaining oversight of the exposure. Fourteen working days is the wording of the committee chair’s letter of 13 November; the official statement of 29 October gives the normal period in sitting days and separates urgency from the notification error (note 23).


The guarantee works through the banks

The government announced the support on 28 September 2025. JLR’s accounts place the agreement of a £1.5 billion facility in October, available to draw in several tranches over two years. Final maturity is October 2030. The banks supply funds when JLR borrows, and the manufacturer incurs a debt it must repay. The government’s commitment changes the risk the banks agree to carry. 4 6 7

The minister’s letter of 13 October describes the allocation: banks retain £300 million of uncovered risk on the £1.5 billion facility. On the loan principal, that means a 20% retained share and 80% covered, equivalent to £1.2 billion of guaranteed principal. Kyle says the commercial rate set by the lenders applies across the whole facility, with UKEF receiving a premium for its risk. Exact pricing and detailed terms remain commercially confidential. 5

For a bank, the guarantee changes the consequences of a repayment default by giving it a claim against the public agency under the contract’s terms. JLR remains responsible for servicing its debt. UKEF’s EDG guidance describes a premium normally taken from loan interest and paid by the lenders, along with a commitment fee on undrawn balances during the availability period. Quantifying those payments for this transaction would require the JLR contract. 3

Another disclosure adds an essential qualification to the £1.2 billion figure. In its register of business supported in 2025–2026, published on 21 July 2026, UKEF lists a maximum liability of £1,467,550,596.94 for JLR’s general corporate purposes. A second entry, also mentioning investment related to electric vehicle manufacturing, records £1,063,189,088. The register provides these limits and descriptions of purpose; matching each entry conclusively to a contract requires further documentation because the rows provide neither a loan identifier nor an individual signing date. 20

UKEF’s glossary defines maximum liability as the maximum claims payable, including interest. An 80% calculation on principal therefore answers a narrower question. The eventual fiscal outcome would depend on guarantee claims, subsequent recoveries and the remuneration received by the agency. Treating those measures as interchangeable would turn a contractual limit into a financial result before the events needed to establish that result had occurred. 21

[image: Banks fund the £1.5bn JLR facility. Its 80% cover represents £1.2bn of principal, with £0.3bn retained by lenders. A separate circuit shows premiums and fees under the general EDG product.]Open the complete composition
FIG. 02 Bank lending and risk allocation on principal. [3] [5] [21] Method and scope
Banks fund the loan and retain £300m of uncovered risk. The bar divides only the £1.5bn principal: £1.2bn covered and £0.3bn retained by lenders. Maximum liability, including interest, is a different measure. The lower circuit describes premiums and fees in EDG guidance; pricing specific to JLR remains confidential. Arrows represent contractual relationships without claiming actual payments. Calculation on principal: £1,500m − £300m = £1,200m; 1,200 ÷ 1,500 = 80% and 300 ÷ 1,500 = 20%. Bar lengths are proportional to these shares.


Other borrowing is used while the public facility stays available

The accounts then show how financing was used. At the end of December 2025, the new £1.5 billion UKEF facility remained wholly undrawn. It was still undrawn on 31 March and 30 June 2026. These three dated observations show a credit reserve retained while JLR reorganised other borrowing. 10 7 11

A separate £2 billion bridge facility did provide cash during this period. JLR had drawn £500 million by the end of December, followed by another £500 million on 12 January 2026. It then owed £1 billion on the bridge. During April–June, the company entered into a new £2 billion term loan and used the first half to repay the bridge, which was terminated. That £1 billion moved from one borrowing arrangement to another to replace an existing debt. 10 11

The subsequent-events note reports two further £500 million drawdowns on the term loan, in July and August. According to the version consulted for this investigation, the term loan was therefore fully drawn, with maturity in May 2031. These transactions concern a facility separate from the UKEF reserve. Detailed uses beyond the initial refinancing would require additional disclosure. 11

The publication history needs care. The PDF accompanies results announced on 13 August and records authorisation of the accounts on 10 August, while another passage in the same note refers to a balance at 17 August. The precise date of this version remains unresolved. We therefore attribute the July and August events to the document consulted on 19 October, retaining 30 June as the latest verified accounting observation of the UKEF facility. A more recent trading announcement on 3 October concerns sales and provides no updated borrowing position. 11 12

On 9 September 2026, Blair McDougall tells the Commons that the guarantee remains in place and JLR has yet to draw on the facility. He credits it with reassuring the market. This ministerial statement supplies a later indication; the accounts at 30 June remain the latest verified accounting observation. 22

[image: Each block represents GBP 500 million of principal. The GBP 1.5 billion UKEF-backed facility is undrawn at December 2025, March 2026 and June 2026 reporting dates. The GBP 1 billion drawn bridge balance is refinanced during April–June through a new GBP 2 billion term loan. The latter is subsequently drawn in full, according to July and August events in the version consulted on 19 October 2026.]Open the complete composition
FIG. 03 The guaranteed reserve and refinancing of other borrowing. [6] [7] [10] [11] Method and scope
Each block represents £500m of principal. The £1.5bn UKEF-backed reserve remains fully undrawn at the three verified reporting dates. Excluding interest and fees, the £1bn drawn bridge balance is then replaced by a new term loan: this refinancing creates no additional net principal for that £1bn. The consulted accounts separately report two £500m drawdowns in July and August 2026. Their precise use remains to be established. The illustrated accounts stop at 30 June. The ministerial statement of 9 September on the undrawn facility is treated separately in the text (note 22); no balance at 19 October is inferred.


A facility can be useful before it is drawn. In his reply of 7 November 2025, Kyle argues that its availability gives JLR more confidence to spend its existing cash. The mechanism concerns the ability to meet future obligations: access to backup funding can make a company less reluctant to make payments today. The minister leaves drawdown decisions to JLR and its banks, based on commercial need and the extra servicing cost when borrowing begins. 8

That explanation is consistent with the function of a liquidity reserve. Measuring its effect requires identifying payments or decisions that would have been different without it. Drawdowns on the other loans provide an observable financing history; isolating the public guarantee’s contribution takes further evidence on treasury decisions and their consequences for the businesses receiving payments.

Leaving payment decisions with JLR

Why intervene through the manufacturer? On 13 October, Kyle makes the case for speed. The banks and UKEF already know JLR, its credit profile and the previous financing arrangements. Guaranteeing suppliers’ borrowing individually would require examining each business, working with different lenders and checking eligibility for the agency’s products. Some suppliers might fail the credit or export criteria. This is the minister’s rationale; a quantified comparison of timing and alternative options remains to be obtained. 5

The choice also relies on the manufacturer’s knowledge of its supply chain. In his November letter, Kyle acknowledges UKEF’s limited visibility and describes JLR as best placed to identify suppliers’ needs. The agency backs financing upstream; the manufacturer decides how to use its liquidity and which commercial relationships require support. 8

In parallel, JLR introduces a separate programme of up to £500 million, financing as much as 90% of selected purchase orders before invoicing. Part two on supplier credit examined how it works. Its existence explains how a supplier can receive an advance while the £1.5 billion publicly backed facility remains undrawn. JLR’s annual report says the programme has seen limited use and is being wound down, which the manufacturer attributes to the speed of recovery. 7

The parliamentary hearing on 11 November 2025 turns to suppliers further down the chain. The minister expects liquidity received by firms dealing directly with JLR to reach subsequent tiers. Asked how many second- and third-tier suppliers have benefited, he supplies no count. A new order, payment of an old invoice and an advance each affect a small business differently. Following the intervention to that business would require the nature and timing of payments it received. 9

Monitoring exposes a design choice

Kyle’s reply of 19 December, published on 6 January 2026, makes the trade-off explicit. The government says it relies on industry and regional organisations, including the Society of Motor Manufacturers and Traders and the Welsh Automotive Forum, for information on suppliers further removed from JLR. It describes the chain’s size, complexity and commercial sensitivity as obstacles to monitoring each tier-two or tier-three company directly. Those organisations provide business intelligence, which serves a different purpose from a record of disbursements. 13

The minister also addresses the suggestion of stronger commitments on allocating funds. UKEF can consider conditions suited to individual transactions, he writes, while expressing reservations about routinely imposing firm restrictions, ringfencing or successive disbursement approvals. His reply argues that such requirements would delay execution, complicate use of the credit and increase its cost. This general position leaves the terms specific to JLR open. 13

The difficulty of measuring beneficiaries is therefore part of an acknowledged choice. Leaving liquidity decisions with a company can speed up action because it knows its purchasing needs and payment obligations. For public evaluation, the consequence is having to reconstruct effects through commercial relationships that the agency follows less directly. The usefulness of flexibility and the ability to account for its results become connected questions about the same instrument’s design.

On 17 March 2026, the government answers a written parliamentary question asking what amount and proportion of the guarantee-backed financing have been used in the supply chain. The ministerial response restates the objective of the support and refers to JLR for decisions about use. It leaves the requested value unanswered. That documentary gap prevents the response from supplying a quantified account of how the financing reached suppliers. 14

[image: Two qualitative routes are separated. UKEF guarantees JLR’s commercial lenders. The loan supplies cash to JLR if drawn; JLR allocates resources to operations and suppliers. Government expects support to reach tiers two and three. DBT monitors their situation through SMMT, the Welsh Automotive Forum and regional bodies. The letter of 19 December 2025 explains UKEF’s concerns over routinely imposed restrictions and repeated disbursement approvals. The parliamentary answer of 17 March 2026 does not quantify the amount or share used across the supply chain. No arrow represents disbursement amounts and no individual supplier is identified as a beneficiary.]Open the complete composition
FIG. 04 Financing and the monitoring of suppliers. [5] [8] [9] [13] [14] Method and scope
The financial route runs through JLR, which decides whether to draw credit and how to allocate resources. Government expects support to reach further tiers. Public monitoring described in the letter of 19 December 2025 uses intelligence from industry bodies, distinct from a register of payments by recipient. Arrows show relationships and an expectation, without encoding disbursement amounts.


Parliament examines the consequences of acting quickly

In his letter of 13 November 2025, the Public Accounts Committee chair, Geoffrey Clifton-Brown, accepts the rationale for intervention and considers Managing Public Money requirements met in the circumstances of urgency and a parliamentary recess. He asks for closer adherence to the timetable, which he describes as fourteen working days. 18

The ministerial statement of 29 October specifies fourteen sitting days. It distinguishes urgency preventing that wait from an administrative error delaying the contingent-liability notification document, the Departmental Minute. In his reply of 17 November, Reid dates publication of the letters to 27 October and the laying of the Minute in the Commons to the 29th, then the Lords to the 30th. The Commons record independently confirms its laying there; the Lords date remains attributed here to Reid. His reply corrects the committee chair’s letter, which still described those documents as outstanding. 23 19

The committee chair also reports an expected-loss estimate significantly below the guaranteed amount, without publishing a number. He says the Comptroller and Auditor General will monitor the matter through the audit of UKEF’s accounts. That assessment recognises a financial exposure requiring continued examination even where the guarantee earns a premium and the industrial objective is accepted. 18

The debate later extends beyond JLR. In a report published on 4 February 2026 with the government’s response, the Business and Trade Committee treats the British Steel and JLR directions as a reason to adapt the decision framework to economic resilience. The government defends the existing rules’ ability to accommodate those objectives when proposals are assessed. The disagreement concerns how public intervention is organised; the documents present both institutions’ arguments without measuring the JLR loan’s economic performance. 16

Connecting the risk accepted to the time gained

The available publications define the limits of the assessment. UKEF’s 2025–2026 Impact Report, issued in July, highlights its activity and promises a full Annual Report and Accounts later in the year. The official portal checked on 19 October lists this Impact Report and a Financed Emissions Report among its documents; we did not find the promised full Annual Report and Accounts there. The material examined therefore leaves an audited reconciliation of remuneration, risk, any claims and recoveries for this transaction unresolved. The guarantee register records another dimension: the maximum liabilities declared for the transactions supported. 17 20

Support after the next cyberattack will also require a decision. On 20 April 2026, asked about a formal financing framework for affected companies, the government says it favours a case-by-case approach using existing schemes. The JLR decision is therefore a documented precedent whose criteria and results can be examined when another company seeks support. 15

This investigation follows a reasonably clear chain of responsibility: the agency flags concentrated exposure, the minister adopts the industrial objective, banks make credit available and JLR chooses its payments. It also identifies where measuring outcomes becomes harder, as liquidity moves through relationships between suppliers.

The decisive next evidence would connect decisions enabled by the reserve with payments actually received and production time preserved. For a workshop, being able to retain its workforce and buy materials ahead of renewed orders has a concrete industrial value. Relating that benefit to the guarantee, then comparing it with the risk and the compensation charged, would make it possible to assess the value of the recovery time the government’s commitment was intended to preserve.

The final part on the cost of faster recovery examines TSB’s tests, European bank assessments and the limits of the economic case for preparedness.

Further reading

Part six on shared providers follows interruptions across several clients. Part two on credit for JLR suppliers explains purchase-order advances; part five on restarting operations examines the work involved in recovery. The glossary explains loan guarantees, maximum liability and refinancing risk.

Sources and method

This documentary investigation is current to 19 October 2026 and draws on 23 primary references: ministerial correspondence, JLR accounts, parliamentary documents and answers, and UKEF publications. Company and government statements remain attributed to their authors. Explanations of mechanisms and implications for evaluation are l0g’s analysis, distinguished from a measured causal result.

The notes below identify the relevant passages, document and publication dates, and the limits of each source. Figure notes explain the calculations. Matching UKEF register entries to individual contracts remains unresolved, as does the quarterly PDF’s precise version date. The accounts at 30 June are distinguished from the ministerial statement on 9 September. No interviews have been conducted or messages sent.

	[1] UK Export Finance · Letter from UKEF CEO Tim Reid to the Secretary of State: support for Jaguar Land Rover · Document: 2025-09-25 ; published: 2025-10-27. Page 1, paragraphs 2–7: EMF, existing exposure, acceptable risk, adequate premium, concentration and regularity test; page 2: notifying Parliament during recess. The Accounting Officer separates his acceptable assessment of JLR’s individual risk from a concentration outside normal criteria and requests a written ministerial instruction. Preparatory letter dated 25 September, released 27 October. It quantifies neither premium, expected loss nor the concentration threshold. Preparatory amounts do not replace final facility terms.
	[2] Department for Business and Trade · Letter from the Secretary of State directing UKEF to support Jaguar Land Rover · Document: 2025-09-26 ; published: 2025-10-27. Page 1: formal direction; contemplated contingent liability up to £1.5 bn; national interest; Chancellor’s consent in principle; Treasury confirmation after final terms and full due diligence. The minister directs support in the national interest outside the usual risk appetite, invoking employment, exports and suppliers. The £1.5 bn ceiling belongs to the preparatory decision. It should not be equated with the £1.2 bn guaranteed principal derived from later terms or with spending. Treasury consent confirmation was still required.
	[3] UK Export Finance · Export Development Guarantee · published: 2020-07-21 ; updated: 2026-08-24. Overview; Benefits, Eligibility criteria and Cost sections. Guidance explains partially guaranteed commercial credit, general working capital or investment needs, the premium normally paid by lenders and the fee on undrawn balances. General product description in its current version. JLR-specific premiums, fees and payment terms require the contract; no actual price or payment is inferred from this guidance.
	[4] Department for Business and Trade / UK Export Finance / HM Treasury · Government backs Jaguar Land Rover with £1.5 billion loan guarantee · Document: 2025-09-28 ; published: 2025-09-28. Announcement, opening two paragraphs; Notes to editors, Export Development Guarantee. The government announces a guarantee intended to enable up to £1.5bn of five-year commercial bank lending to JLR. The generic EDG mechanism provides partial bank coverage. The announcement states the intended commitment and its purpose. It records no drawdown or supplier payment, and describes 80% cover as a usual EDG feature; transaction-specific coverage requires the ministerial correspondence.
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Testing recovery can itself affect a service, while higher budgets leave the hours saved to be measured. TSB’s records, European bank tests and a British policy appraisal expose the decisions made before a crisis, the evidence behind them and the questions still open.

Before TSB’s IT migration, a few hours of cash-machine availability became part of a decision about testing. To put the application under load in its intended configuration, the bank would have had to use both of its production data centres and interrupt some services already running. Its cash machines, for example, would have been unavailable for about three to four hours. TSB ultimately agreed to test just one centre, while the other continued serving customers. Reconstructed by the British regulator in its December 2022 decision, that choice offers a concrete way into the economics of preparedness. 1

After the migration on 22 April 2018, the two-centre configuration contributed to the difficulties customers encountered. A login could reach one centre and the next transaction the other, where the corresponding session was missing. Part of the service therefore relied on an interaction between systems that the restricted test had left without a representative trial. The Prudential Regulation Authority, or PRA, concluded that the bank had lost an opportunity to identify some of the faults. It remained appropriately cautious about what the test would actually have revealed. 1

TSB is a comparison case here: the actual disruption followed a failed IT migration. Its relevance to a series about the consequences of cyberattacks lies in a shared question: what service will an organisation be able to provide when its usual systems fail it? Having followed losses, suppliers, insurers and a public guarantee, this final part moves back to the period before a crisis, when a business decides what resources to commit to shortening its consequences.

Testing already puts part of the business at stake

TSB’s decision had an immediate rationale: keep existing services running while preparing for the full migration. According to the PRA, the bank took confidence in the ability of one centre to handle the load as evidence that the whole arrangement would work. Yet the architecture used both centres simultaneously and required each session to remain in the right place. Traffic-routing rules and an incorrect configuration of the OpenAM authentication component undermined that mechanism. 1

The case helps explain why counting standby equipment gives an incomplete picture of its usefulness. In a system built from many components, the difficulty may lie in an interaction: a user authenticated here, a transaction routed elsewhere, an application waiting for a response it can no longer obtain. A representative test has to expose those relationships. Its cost may include engineering time, an environment capable of reproducing production conditions and, when the live service has to be involved, a planned interruption. The intended benefit is actionable information obtained early enough to correct the faults.

Another passage in the decision describes a different kind of preparation. The executive exercise held in March 2018, known as a Gold exercise, included a simulated ransomware attack and assumed that the service provider, SABIS, was working on repairs. The exercises envisaged resolution within days; the provider was not required to participate. This crisis-management exercise needs to be considered separately from the technical load test. It gave executives practice in making decisions, while the speed of repair depended on work assigned to others. 1

[image: Before TSB’s IT migration in April 2018, load testing was confined to one data centre to preserve services already in production. An error in routing between the two centres later invalidated sessions and compromised failover. A separate panel shows the assumptions of the Gold executive exercises, including the ransomware simulation in March 2018. Qualitative reconstruction from the PRA’s final notice.]Open the complete composition
FIG. 01 TSB’s load test and Gold exercise examined different aspects of preparedness. [1] Method and scope
The TSB record separates two forms of preparation. Load testing was confined to one data centre to preserve existing services; after migration, routing faults between the two centres affected sessions and failover. The Gold crisis-management exercise separately assumed prompt repairs by SABIS, whose participation was not required. Ransomware was part of that simulation. The actual April 2018 incident followed an IT migration. The PRA describes a missed opportunity for detection; neither the cost of an adequate test nor the losses it might have prevented is established.


The 2018 accounts indicate the scale of the post-migration damage: £330.2 million in additional expenses and waived income, before the estimated contractual recovery from Sabis. That total includes £122.4 million for additional resources and advice. It describes the accounting consequences of a crisis, encompassing several kinds of expenditure and loss; the price of the omitted test, and the share of the damage it might have prevented, remain unknown. 2

A useful comparison would therefore be between preparedness options whose full costs and demonstrated capabilities were understood. Converting these charges into a daily cost would produce an appealing quotient while leaving the question of avoidable damage unanswered. In its response to the regulators on 20 December 2022, TSB apologised again, and its chief executive said that the bank had been transformed over the preceding four years. That corporate position forms part of the historical record; our documentary research examines the mechanisms established for 2018. 3

From restored systems to a usable service

To determine what preparedness buys, the first task is to decide when recovery will count as complete. NIST’s contingency-planning guide distinguishes the target recovery time for an IT resource, the Recovery Time Objective, or RTO, from the total disruption the business can tolerate, the Maximum Tolerable Downtime, or MTD. Within that total period, the RTO should normally leave time for work such as reprocessing data. The Recovery Point Objective, or RPO, instead identifies the point in the past to which data recovery is intended to reach. These concepts allow different questions to be asked of the same backup. 4

An application restored with older data may open successfully while leaving recent transactions to be reconstructed. Teams may also have continued some of their work through manual procedures during the interruption. Guidance published by the National Cyber Security Centre on 1 October 2026 describes precisely this problem: restored data has to be reconciled with records created while operations were running in a reduced mode. It also calls for the sequence in which services restart to be planned, since those services depend on shared resources such as identity systems, networks and storage. 5

Consider, as an illustration, a service that temporarily records its transactions in a separate register. Restoring the main database makes automated processing possible again, after which reconciliation begins: locating missing transactions, identifying duplicate entries and checking the relevant totals. This teaching example describes a dependency in the recovery process; it assigns neither a particular duration nor a JLR-specific procedure to it.

[image: An explanatory diagram with no time scale. RPO sets the intended data recovery point before an outage. Recovery brings together backed-up data, records created during manual workarounds and technical dependencies. RTO and maximum tolerable downtime are targets, distinct from the duration achieved in a documented test.]Open the complete composition
FIG. 02 Recovery targets distinguish data, IT resources and validation of the restored service. [4] [5] Method and scope
RPO sets the intended data recovery point before an outage. RTO concerns an IT resource; business operations also need time for data reprocessing. The mechanism brings together backups and records created during manual workarounds, with dependency checks and validation. Positions are qualitative: no JLR-specific target or achieved duration is assumed. A dated test with defined scope and validation criteria can compare targets with demonstrated capabilities.


Measurement then becomes much more informative. A test report can specify the volume actually restored, the access available to the operators, the dependencies included and the checks used to accept the result. A written target becomes meaningful when a team tests it against that work. NIST calls for data and functionality to be validated before recovery is declared complete. 4

The requirement remains current. In observations published on 27 March 2026, the Financial Conduct Authority notes progress and investment in resilience, while finding that some firms claim they can recover across all scenarios without presenting tests severe enough to support that assurance. The document provides a supervisory observation but no sample count from which its prevalence could be calculated. It underlines the value of assessing the ambition of a target separately from the strength of the evidence behind it. 14

Supervision changes spending decisions

The European Central Bank subjected this capability to a collective assessment in 2024. Its scenario assumed a successful attack that severely damaged core databases. Preventive defences were treated as having been bypassed so that the assessment could focus on response and recovery. Of the 109 participating banks, 28 had to conduct a dedicated IT recovery test based on the scenario, as part of an enhanced assessment that included an on-site visit. The other 81 submitted questionnaires and evidence, including results from earlier, similar tests. 6 7

The two groups describe the depth of the assessment. The ECB explains that the selection of 28 banks sought a range of countries and business models, rather than ranking institutions by cyber risk. In its findings, published on 26 July 2024, it observed that response and recovery frameworks were in place, then called for improvements in banks’ ability to meet their own objectives and assess losses. The public results explain those requirements; they provide no average recovery time that could be converted into a cost per hour saved. 6 7

A working paper published by the Bank for International Settlements on 26 May 2026 examines another consequence of the intervention: the response in spending. Using supervisory data, the researchers work with a panel of 96 participating banks. They compare 2019–2021 with 2023–2024, around the announcement of the test in March 2023. They exclude 2022 because the corresponding returns were submitted around the time of that announcement. Their financial variable captures annual operating expenditure on IT security. 8

[image: The ECB’s 2024 test covers 109 banks: 28 enhanced assessments with a dedicated recovery test and 81 standard assessments. A separate econometric study uses 96 participants and estimates a roughly 81% relative spending increase for banks classified as lagging before the announcement. No recovery hours saved are calculated.]Open the complete composition
FIG. 03 ECB assessment protocols and the estimated spending response. [6] [7] [8] Method and scope
The ECB exercise splits its 109 banks into 28 enhanced and 81 standard assessments: these are protocols, not pass rates. A separate study uses 96 participants. The authors estimate a roughly 81% relative increase in IT security operating expenditure for banks classified as lagging, compared with peers’ change after the announcement. The classification uses a predicted-spending model, and the interpretation depends on the method’s assumptions. No recovery hours saved are inferred. Calculation: 100 × (exp(0.596) − 1) = 81.4845%, rounded to about 81%. Table 6, column 5: PPML estimate using 465 observations; the lagging group has mean residuals at or below the pre-announcement median. These are the authors’ results, subject to the model’s identification assumptions.


The main result concerns banks the model classifies as lagging before the announcement, based on the gap between their spending and the level predicted from their characteristics. For this group, the authors estimate a relative increase in expenditure of about 81% after the announcement, compared with the change at the other banks. The method seeks to distinguish a particular catch-up in spending from a general increase in budgets. Its interpretation depends, among other things, on the assumption that the groups would have followed comparable trends without the intervention being studied. 8

That is a substantial finding about the influence of supervision: announcing a test can change budget decisions before the exercise itself takes place. Its financial meaning nevertheless depends on retaining the definition of the variable. Security operating expenditure covers a range of activities; the share devoted exclusively to restoring a service faster remains unknown in this estimate. In their descriptive before-and-after comparison, several operational indicators produce less precise results. Recovery times come from the annual IT risk questionnaire, concern reported incidents and are published as indices. These data cannot yield recovery days saved or a price for those days. 8

For an executive, the distinction points towards a programme of follow-up measurement. When more money goes into security, it becomes useful to state the outcome expected from each effort: making intrusions harder, containing their spread or restoring operations more quickly. These outcomes can reinforce one another, but each requires an appropriate form of observation. An increase in the budget marks the beginning of that assessment.

An insurance claim tells a different story

Cyber Essentials, the British certification scheme, illustrates the difficulty of turning a favourable indicator into a promise of results. In its 2025 annual review, the NCSC reports a 92% lower likelihood of making an insurance claim among certified organisations, based on insurer data. The documents consulted do not establish the precise comparison period, the sample sizes or the adjustments between groups. They report an insurance-claims statistic, which should retain that scope. 13

The programme evaluation published in October 2024 discusses the wider attribution problem. Its evidence includes 606 current or former users and 516 organisations that had never been certified, surveyed in autumn 2023. The authors examine practices, perceptions and contractual uses, while considering participant selection and the difficulty of measuring rare or underreported incidents. They conclude that the programme has value, although translating it into monetary terms remains difficult. 12

These observations can inform a prevention decision. Answering the question of faster recovery would require another measure alongside them: among organisations whose operations were actually interrupted, what activity resumed, under what conditions and after how long? The frequency of an insurance claim also depends on coverage and on whether the loss is reported. A buyer who distinguishes these stages can welcome a favourable finding without making it carry every promise attached to a security programme.

A threshold that exposes the assumption

The British government faces a similar difficulty when estimating the effects of proposed legislation. The impact assessment for the Cyber Security and Resilience Bill, updated in May 2026, sets out compliance costs and expected benefits while leaving those benefits outside the main monetised assessment. For a group that includes managed IT service providers and data centres newly brought into scope, it reverses the question: how many attacks would have to be prevented each year to offset the expense? 9

The central calculation compares roughly £120 million in annualised direct costs with a benchmark incident cost of £1,101,588. Dividing one by the other gives about 109 additional attacks prevented per year, the threshold published in Table 8.4. The figure makes the assumption open to scrutiny: under the conventions used, the policy would need to produce a benefit of that size to absorb the cost being considered. It remains an illustrative threshold, whose future achievement would have to be measured. 9

[image: The May 2026 impact assessment compares £120 million in annual costs for managed service providers and data centres with a £1,101,588 incident-cost proxy. It publishes a threshold of about 109 additional avoided attacks per year. Three cost sensitivities produce 136, 109 and 91. Incident data are a predominantly US proxy in 2024 prices, while regulatory costs use 2025 prices.]Open the complete composition
FIG. 04 The UK appraisal’s illustrative economic threshold. [9] [11] Method and scope
The impact assessment updated on 13 May 2026 uses £120 million in annual costs for newly covered MSPs and data centres, then divides it by a £1,101,588 incident-cost proxy. It publishes a central threshold of about 109 additional attacks avoided each year. The curves show this arithmetic and the published ±20% incident-cost sensitivities, with no assigned probabilities. The KPMG proxy comes predominantly from US data, converted to sterling at PPP and modelled for large information-sector firms with turnover above £65 million. Regulatory costs use 2025 prices, while the proxy uses 2024 prices; the threshold is reproduced with this difference and no added adjustment. It describes a condition for breaking even, while the measures’ causal effect and recovery time remain to be measured. Central calculation: 120,000,000 ÷ 1,101,588 = 108.9336, rounded to about 109; published sensitivities: 120,000,000 ÷ 881,270 = 136.1671 and 120,000,000 ÷ 1,321,906 = 90.7780. The counts 136, 109 and 91 reproduce the table’s rounded values, rather than exact integer minima.


The origin of the incident-cost figure deserves closer examination. The KPMG report used by the government relies mainly on US data, converted into pounds at purchasing-power parity and expressed in 2024 prices. The selected amount corresponds to a large company in the information sector, with size defined by turnover. It provides an economic proxy for a regulated population with different characteristics. Its construction uses geometric means, which give extreme losses less weight than an arithmetic mean would. 11

Another convention remains visible in our illustration: compliance costs are expressed in 2025 prices, while the incident cost taken from the model remains in 2024 prices. We reproduce the published ratio with that difference intact, rather than inventing a reconciliation that the document does not make explicit. The precision displayed in the denominator allows the arithmetic to be checked; it does not turn the threshold into an exact forecast. 9 11

The Regulatory Policy Committee’s opinion helps establish the status of this exercise. Dated 18 July 2025 and published in November, it concerns an earlier version of the assessment. The committee accepts an analysis based on qualitative benefits and thresholds, while noting that the number of attacks prevented cannot be estimated and asking for some assumptions to be made clearer. Its judgement concerns the quality of the proposed evaluation, with its limitations, rather than a return already observed from the provisions assessed in May 2026. 10

Businesses can draw on that reasoning if they retain their own question. For a measure intended to accelerate recovery, the benefit sought is the difference in damage between two paths back to normal activity, weighted by the incident scenarios under consideration. Preventing an attack altogether and shortening an interruption after a successful attack are different economic effects. The public threshold of 109 offers a way to discuss assumptions; it leaves the losses that faster recovery could actually prevent to be estimated.

Buying a capability that can be demonstrated

The first task is to define the service the organisation wants to preserve or restore. An activity may become usable at a reduced level before every function returns. To make that level observable, the organisation needs to specify the operations it will accept, the volumes it can handle and the checks that are essential. Work can then proceed backwards from that outcome to the resources it requires, following the impact and dependency analysis described in continuity-planning guidance. 4 5

This approach changes the conversation with a provider. A promise of restoration becomes more useful when accompanied by a test protocol: what data will be reinstated, which components will be available, which teams will take part and who will accept the restored service? TSB shows the importance of this chain of responsibility. Executives can rehearse their decisions while technical resolution remains an assumption in the scenario. Bringing the relevant operators into the exercise allows that assumption to be tested against the constraints they face. 1

Activity that continues during the outage also deserves attention. The findings from the sector-wide CST24 exercise, published by the Bank of England in July 2025, describe the dilemma some participants faced over temporary workarounds: these could keep operations moving, but make later reconciliation more difficult. The discussions also identified the time needed to obtain sufficient assurances from a third party before reconnecting. This was an exploratory exercise using data and workshops; its conclusions illuminate dependencies rather than a recovery time observed during a shared outage. 15

An option that appears faster on the first day may therefore shift work into the next phase. To compare two approaches to preparedness, the assessment has to follow the chain through to the outcome that matters for the business. The economic calculation should distinguish transactions eventually caught up with from those lost permanently, then examine the margin preserved, the additional costs and the contractual consequences of the particular scenario. That approach avoids treating every hour of unavailability as an identical slice of revenue lost.

The costs set against those benefits should cover a comparable period. A test environment, repeated exercises and the availability of specialist teams commit resources on different schedules. A purchasing proposal can set out those expenses alongside the planned tests and the findings that would trigger corrective work. When a test exposes a fault, the information obtained must be able to change the system before an incident occurs. That is how testing becomes a means of reducing future damage.

The benefits extend beyond the organisation paying

The end of this series returns to those who bear the consequences of an outage while having no say over the preparedness budget. The British impact assessment explicitly invokes harm to third parties, imperfect information and coordination failures as reasons for public intervention. A business may capture only part of the benefit its continuity brings to customers and their own users. The amount it is willing to spend of its own accord may therefore differ from the amount justified by the full range of avoidable losses. 9

That gives an economic reason to prepare for recovery even when the precise return is difficult to isolate. It also requires a decision about the boundary of the assessment. The purchaser’s accounts, continuity for its customer and the functioning of a network of businesses may show different outcomes. An investment that benefits the wider system deserves to have its effects measured beyond the organisation paying the bill.

The documents assembled for this final part trace a concrete decision at TSB, an estimated change in bank spending and an explicit threshold in public policy. The decisive work still lies in connecting those observations to the hours of recovery actually saved. It begins with a defined business activity, proceeds through a representative test and is checked with the people who will be able to restore the service. For an organisation paying before a crisis, the most productive question becomes: what new capability will it be able to demonstrate, and what share of the damage will that capability allow it to avoid?

The eight-part investigation


	JLR’s factories and cash flow

	Credit for suppliers

	Cyber insurance and customer disruption

	JLR’s footprint in GDP

	The economics of restarting operations

	Shared providers

	Public crisis financing

	The cost of a faster recovery. You are reading the final part.



For the distinct planning targets, see RTO, data recovery RPO and MTD.

Research method and limitations

This article draws on documentary research closed on 19 October 2026: regulatory decisions, published accounts, technical guidance, research papers and public evaluations. The source notes distinguish the dates of incidents, fieldwork and publication. TSB’s statements and the insurance statistic reported by the NCSC remain attributed to their originators. No interview or restoration test was conducted for this article.

The notes below provide the relevant passages, dates and limitations of the documents used. Figure notes explain scopes and reproducible calculations. The BIS paper’s spending estimate, the assessment counts and the British economic threshold measure different things. The UK model’s differing price bases and populations remain explicit; differently scoped internal aggregates are excluded from the numerical narrative. This investigation establishes neither the costs nor the durations of a JLR-specific preparedness programme.

Documentary sources

	[1] Prudential Regulation Authority / Bank of England · Final Notice to TSB Bank plc · Document: 2022-12-20 ; Published: 2022-12-20. Annex A, §§ 4.25–4.43, pp. 53–58 (architecture and testing); §§ 7.18–7.23, pp. 75–76 (Gold exercises); Annex C § 1.9(2), p. 89 (return to business as usual). Printed pages match the PDF counter. The regulator describes the decision to confine load testing to one data centre, session-persistence faults in the active-active configuration, and the limits of crisis-management exercises. The actual event was an IT migration in April 2018; ransomware was part of a March 2018 exercise. The PRA describes a missed opportunity for detection, without guaranteeing that the omitted test would have revealed the fault. Its findings on preparedness combine several failings. They quantify neither the cost of a suitable test environment nor avoidable losses.
	[2] TSB Banking Group plc · TSB Banking Group plc : Annual Report and Accounts 2018 · Document: 2019-01-31 ; Published: 2019-02-01. P. 2, reconciliation and footnotes 2–3; p. 10, Charges arising from post migration service disruption; p. 17, Operating expenses; p. 65, approval. PDF counter is one page ahead. The accounts distinguish £296.7m of additional operating expenses and £33.5m of waived income, totalling £330.2m of recognised post-migration effects. An estimated £153.0m recovery from Sabis offsets part of those effects. The £417.3m migration-preparation charge is a separate item. Nominal 2018 income-statement amounts, including provisions: they are neither contemporaneous cash payments nor a comprehensive economic loss. Waived income covers interest and fees forgone by TSB. Recovery is estimated and offset against amounts payable to Sabis. This reconciliation identifies no stand-alone resilience budget. Accounts approved on 31 January 2019 (p. 65); results announced on 1 February 2019. The first upload timestamp for this PDF has not been established.
	[3] TSB Bank plc · TSB responds to the FCA and PRA findings in relation to the 2018 Migration Programme · Document: 2022-12-20 ; Published: 2022-12-20. Statement body, dated 20 December 2022. TSB confirms an agreement with the regulators. Its chief executive renews the apology to affected customers and says the bank has transformed its business since the events. The bank’s position, included as a response to the findings. The statement does not independently demonstrate the effectiveness of later recovery measures.
	[4] National Institute of Standards and Technology (NIST) · NIST SP 800-34 Revision 1 : Contingency Planning Guide for Federal Information Systems · Published: May 2010; updated: 11 November 2010. Section 3.2.1, printed pp. 17–18 (PDF pp. 31–32); section 3.5.1, pp. 27–28 (PDF 41–42); section 4.4, p. 41 (PDF 55). Defines recovery time objective (RTO), recovery point objective (RPO) and maximum tolerable downtime (MTD). Data reprocessing must fit within the business limit. Tests should approximate the operating environment; recovered data and functionality must be validated before normal operation. US federal information-system guidance, published in May 2010 and updated on 11 November 2010. Used for terminology and planning mechanics, without presenting it as a duty binding JLR. Figure 3-3 is conceptual and provides no measured economic optimum. NIST catalogue for the updated final edition.
	[5] UK National Cyber Security Centre (NCSC) · Preparing for highly disruptive cyber incidents : 3. Prepare your technical recovery capability · Document: 2026-10-01 ; Published: 2026-10-01. Sections 3.2–3.4 and 3.6; Published / Reviewed box: 1 October 2026. Restoration must reconcile backup data with data generated during manual workarounds. The guidance calls for dependency and restart-sequence planning, together with the assurance required before reconnection. General guidance published after JLR’s 2025 incident; it explains a mechanism without diagnosing JLR’s systems. It supplies neither a universal recovery time nor a causal estimate of hours saved.
	[6] European Central Bank : Banking Supervision · FAQ on 2024 cyber resilience stress test · FAQ accompanying the results of 26 July 2024. Questions “What scenario did the stress test use?”, “What kind of information did banks report to the ECB?”, “How did you select banks for the enhanced assessment?” and “How will the ECB use the insights gained from the exercise?”. 81 banks supplied questionnaires, documentation and evidence from earlier IT recovery tests with a similar scenario; 28 additionally had to perform a dedicated recovery test and receive an on-site visit. The enhanced sample covered countries and business models, rather than being selected by cyber risk. The 81/28 split describes assessment requirements, not pass rates. The exercise was predominantly qualitative; individual feedback and follow-up do not form a public dataset of comparable recovery times.
	[7] European Central Bank : Banking Supervision · ECB concludes cyber resilience stress test · Document: 2024-07-26 ; Published: 2024-07-26. 26 July 2024 release: scenario, 109-bank sample, assessed capabilities and supervisory follow-up. The scenario assumed failed preventive defences and severe damage to core-system databases. The ECB found response and recovery frameworks in place while identifying improvements, including meeting banks’ own recovery objectives and estimating losses. The public summary gives no mean recovery time, time distribution or bank ranking. Results fed into the 2024 SREP without affecting Pillar 2 Guidance. Missing public numbers tell us nothing about confidential bank-level results. Annual Report 2025, section 1.2.2.1. The 2025 follow-up describes generally sound preparedness and areas needing further effort, without supplying an average recovery duration.
	[8] Nordine Abidi, Leonardo Gambacorta, Christoffer Kok, Leonardo Madio, Ixart Miquel-Flores and Alberto Partida / Bank for International Settlements · Disciplining digital risk: evidence from cyber stress tests : BIS Working Paper No 1351 · Document: 2026-05 ; Published: 2026-05-26. Pp. 12–15: sample and operating-expense definition; pp. 18–20: identification; table 3 p. 22; table 5 p. 24; table 6 p. 25; conclusion p. 33. Printed pages match PDF pages. Uses confidential ECB data; the stated final panel covers 96 banks. The main result estimates an approximately 81% relative rise in annual IT security spending among banks classified as laggards after the announcement, compared with peers. The 45% before/after result and the conditional differential estimate answer different questions. Working paper reflecting authors’ views, not an official BIS position. Underlying data are not public; identification depends on model assumptions, rather than random assignment. “Investment” means euro-denominated operating expenses. Recovery times are disclosed as indices without absolute days; table 5’s differential change is imprecise (p = 0.619) and supplies no cost per hour saved. The paper reports 96 banks and 475 observations before regression attrition: these counts cannot reconstruct a complete panel.
	[9] Department for Science, Innovation and Technology / UK Parliament · Cyber Security and Resilience (Network and Information Systems) Bill: Final stage impact assessment, updated 13 May 2026 · Document: 2026-05-13 ; Published: 2026-05-14. Printed pp.79–80: horizon and benefits; pp.90–93, tables 8.3–8.5: illustrative thresholds; pp.95–96: costs in 2025 prices; pp.122–124 and 134: inconsistent scorecard and annex; p.133: signature dated 13 May 2026. The assessment calculates how many additional attacks would have to be avoided to offset compliance costs. For MSPs and data centres: £120m a year, a £1,101,588 incident-cost proxy and a published central threshold of about 109 attacks a year. Benefits remain unmonetised because the causal effect cannot be quantified. Ex ante illustration, without a prediction of avoided attacks or a recovery-time measure. Compliance costs use 2025 prices; the incident proxy uses 2024 prices, with no explicit reconciliation found. ±20% is a chosen sensitivity, without probabilities. Page 122 reports -£1,203m in “2025 present value”; the p.134 annex reports -£1,201m with a 2026 PV base. These amounts are kept separate. Some designated critical-supplier costs and later measures remain outside the headline totals. The cover retains the original 12 November 2025 date below a 13 May 2026 update notice; signed on 13 May; Parliament’s catalogue lists 14 May publication. The GOV.UK link consulted still serves an earlier version. Parliamentary timetable checked on 19 October 2026. The Bill remains before the Lords; report stage is scheduled for 26 October, still in the future at this research cutoff.
	[10] Regulatory Policy Committee · RPC opinion: Cyber Security and Resilience (Network and Information Systems) Bill impact assessment · Document: 2025-07-18 ; Published: 2025-11-17. Pages 1–2: green rating; p.3: reservations on the initial submission; p.7: unmonetised benefits and assumptions; p.8: EANDCB and distribution of effects; pp.9–10: future evaluation. The RPC considers the assessment fit for purpose. It acknowledges that avoided attacks cannot be estimated, accepts a qualitative case and illustrative break-even thresholds, and asks for more detail on several assumptions and calculations. This 18 July 2025 opinion reviews a preparatory version; it certifies neither realised returns nor all May 2026 amendments. The publication page says the rating concerns evidence and analysis rather than the policy itself. Opinion dated 18 July 2025, published 17 November 2025.
	[11] KPMG LLP for DSIT / DCMS · Economic modelling of sector specific costings of cyber attacks · Document: 2025-04 ; Published: 2025-11-12. Printed pp.1–4: method and units; pp.9–10: limitations; pp.15–17: Cyentia data; pp.25–30: geometric mean and allocation; table 4.11 p.30 (PDF p.36): £1,101,588 for large information-sector firms. The IA’s incident-cost proxy comes from a model relying predominantly on US Cyentia data, converted to sterling at purchasing-power parity and uprated to 2024 prices. Size is defined by turnover, with the large category exceeding £65m. Sector and size inputs rely on geometric means followed by modelled allocation. This is neither an observed arithmetic mean of 2026 UK incidents nor a carmaker’s recovery cost. It assumes comparable UK and US costs and conditions on a significant attack. The underlying sample emphasises publicly visible incidents. A geometric mean cannot automatically replace an arithmetic expected loss. Report dated April 2025, fieldwork completed 31 March 2025 according to the notice, published by DSIT on 12 November 2025. Underlying Cyentia window: 2012–2021; data release: 2022; reference prices: 2024.
	[12] Pye Tait Consulting for the Department for Science, Innovation and Technology · Cyber Essentials impact evaluation · Document: 2024-10-23 ; Published: 2024-10-23. Sections 2.1–2.4: comparison, attribution, fieldwork, weighting and bias; section 7.5: perceived supply-chain reduction; section 10: value and costs; appendix 2: respondent profiles. A survey of 606 current or lapsed users and 516 never-certified organisations, with common fieldwork from 2 October to 6 December 2023, complemented by 33 interviews. It documents perceptions, behaviours and contractual uses while explicitly discussing difficulties in measuring attack frequency and establishing full causality. Users participate non-randomly through certification bodies, with an unknown response rate; no detailed matching and potential confounding. Size/nation weighting of the comparison group does not neutralise all selection. The user group comprises 532 current and 74 lapsed users. The report finds value without demonstrating a quantified ROI or recovery days saved. Published October 2024; surveys October–December 2023; three case studies extended into December 2023–January 2024. Costs repeated in section 10 come from the process evaluation published in June 2023.
	[13] National Cyber Security Centre · NCSC Annual Review 2025: Empowering organisations : NCSC tools and services · Document: 2025-10-14 ; Published: 2025-10-14. Cyber Essentials section, paragraph before “10 years of Cyber Essentials”: 92% statistic attributed to the insurer. The 15 November 2024 NCSC supplement identifies it as the provider of the insurance bundled with certification. The NCSC relays a 92% lower likelihood of an insurance claim for certified organisations, based on the insurer’s data. The endpoint is a claim, with no recovery duration supplied. The same statistic was published in 2024 and remains on the GOV.UK page updated in March 2026. The precise comparison period, group sizes, detailed coverage and group adjustment are not provided in the consulted documents. The scheme’s promoter relays insurer data; no public microdata were found enabling its causal effect to be isolated. The Annual Review’s coverage period must not automatically be assigned to this statistic. Annual Review covering September 2024–August 2025, published 14 October 2025; the 92% statistic’s observation period is not specified. A 15 November 2024 NCSC post already contains the same value.
	[14] Financial Conduct Authority (FCA) · Operational resilience: insights and observations one year on · Document: 2026-03-27 ; Published: 2026-03-27. Introduction; “Operational resilience and boards’ decision-making”; section 3 “Scenario testing”, especially “Areas for improvement”; “Impact tolerance” glossary entry. Following the 31 March 2025 transition deadline, the FCA reports progress and investment but also firms claiming to recover from every scenario without documenting sufficiently severe tests. It values clear methods, assumptions, recovery times and confidence levels in test outputs. Observations from some firms’ self-assessments, without a stated sample size or quantified frequency of weaknesses. The findings cannot count vulnerable firms. The regulatory scope is financial services, not all industrial businesses.
	[15] Bank of England / Prudential Regulation Authority · Thematic findings from the 2024 Cyber Stress Test · Document: 2025-07-09 ; Published: 2025-07-09. Pp. 1–2: protocol and three variants; pp. 3–4: workarounds, priority transactions and reconciliation; p. 6: reconnection. CST24 was voluntary and exploratory: data submissions and workshops modelled compromised transaction integrity. Some participants preferred to stop processing because workarounds would complicate reconciliation; assurance for safe reconnection could take longer than their own impact tolerances. Scenario findings, not a company’s actual outage duration or a sector average. The source does not show that every workaround delays recovery; it records a trade-off and calls for available capabilities to be tested. The letter is publicly published despite a standard classification notice.


Original text and illustrations: l0g · CC BY 4.0. Cited documents retain their publishers’ rights.
Making recovery open to scrutiny
Recovery becomes more precise when it names an operation. A dealer can record a sale, a supplier can prepare another order, a reader can locate a reference. Restoring each capability uses resources and changes commitments. Across these chapters, following that progress also reveals its funding: activity generates an invoice, the invoice may support borrowing, and payment releases money for another round of work. The useful question extends beyond the first restart announcement to the operation that people can complete and the resources it requires.

Several participants can carry that process. The affected company uses its cash and the credit available from banks. A supplier retains staff or reorganises working time. A specialist reserves capacity and works under a service agreement. An insurer pays a covered claim. The state may take part of the risk on a commercial loan. These roles can complement one another. Understanding their distribution in a particular case requires the terms and dates of each commitment, followed by evidence of the transactions actually undertaken.

JLR and its partners show why that sequence matters. Payments can resume before manufacturing; a purchase-order advance can precede an invoice; replenishing inventories can use cash after production restarts. An announced facility and a programme balance at a particular date describe different stages. The ultimate recipient remains uncertain when records follow only the first organisation receiving support. Available credit establishes financing capacity. Demonstrating its effect across a supplier network requires further observations about use, payment and the activity that follows, on a comparable scope.

Insurance makes a similar demand on evidence. Vertu publishes information that follows a settlement through to receipt. That documented outcome remains attached to its policyholder, loss and reporting period. Specimen policies clarify coverage questions, while company accounts distinguish recognition in earnings from cash. The same discipline supports an economic assessment. A payment can change who bears a loss. A technician’s time, abandoned production or replacement equipment describes resources and opportunities affected by the incident. Keeping these objects separate helps prevent the same consequence from entering a total more than once.

The British Library directs attention towards the service people use. Preserving data leaves the conditions of access to be rebuilt. Components, checks and working procedures have to operate together before a reader can use a collection. Response agreements and procurement records describe some of the resources committed. Assessing their outcome requires observation of available functions and their reliability over time. Accounting expenditure, contract values and reserved specialist days retain their particular meanings. None supplies a universal conversion from money spent to hours of service recovered.

Shared providers add a collective dimension. An organisation may know its direct supplier while depending on that supplier’s tools and capacity. A contingency arrangement needs to be considered alongside demand from other customers. CDK and Synnovis make that question tangible in their separate settings. Public guarantees call for similar attention to effects further along the chain. Bank-risk sharing and the use of financing can be documented separately, then connected where the evidence permits. An expected benefit remains a proposition to assess against observed use and outcomes.

Preparation is a choice that can be put to a test. The PRA’s findings on TSB expose limits in testing and the responsibilities involved in exercising technical recovery. They leave the loss avoidable through a different test unknown. A budget, certification or recovery target provides a starting point for evaluation. A representative exercise makes that evaluation stronger when it brings together the data, partners and operators required for the intended service, then leads to corrections. Expenditure and a demonstrated capability can be followed as separate observations before their relationship is assessed.

The next restart announcement can therefore prompt precise questions. Which operation works, for whom, and from what date? Who funds the work still required, and which records show the effects? Those questions connect service delivery to finance while preserving the distinct commitments that make recovery possible. They allow a recovery to be judged through the capabilities it returns to the people who depend on it.
Twenty-one terms for following recovery
Free cash flow
Cash flow remaining after the investment cash outflows included in a company’s definition. The measure may contain issuer-specific adjustments. Its reconciliation, period and scope must be checked; it differs from accounting profit and the cash balance available on a given date.
Chapters: 1 · 2
	JLR Annual Report FY25/26 · Chapter 1, reference 6

Working capital requirement
Funding absorbed by the timing of inventories, customer receivables and operating payables. Rising inventories or receivables can use cash, while increasing payables can defer an outflow. The contents and sign of a reported measure require checking. Resuming production may require rebuilding inventory before the associated receipts arrive.
Chapters: 1 · 2 · 3
	JLR Annual Report FY25/26 · Chapter 1, reference 6
	Interim Results · six months ended 30 September 2025 · Chapter 2, reference 1

Supply chain finance
Arrangements in which a financier advances payment within a buyer–supplier relationship. Finance may be based on an approved invoice or, in the JLR programme examined here, a purchase order before invoicing. Eligibility, fees, the final debtor and reconciliation against the invoice depend on the agreement. An announced limit differs from an actual payment.
Chapters: 2
	JLR restarts manufacturing and introduces new financing solution to pay JLR suppliers early · Chapter 2, reference 8
	Annual Report FY2025/26 · Chapter 2, reference 9

Dependent business interruption
Interruption of an insured business caused by an incident at an organisation on which it depends. Coverage follows the relationship defined in the policy: suppliers, IT providers and customers may fall under different provisions. Covered events, exclusions, time conditions and limits also depend on the contract. Provider-related wording establishes no coverage for a customer’s outage.
Chapters: 3
	Policy Wording and Guidance : Cyber business interruption · Chapter 3, reference 5
	Cyber and data insurance : Policy wording · Chapter 3, reference 6

Time excess or waiting period
A time condition in an insurance policy governing when specified business-interruption losses become eligible, under that policy’s precise terms. It is distinct from a monetary deductible and a coverage limit. Its expiry establishes no date for settlement or receipt of cash.
Chapters: 3
	Policy Wording and Guidance : Cyber business interruption · Chapter 3, reference 5
	Cyber and data insurance : Policy wording · Chapter 3, reference 6

Value added
The value of output less the intermediate inputs used to produce it. It measures an activity’s contribution to economic production while avoiding repeated counting of purchases between businesses. GDP is obtained by adding taxes on products and subtracting the corresponding subsidies from aggregate value added. Revenue and value added are different measures.
Chapters: 4
	A guide to the UK National Accounts: March 2020 · Chapter 4, reference 9

Base effect
The influence of the starting level on a measured growth rate. A rise from an unusually weak month can appear large even when activity remains subdued. Reading a recovery requires attention to levels, the comparison period and cumulative output as well as the rebound percentage.
Chapters: 4
	IOP: C29: Manufacture of motor vehicles, trailers and semi-trailers: CVMSA · Chapter 4, reference 4
	Index of Production, UK: August 2026 · Chapter 4, reference 5

Gross domestic product
A measure of economic production within a territory over a period. The production approach adds gross value added and taxes less subsidies on products. A sectoral volume index, a manufacturer’s sales and a modelled economic cost have different scopes from GDP.
Chapters: 4
	A guide to the UK National Accounts: March 2020 · Chapter 4, reference 9

Minimum viable operations
A reduced set of activities an organisation aims to maintain or restore during disruption. Functions, service levels, dependencies and acceptable controls need to be specified. These operations may be available before the full service returns and require validation in their intended setting.
Chapters: 5
	Recovering from a highly disruptive cyber attack : 1. Immediate activities · Chapter 5, reference 11
	Recovering from a highly disruptive cyber attack : 2. Recovery and ongoing investigations · Chapter 5, reference 12

Incident-response retainer
An advance agreement for access to specialist incident-response capacity. An offering may combine an annual commitment, mobilisation priority, prepaid days and charges for time worked. Response times, included work, surcharges and limits during concurrent demand depend on its terms. Reserved capacity differs from completed recovery.
Chapters: 5
	G-Cloud 14 : Pricing Document, Cyber Incident Response · Chapter 5, reference 8
	NCC Group Terms and Conditions for the Supply of Services (UK) · Chapter 5, reference 9
	G-Cloud 14 : Retained Cyber Emergency Incident Response, service definition · Chapter 5, reference 10

Service availability
The ability to use a function within a stated scope and under specified conditions. After an incident, a restarted component may still need validation, another service or reconciliation of temporary transactions. Availability needs to be described by function and user group; an active component leaves the complete service to be assessed.
Chapters: 5 · 6
	Learning lessons from the cyber-attack: British Library cyber incident review · Chapter 5, reference 1
	Recovering from a highly disruptive cyber attack : 3. Rebuild · Chapter 5, reference 13
	Synnovis cyber incident : update of 10 November 2025 · Chapter 6, reference 13

Dealer management system
Software supporting dealership operations, which may include sales, aftersales and accounting depending on the installation. Several functions can depend on one provider. In the CDK case, dealership disclosures distinguish the return of core applications from ancillary functions. A DMS outage establishes a dependency without proving an intrusion at every customer.
Chapters: 6
	Asbury Automotive Group Q2 2024 Form 10-Q · Chapter 6, reference 2
	AutoNation Q2 2024 Form 10-Q · Chapter 6, reference 3

Common dependency
A resource, service or provider on which several organisations depend, directly or through intermediaries. Disruption can affect multiple users simultaneously and increase demand for shared alternatives. Assessment needs to cover the functions involved, further dependencies and replacement capacity. Concentration can also bring benefits that require consideration in context.
Chapters: 6
	Enhancing Third-Party Risk Management and Oversight: A toolkit for financial institutions and financial authorities · Chapter 6, reference 14
	ECB Guide on outsourcing cloud services to cloud service providers · Chapter 6, reference 16

Exit capability
The organised ability to bring an activity back in-house or transfer it to another arrangement. It requires usable data, rights, skills, known dependencies and a destination capable of running the service. A planned migration can illuminate that capability, while its timescale and conditions differ from an emergency switch during an incident.
Chapters: 6
	Asbury Automotive Group 2025 Form 10-K · Chapter 6, reference 8
	Enhancing Third-Party Risk Management and Oversight: A toolkit for financial institutions and financial authorities · Chapter 6, reference 14
	ECB Guide on outsourcing cloud services to cloud service providers · Chapter 6, reference 16

Loan guarantee
A commitment under which a guarantor covers a defined part of a lender’s risk on contractual terms. The bank provides the loan and the borrower remains responsible for repayment. Issuing the guarantee, making a facility available, drawing it and any eventual payment by the guarantor are distinct events. Coverage may apply to only part of the loan.
Chapters: 7
	Export Development Guarantee · Chapter 7, reference 3
	Letter from Peter Kyle to Liam Byrne on the Government-backed JLR loan guarantee · Chapter 7, reference 5

Maximum guarantee liability
The maximum amount of claims payable under a guarantee commitment, including interest in the UKEF definition used here. It differs from loan principal, exposure, estimated expected loss and sums actually paid after default. A register entry needs to be matched to a contract before assigning its amount to a specific transaction.
Chapters: 7
	UK Export Finance: Business supported 2025 to 2026 · Chapter 7, reference 20
	UK Export Finance: Glossary of terms, 2025/26 publication · Chapter 7, reference 21

Bridge loan
Financing intended to cover a transition before refinancing, a cash inflow or another longer-term arrangement. Its existence, availability and drawdowns require separate observation. JLR’s bridge facility documented in its accounts is distinct from the loan supported by the October 2025 UKEF guarantee.
Chapters: 7
	JLR Q3 FY26 interim financial statements · Chapter 7, reference 10
	JLR Q1 FY27 interim financial statements / narrative reporting · Chapter 7, reference 11

Refinancing risk
The risk that debt must be replaced on less favourable terms or that the funds needed at maturity cannot be raised. It depends on maturities, access to credit and market conditions. An available facility can affect financial room for manoeuvre while remaining undrawn; its precise effect on decisions requires separate evidence.
Chapters: 7
	JLR Q3 FY26 interim financial statements · Chapter 7, reference 10
	JLR Q1 FY27 interim financial statements / narrative reporting · Chapter 7, reference 11

Recovery time objective
The target time for restoring an IT resource to limit the consequences of its unavailability. An RTO is a planning objective that needs a defined service and scenario. It must allow for the processing and validation required within the business’s maximum tolerable downtime. A stated target differs from a duration observed in a test or incident.
Chapters: 8
	NIST SP 800-34 Revision 1 : Contingency Planning Guide for Federal Information Systems · Chapter 8, reference 4

Maximum tolerable downtime
The length of disruption a business process can tolerate before consequences become unacceptable to the organisation. MTD concerns the business process and must accommodate resource recovery and the work needed to make operations usable. It helps set priorities and compare technical recovery objectives with business requirements.
Chapters: 8
	NIST SP 800-34 Revision 1 : Contingency Planning Guide for Federal Information Systems · Chapter 8, reference 4

Recovery point objective
The point in the past to which data must be recoverable after an incident. Expressed as an interval relative to the disruption, RPO describes the data-loss window accepted in planning for reconstruction or treatment. It differs from the time needed to restore a system. Transactions after the backup, including manual records, require reconciliation.
Chapters: 8
	NIST SP 800-34 Revision 1 : Contingency Planning Guide for Federal Information Systems · Chapter 8, reference 4
	Preparing for highly disruptive cyber incidents : 3. Prepare your technical recovery capability · Chapter 8, reference 5

Reference records for the synthesis
	Statement on Cyber Incident25 September 2025 statement: wholesale and invoicing systems; the manufacturer’s account.
Chapters: 1

	JLR restarts manufacturing and introduces new financing solution to pay JLR suppliers early7 October 2025 announcement: phased restart and purchase-order advances; terms reported by JLR.
Chapters: 2

	Final results for the year ended 28 February 202613 May 2026 results, PDF pp. 1, 13 and 20: settlement recognised in the accounts followed by cash receipt.
Chapters: 3

	A guide to the UK National Accounts: March 2020National accounts guide: output, value added and GDP.
Chapters: 4

	Learning lessons from the cyber-attack: British Library cyber incident review8 March 2024 incident review, pp. 7–10: recoverable copies, infrastructure, applications and validation.
Chapters: 5

	Enhancing Third-Party Risk Management and Oversight: A toolkit for financial institutions and financial authorities4 December 2023 FSB toolkit: third-party dependencies, concentration and exit preparation.
Chapters: 6

	Export Development GuaranteeGeneral EDG guidance, updated 24 August 2026: commercial lending, partial guarantees and generic fees.
Chapters: 7

	Final Notice to TSB Bank plc20 December 2022 PRA notice, Annex A §§ 4.25–4.43 and 7.18–7.23: TSB’s migration and limitations in testing.
Chapters: 8

	NIST SP 800-34 Revision 1 : Contingency Planning Guide for Federal Information SystemsNIST SP 800-34 Rev. 1, § 3.2.1: recovery objectives and business-process tolerance.
Chapters: 8
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